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(Prediction)a@sill <l ghi 2
(Classification)—aiaill o
Boad S e Al e
L) i Al o afiad ) (Class) 4l e s 5 i S
.(Majority Voting) G s ,iSYI 4l sl 1,
(Regression) Llasi>d e
i) s a5 das i 32 a3

Random Forest <) jxs -4.2.3

Feature s Bagging lasiu) cuws (Overfitting) 2131 il daglaa o
.Randomness

.(Numerical & Categorical) e siiall 53 &Il ULl aa Jani @

<Lkl (Normalization/Scaling) audksd ) zUs3Y o

. (Feature Importance)<l sl il Luld 285 o

A JS& (Missing Values) 32 siiall adll ae Jalai o

Random Forest «ss-5.2.3

P B VY EPE R K RS IV - G S
. Logistic Regressiondic s aY) eyl sall (ans (e 5S13 SI3 llgins o
Baals ) 85 i 4 ) (Model Interpretability) zd sl i disna o
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(Hyperparameter Tuning) Random Forest s1a ¢pwal -6.2.3

(Parameter)Jatasl) Caa gl da yidal) asall
n_estimators Ll 8 sl s 50-500
max_depth 3y JS (gae il 3-20
min_samples_split saie andil (sllae il dae (i 2-10
min_samples_leaf 48,5l saiall 8 e 2ae Ji 1-5
max_features pad JS 8 A130al) &) jaall 22e ‘auto’, 'sgrt’, 'log2'
bootstrap Sl e Qu*’fj\ 3 plasad True/False
(Bagging)

Random forest ¢lal s (1-3)d saal
Logistic Regression 4w}, s3-3.3

s ) (Supervised Learning) <ol sl gualad) Y1 aledl) il )l s san) o
Jalrilll Lgxas 53 Sy (K1 ¢ (Binary Classification) uil) cayiaill JStie (& ol (S
Jie lbadil yin) aladinly (Multiclass Classification) <) sasic Caieatll as
.One-vs-Rest (OVR)
P NEU g RN U B PENPN RNV
PYWEIL ELPE PRV PGSRV JER Sk R
Aalad 4ud Gangdl s @l aall s 48Rl cilS 13) o
(el a8 A S ol ellia ) 45 ) gl ULl CulS 1Y) o
() 8550 yae al) Caiaill cilaia) ) dalay 1Y) o
e sl plaaid ol ) (bl -1.3.3
(Sigmoid Function)xsaasad) dlla 1
el Alla aladiuy 1 0] @las () e jaall Jsan ua slll lassy)

1
1—-e~ 2

o(x) =
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Z =Wy + wW1X1 + W2y X9 + -4 W,Xn
1 A5l ) e of Adlaia) Jia 1o(2)
(d;_\.d\) si8s e gl 17
(2718 L) gomail) 20all e

INPUT LAYER HIDDEN LAYER OUTPUT LAYER

Logistic Regression 4wl s (2-3)J<al
(Decision Boundary))_&l 35 2
14l 5(2)>0.5 S o

0 4l 0(2)<0.5 Q81 e
(Loss Function)s_wall i 3

‘Uasll bl og Loss (Binary Cross-Entropy) s

-1
Jw) = ) == Dilog(a(z)(1 = ydlog(1 = a(z)]

SARTEN
Gliel) 22e N
(1 5 0) Aiiall daglly,:

& siall JiaYo (zi)
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Logistic Regressiondss 441-2.3.3

(Training)<xoill dds je 1
G pdew ())sY dugd e
Awe Kz la o
A seagad) aladinl Adlds) 1z digsS e
Log Loss.plasiuls Uadll s o
Gradient Descent:alaaiuls () j5¥) Cuaai o

aJ(w)

I/Vj=Wj—C¥

e

.(Learning Rate) al=ill Jaxaq

25 sie () b i) ik (gl w05l Al Uil A0 25 3 \;a‘j‘(”f)
Bty Sl : Aol Gikall——
s

. (Log Loss) Waall al13:3(w)
(Prediction)adsill dls o 2
Byl clibllz Cles @
. 0(z) Jwia¥) o Jpasll 3y sanpill G @
04l Yy ] Adlls (2)>0.5 13 e
One-vs-Rest (OVR) <l sae aa Jalatll s 6lll lasi¥) a8 |3
GAY) il gres m A3 JS) Jiadic Chiias Cu )3 S5 e
73l 3 cud ¢ (A, B, C)alid 3 Ll S 1) : Ui
Avs (B + C): 1z sl
B vs (A + C):2 zasill
Cvs (A +B):3 zisdl

Aalldial) eI cld daal) las) o
Logistic Regressione s 9 < jae-3.3.3
&) Jaaal)

_(Eﬁgﬂ\&ﬁ@gﬂw&)jﬂ\jﬁjﬂ\&@y °

(3080 IS DB A e (Ra) el LS Al o

At 4l cla il g eolaaall o A8l S Ladie Tas ez @
e 3 o+ J

(Feature Importance).< jaall ad) ) A5 deladiv) (Say @
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Badall Andadll pe JSLELD Colic e o
. (Outliers)ai_hidl asll jubs o
38 Janl (Feature Scaling) <) gudai ) zUsy o

(Hyperparameter Tuning)zisell bhua jlas-4.3.3

Jaladll P .
Caa gl sidall agall
(Parameter) 5 = o
enalt (L1, L2, None)adasill ¢ 12,11
penalty » L4y =R ‘elasticnet’
C (padasill J8 C o1 WalS) sl 5 8 uSe 0.001 - 100
('liblinear’, 'lbfgs', 'sag’, cpeaill daa ) )l 63 aaa o adiay
solver . oyt
saga’) <l
max_iter <l ) Sl aael a8y aal) 100-1000

logistic Regression sl (s (2-3) Jsaal
XGBoostax ) 55-4.3

SV el il )53 s 58 (e 223 5 (Extreme Gradient Boosting 4 Jbais) s
caviaill JSUie (pe JS (8 Jlad S0 a0a%035 5 ¢ (Supervised Learning)—s! sl sl
il 8 L yu g Aallall LBy aatic (Regression) a3y s(Classification)

XGB0O0stas ) sa aladiui-1.4.3
saiaall Jalatt) L) 3 YlRd s U a2 gai 2y 5 S 13
Aoy yie Gl jse sfdha e Glide o ogian bl culs 1y
L aal) GLEES) 3y 55 <l jaall (e e 2ae clal IS 1Y),
5 e A Ga (Fine-tuning) G Jaaill S5 B3 sas 3 5 cig 1)
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XGBO0Oost (ab ) (ubad)-2.4.3

(Weakiimall JaiY) (e de gane cu )X ol Cus «BooStING 4 e XGBOoOSt iy
ALl eUadl (e b jand JS et Cuay o JLulud % learners)

0 ) Training
(] . E
Building T
CART trees H
Weighting wn :
increase \ -
e . T . Weighting .+
; boa) b s@ ! S . i
Prediction : }'E) : yi)  inregee | },EN) Testing

XGBO0ost 4w sa (3-3)Jsall

: (Objective Function)<iagl a1\
Al gl Al Julis J slaaX GBoost

(1) = iﬂ(fk) + i LG ¥D)
k=1 i=1

.,
[SEELN
. -

(Log Loss)s_wall sl (y;, yt): o
i Gl s oy 5l (Regularization) @il 00 (f,):

T
1
A(f) =T + EWZA]?
=1
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Boadl) b (31,5Y)) diall sae:T
A5 B 05wy
XGBoost Jss 4401 -3.4.3
(Training)esusid da 0 o
() dass gia Bale ) gl a8 giy 3 sall fan 1
Aal) adll g el i) Wadll a2
(residuals).Usdl) a3 il 53aa 5 mdi 5 3
Bl 3 el cla jae ALl Clad gl daat oy 4
el G 5yl iV e e 230 ) Dl G i il shall ) 65
1S3OS ol Gyl
V=, U+ flx)
NURTEN
ALl &y il e il £
Syesll Sl 5 f ()
(Prediction):ad sl s 0
sl Ll o Leiudai g lad¥) JS Cila e xan o

K
V= fulx)
k=1

il Al cYlia) e J seasll Sigmoid st Softmax ik &
XGBoostw g 5 & jmaa-4.4.3
- &) jaaal)
Agad) gl cilaail) e b 13 e 48y
(Parallelism).s23a%a 31 3l ga pladinly cypxill G 4lle de ju W
Al i e Jliy Jals aidas e ssiay
Ll il L) sy o

el dpaal ) Al AlSa) i e



SN Jadl)

DY) e aS 2 e Bl Gk 058 O (R
. (Hyperparameters)lghass caay COlaleall (3o S 220
. Logistic Regression=S das ¢ ilei 45 i paudill L6 J& -

(Hyperparameter Tuning)zselll buia julae -5.4.3

Jalaal) i gl da jikal) 2l
n_estimators PP IRTS 100 — 1000
learning_rate (M)l Jaza 0.01-0.3

max_depth By JSI B (3anll 3-10
subsample 3oad JS Aaadiiall Ciliall A 05-1
colsample_bytreg| 3 a3 JS & Aeadiuall &l jaall 4 05-1

gamma arntill o gllaall ey 0 5aY) aal) 0-5

lambda O e L2 akas 0-10

alpha Oy e LT pulass 0-10

XGBO0Ost &3} (pani (3-3) Jsaal

XGBoostys LogisticRegression s RandomForest s 45 8s-5.3

Ukl | RandomForest | LogisticRegression XGBoost
Ba sl e o SRR _
oAl e s (Ensemble) e (Boosting)
. 3.33:.&;)\_)3)\;&‘ a4 Al g1 AN JM\&A@JJSJ.)J:S
Jaall 4l . T
4,3.1\}»9 & ‘“;Lu;\ )\JS
g & Badaal) L) Gl dudadll bl
J il | 707 “‘" Sl B .‘“ ] sl daaial) ALl
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Qdxia acd & (Dliea & (> &t e (Jliee
s AWl | MultiOutput) MultiOutput) XGBoost)
cstled! | N estimators, n_estimators,
. - C, penalty max_depth,
A Hll max_depth :
- learning_rate
d__i’; RandomForest | LogisticRegression | LinearSVC XGBoost
bl \ Juad¥)) liee ¥
Lol 2 = (e =
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auttj RandomForest | LogisticRegression | LinearSVC XGBoost
Sl e -
) O) lias e e O3%) lies

iy dl) ) Jefighag | e gl ) S

2 (D (e r

Gyl o .

e i ) 2 il Aalay) Jau sia e bus ae) 2
Lﬁ\ (<l aall (e 5 (D alxall
=) 8) Jaus g

T Ty | Ce B) e TN VN ’ Js)( f:
b_jal <

a3 AN alai 5 (NLP) dompdall el dadlaa 3 Ly (o gaail) Jiias (3

Aalisall ) g1 sl e cilie ol Al elal 43 lae (4-3) Jsaal

TF-1DF (Term Frequency-Inverse 4=l s3-6.3
Document Frequency)

Db aal saa) &

e A sanal Apnills atien 3 3RS daaal bl

TF-IDF

aladiul-1.6.3

Leagd Ay Il z3laill (S ald )] ) e paaaill S5y

Atisall 85 jaaall 5 dagall ST def Uiy any @
gl e Aailal) S il e JI e

TF-IDF<\is%e-2.6.3
Term Frequency (TF) gllawad S5 ]

AAIS s 35l aiandll (B A gl 3 (S (s
iluall A ARSI S5 aae: TF(t,d)

Atuaal) & €l a2e Jleal:d

Inverse Document Frequency (IDF) auiwall ouSall 23 5l 2
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Azaal ST (5S35l LSl colativall aan 8 4K 3505 (s
SITF-IDF .3

oSl rieadll G e Jaals o4
TF-IDF Jas 4401-3.6.3

Q\J\)Sﬂ\ 43)3-&&40 ;u:.'\j )

Ailee J8 ALK KITF ol s o

REONE N | p] SP¥- FURIVENPY

. TF X IDF—_»=: TF-IDF «lus @

Cq\:ul\ b\.\l:u °
TF-IDF@se 5 &) 32ae-4.6.3
1<) Saal)

Gkl Jeusg larsy o

ol L) i 3 Jlad e

(Count Vectorizer)=l_))_Sill clus 3550 (o Juadl o
1 gand)

cilalsl) i i ey 3 33L Y e

(8l jall Jin) GlalSl) las agls Y @
MultiOutputClassifier 4xjs3-7.3
Cariail) il )l 5& Babaly e sCiKit-learn 4iSs & (meta-estimator) <aSe sa
. (multi-output classification)<ls Al 2eie Cipaill JSU e 4l
Sla Al dardia (lulaill JSLéa-1.7.3
Aalide U Al (oS5 ¢ b L 5l Ut () Caad i sae Sl () S, Ladie

(< JIOne-vs-Rest ) Alad) L2 Suy) o
Cion yiie 8 o oo 25
Clatiadll @A;LLL:E)ECA;,) il die o

48, 5k | MultiOutputClassifier ClassifierChain

MultiTask
Learning
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- . - . . MultiTask
4%, bl | MultiOutputClassifier ClassifierChain :

Learning
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Ly o S Ui ) yef-me) JM e il
’ (Al slaay) alaaty)
- Gl (ya i) Jucadl CulS 13 Yl

Bl 3ua =) O T
(<1ay) ddayi o Caloay)
a3t Sl Jagias S| ing

dglia Gl ) A ae MultiOutputClassifier due ) & 25 s (5-3) Jsaal)

MultiOutputClassifier 4}l s aladiul-2,7.3

Cargll &l il (pu iy 8 280 ollia ()3 Y Ladic o

Gabadl) g pee s Uy Sl 3y i Ladic o

RandomForest Jis 4uale Cayiat il ) ) )& aladinl dic o
MultiOutputClassifier s 9 <) j2as-3.7.3
<l jaaall

Gbaill 5 agdll Jous @

Lﬁd\.c aicaa Lﬁ\ & Jay @

Ll e ) Al e cBlaei Uiy Y o
L gund)

Cargl) il yaatall pu ClER) Jalaty @

358 adayl yie calaat¥) ) 5<i Ladie JiY) Ll o
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Problem Analysis and Al Jead) g ASdal) Jilasa] .4
Current Workflow

Sall sl Jaall o a8 Gexdl) Uide Cany o 5 piall 138 Lgady 3 G jill anas gl
ity ¥ Jlaill 138 MTN Syria 4858 (NOC) 4Sill cililae S jo 4 JUac Y1 3 laY
Salaal) o3gs Adasi el Aba) CalSll 5 AlSH cilaaill e a3y Jy el ghadll aaad e
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Ll € o 2l 91 oyl 238 lleall 3550
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ot oSl i sall ) 50 51 Ba 8 Sl ) apes A8 8 Jhe g idal) o)
S S ISl g~ (e ) aduca Lae A8 (5 58 eledinl &y o
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sola Aa gl Y ) e Jaat llin ()5S0 381Ul s (Ao 3 Sl Qe V) G
Jalaiyl o2 Jie CLES) (e ale gl Al g gy Ll Jlaaty o U (pme Slea
Sbal Gl (e Jhasll piaies il 4008 5 Aila o) ja) daa b anad Jlilly
Juac ) L 5y () (Jii cdild) and JS Y :(Silo Effect) galsmall ili
B Cua dgila slae "aal sa” Bl 1aa JSLEAN Bas ga g ALl A5 20 55 Y ey Adlaiall
oMl ) a AT G b Leie Slay 1 A8 A5 o) Jaall 3 8 oy Y
hlall sl b cddl lha) ) s Lae caglSLid
Load il Ao &y MBS axe™ 3 yae Cand I o cay ) Jaadl e Jilas
Bl (e Lgaiad 5 Al dill LeaidlSs ey g cAeaddd) 30 g Glaa e A4S 3Al 3 508 e aad
(il @l )58 AV ) yiul JualS Lilily (g

MTN Syria 48 ,d 4 Jds¥) aal-2.4

G385 Jac V) anl wass Sy S5 clgaland Calias o A0 e & gaal) DSadll JUac V) a2
Al JSal (et il

4 lal) Al B JUasi-1.2.4

Jhe Jae Y oda Jodis Radio Team sl il ksl and 5o Alall oda 3 paisall ol
Hardware sl sliall & Jlae o L) L3 Uad Wlle (505 ddanall o A0 (5 sl e
. fault

Sl Al B Y -2.2.4

Jdac V) o328 Jaiiis Transmission Team(TX) Jill avd sa llall 038 8 Gaidall anall
aaall u day 5l o Adaadl) (g g e Jlac

Bl b Jdei-3.2.4

8 LeS 25 s dagt Juae Y o3 i s (Power team A8lall aud s (aiiall audll
el ) V0 JSLie ol AL jeSU A3l ¢ Ul Jia ddasall

ple JSdy daaal) b Jasiag.2 .4

FVEN JUac Y1 o3 Jads s Maintenance team &luall pud ga Al oda < oisall anal)
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oe Adadl JdacY) o2 oS5 Fault Management a=8 sa Alall 238 3 (aidall andl)

oaitall andl) oo Jac Y aal ) Jgaall i gy

el Jali g 51 Jiad g 5
UMTS Cell Unavailable GSM Local Cell Unusable
NE Is Disconnected Licensed Fea.ture Er'1tering Keep-
Alive Period
'MOI’]ItOf‘Ing-DEVICf_‘ NodeB Audit No Response
FM Maintenance Link Failure
UMTS Cell MC-HSDPA Function Licensed Feature Unusable
Fault
ALD Maintenance Link Failure Task execution failure alarm
Statistical Alarm Configuration Data Inconsistency
NodeB Unavailable Solar Cabinet Door Open
High Temperature AC Battery Room Fault
Fan Faulty Battery Subrack First Cabinet High
Temperature
MA Baé;ebriyr/]i I;?;f'g;;‘:“ Solar Cabinet High Temperature
Switch AC2 Fault Cabinet High Temperature
Outdoor
Fan Stalled Burglar Alarm
AC Equipment Room Fault Sensor Failure
Solar System Mains Failure Generator On
Solar System Module Failure Solar System DC Low Voltage
Mains Input Out of Range Generator On (Outdoor)
Base Station DC Power Supply Solar System DC Low Voltage
Abnormal (Outdoor)
Mains Failure Power Module Abnormal
Power | RF Unit DC Input Power Failure System Mains Failure Outdoor

RF Unit External Power Supply
Insufficient

AC Surge Protector Fault

Battery Power Unavailable

Power Supply DC Output Out of
Range

Solar System Module Failure
(Outdoor)

Rectifier Subrack First Cabinet
High Temperature
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Battery Current Out of Range

Power Module and Monitoring
Module Communication Failure

Generator Fault

Solar System Mains Failure
(Outdoor)

GSM Cell out of Service

UMTS Cell Common Channel
Reconfiguration Failed

Cell Unavailable

RF Unit ALD Current Out of Range

Local Cell Unusable

Radio Signaling Link Disconnected

BBU CPRI Interface Error

UMTS Cell Max DL Power
Mismatch

RF Unit TX Channel Gain Out of

RF Unit Maintenance Link Failure

Radio Range
RF Unit CPRI Interface Error UMTS Cell Common Channel
Setup Failed
RF Unit RX Channel RTWP/RSSI RF Unit VSWR Threshold Crossed
Unbalanced
Cell RX Channel Interference Cell Outbut Power too Low
Noise Power Unbalanced P
RF Unit Overload Radio Link Failure
Adjacent Node? IP Address Ping SCTP Link Congestion
Failure
IP Clock Link Failure Time Synchronization Failure
ESL Link Fault LAPD Link Congestion
OML Fault M3UA link transmission quality
Faulty
CSL Fault Inter-System Fommunlcatlon
X Failure

External Clock Reference
Problem

SCTP Link Fault

User Plane Fault

Path Fault

eNodeB S1 Control Plane
Transmission Interruption

Ethernet Link Fault

Remote Maintenance Link
Failure

4180 A3 Qe aal (1-4) Jsaadl

Page |58



Ul 3 jlanall il 5 clllaial) Juda ol ) Jaal

e p——

Ve o S (o
0 e 0 0
ety e O e T

¥ (i
recfe o 3 v

=t o T kol
&8 Ar

Jac Y ae Jalall 4401 (1-4)JS)

Non-Functional Requirements 4ddgh & cibdliall -3 4

s Gl s ddda gl e cldlaiall ol callail) aledy "L o daaids o)) colillaiall cailS 1)
Aldail) o Cpanay (A1 (g a3 gl Jiad Lgs) BelS 5 53 gany il gl Gl 0 () camy Mas”
Aa s dae Ay b lle alaie V) (S 5 i s 48 310 s a8 3 jaa (il
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(Security) oY) -2.3.4

SLa1 Jnng Lan il sl libusm 5 A, Al Ay (31 A il e oL Jaloy
oasall E e Llaia

b 5 Al s sdle i€ pall LS (5585 1 (Rdal) el clalS Alaa
Sai sl i sl g 4 8l (Hashing) 40ad) s alaaial s gide 4534
=32 Laa ¢ g pall lalS 3e) B e Sy (3 4dld clilll 3ac 8 5 iR (e (el
(DY) 5 A8 pud) e Cpeddiieal bl
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e ol e JalailS e dsmtill alsi e i shao & e s Jyiil) olai o Jaball e sl
Legle Jiamilly okl ol 8 il e el 5 il 5 ol (LAY am
werkzeug.security sl g gl cilisa- 7.5.5
dage 5 i ¢ Flasklesle ainy ) Werkzeug 4iSe (e s i 87 cinagh
Gl ALy .

il aaa aadtiee Adls) e em :generate_password _hash o
Craan 1da - lilnl) sac |8 = ledads (8 4y Aaldl) g yall Z\.AS(Hashing)
Lolal (e 23 Laa gale (iS5 all el 1 a0 2o

OF e @iaill J A0 Jeaass Al dlae ie 2235 :check _password_hash o
sacld 8 Adh gdaall 5 jidiall dail) me (Gilati padiieall Lelanl Al 5 all A4S
W e eld ) dalad) o o0 ccaliball
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Aaddioal) Fuaa yu) clyil) Lualal) Joadl)

sqlalchemy 4% -8.5.5
BNl IS day ) A0S g Tam 4 8 SQL < 50l Ao sane 47 aladl Ciagl) o
Glbal) o) 8 ae Joliill Allad 5 45 5o dane 2 48yl i 53 Le3) Python. $(ORM)
Sl i ey s ) (e 35 e ddle (e pai€ SQL ledlaind A4S e Yo

Eosdall ALaj .

23315 SQLAIChemy. axiivy Gaki oY 4yadl ks & screate_engine o
13 MySQL. <lily sae s "Juall & jaa" cLiiYget db_engine 4la &
BelaS Uil sac ey cYlaiyl pa & sl

&b Al SQL ciledlaiad Lty lae leddind:hindparam stext o
(IDs) Clé yra ol aBhatiasl oLl Lagwladinl o4 crun_prediction 4l
O Gleaa (e Gubaill et 44 Hhall sda ULl sacld (e saaal) &l )Y
lellas) gy 3l i) (e 2Dl Juad (3950 e SQL (SQL Injection)
A

-

Leaflet.js-9.5.5

Faxdina) 531 eul s el ga uiad ¢ acadll da sike JavaScript &8s L eaflet.js

3eliSy ot s caladina¥) Al s iny pos 0350 A8 Ll i gl) o Aol Jail & el
A ganall il gl g 5 snaaSll 5 jead e JS e

8 sall 03a i yad Anala) cligal 5 8 Lgaladiin) liSay ) A0 310Y) 4 Leaflet.js 4siSa
Al a8l gall g Jac ) (8L ) peal Graddiinall e Jgo Lae ¢dgleldi 4oy A e LlaS

/ Leaflet.js < jma pai o
Aay s Lebnng Laa (b€ 42 (N ga) Tan s A4l aaar 05l 468 5 Aol
cu gl Andia elaf e ;e Y g Jaaaill
aday ja ol iy s daial 55 Aagy (AP) daneall Lgtigal 57 alasin¥) A seu
A5l (e land Ay Lale (Markers) ciledle 43l
(i L)y e g8 Al (Pluging) cldlay) e daal) ae iz Adlle 45y je
vie 3ol ddasi 8 4y laid) L) aesil (Marker Clustering): <ledlall auess
sl
Aea (3hlia s Slilal) 48lS ey (Heatmaps): 4!l L) ,all
Aday Al e JSET an g aoaditiall Flandls anll ) o
LB AL (625 e alidg aa Lgaladin) el 3aaata Lail A jilas acd
& Osaablun Gall () shaall (e adiia adin Led 5 JalSIL dpilae: Haiaal) 4 i
A ) aaadi g Ly glat
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i) Jadadi-1.6

A Jaladl g bl 3 ial-1.1.6
Al 5 el Jac) e Calall 5 ging Cun ¢« CSV e (g A 3ad )15 by Jaan o
A 3aae W) e s aty s £ ) 5V 5 bl ddline Jhe (all 340 I say A

(- s Root alarm) ,JxY¥) ¢ 5 - Root alarm e

(Major, Minor, Critical) 3, skl (5 sisa - Severity e

(25600 21807 Jie o8 1) ,I2Y) i e - Alarm ID o

OML Fault", "Monitoring Device Maintenance " Jis) JJ3Y) aul - Name
("Link Failure

(GBTS, BSC6900 GU, BTS3900) sl juaic ¢ 55 - NE Type o

(SWD072, DAMO05 Jic) gésall 34, - SiteCode o

DY) yaae - Alarm Source e

Jladll sl and - MO Name o

Aduadill &8 5all Sl glas - Location Information e

4] claslaa - Additional Information e

DY &g g - Oceurred On (NT) o

YA 3) <dy - Cleared On (NT) o

DIAYL ) 8V <85 - Acknowledged On (ST) e

JINYL i e - Acknowledged By e

Bumll ga3) Hll 3as 5 aul - RRU Name o

‘;_muv\ Loy il sas g ~! - BBU Name e

4y 5 yiKIY) 328l (o 20 - eNOdEB ID @

Jaudl Luliall W8 ) - |og Serial Number o

pxdiuall dsens - User Label o

Glaxadl Y bl 43 ) - Equipment Alarm Serial Number o

(NORMAL) 4luall s - Maintenance Status e

(ROOT/BSS, ROOT/BSS/BTS3900) 4:e sl 4.3l - Subnet o

describe( ) sinfo() shead() elsl ahasiuly i) Jidas s o siall ol i ym Lidd
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Fiie
Mooy Deice . :
Ve i HESC2 ThameDAC et D et o] S
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e lihaa¥) 1S3 3l 5

el Jeadll

Jagni ae dy s pall e sl Caday ol el i) iy Lilly La) 33 il adll dadlae Cadd

Severity

Alarm ID

Name

NE Type

SiteCode

Alarm Source

MO Name

Location Information
Additional Information
Occurred On (NT)
Cleared On (NT)
Acknowledged On (ST)
Acknowledged By

RRU Name

BBU Name

eNodeB ID

Log Serial Number
User Label

Equipment Alarm Serial Number

Maintenance Status
Subnet
dtype: intea

]
0
%]
]
2}
%]
2]
<]

(=}

<~ I I < I B o

Severity

Alarm ID

Name

NE Type

SiteCode

Alarm Source

MO Name

Location Information
Additional Information
Occurred On (NT)
Cleared On (NT)
Acknowledged On (ST)
Acknowledged By

RRU MName

BBU MName

eNodeB ID

Log Serial Number
User Label

Equipment Alarm Serial Number

Maintenance Status
Subnet
dtype: inte4

Ay Jlaall 500 sl datetime g s ) Gl sl saec

[~ I I I B T I~ I I I I R I I

52 g8l il dallae (2-6)JSE)

Lgagd s cililed) 4855.2 1.6

508 dec] Caipual Al 33 (al e il Sl Sl ey Jae Y Al o3
;i

LAl Jhall 300 Cluals Repair Duration e
Baecf 3aa) ai dilad DA (10 (2G/3G/4G) L 51l oy - Technology  »

J3& (w:Responsible, Human Intervention, Proposed Solution, priority
~ub DataBase <blall sac 8 Leal )il o3 4o JIA Cild s 3208 aa Jdac V1 dallas
.alarmstr
SSY) Qe Y1 Jidadl (Seaborn s Matplotlib <iboSa alasinl) dlul o gyl aladiul &5 LS
_Lyaﬁénan e*dﬂ‘} kg;;ﬁ;ﬁgﬂ\} C;Jyd‘} Edjﬂ\eruu> \3\)53
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Cedladl Jaadll
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Count of alarms by severity
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3 Cavs Jae W) 2e (3-6)Jsll
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MA Other

oaidall G dll cava JlacY) sae (5-6)JSll

AY) abadl i) 2e)-3,1.6

dha g aac] 330 (o a seaill grady Liad (zilaill L jucan]
(Name, NE Type, SiteCode, ...)
sl a\}ksj\_;l_bé(ﬁ Jhe JSEJald Caay o <l text auly 2 50 3 D gac A

e dad ) A e ) Al bl o sl TidfVectorizer 4l sa Leadinl o
Jhe (K Jiail(max_features=1000) 4uald1000 adl (edkiiul s
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;73 salll Gyl Laalaie ) s ) Baae W) s

Gaill o 33U gl ey i LY 23 sl Gy e caludly e saac Y 3 5
e Al ISV 3aas W1 Lgs s A0 Baae ) LAl 3 llAl &8 gl 8 cUadY (so %
 Aalaall 5 il dall)

'Name','NE Type','SiteCode’,'MO Name',' Alarm Source’,
'Severity', Location Information’,’Additional Information’
: Jadii Classification il A1S5al disgine s3] 5 Adagiuall saecY) laaa o
Technology La s sSill & 58
Responsible Jsswall
Human Intervention ¢ & Jaxil dalall s 6
Proposed Solution z sl =1l 6
Priority &:55%) o
LabelEncoder alaaiuls ali ) ) ddsgival saae V) & dpaill adll jue yiad o

df['text'] = df[['Name', 'NE Type', 'SiteCode',
...]1].fillna('-"') .agg(' '.join, axis=1l)

vectorizer = TfidfVectorizer (max features=500)

X = vectorizer.fit transform(df['text'])

) A5 4o Jaladll 3 35 ¢ Repair Duration g3kay) saa a5ee Ll
el 4pad )l ataplal | a5 (dladie(Regression)
A alal) 23l £ls-2.6
g alas A0 % &5 5 a5 20/80 Aty LA il il by () SULl) s

S )

Random Forest .
Logistic Regression
(z 3% IS 28 JS8)XGBoost

el Gl 3l 23kl 8 Calaal) axie Ciyialll acal MultiOutputClassifier Leasiul g
MY\ CJ}A.J\ lial ("’J c'é..\;ér_ e (KIF1 w\:\s.njau}lo‘;s Ly CJ}A.\JS?..HSZ\’(J
r Sl Jsaall s
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Random Forest | LogisticRegression XGBoost

Technology 0.9993 0.9984 0.998

Responsible 1.00 0.998 0.99
Human Intervention 1.00 0.99 1
Proposed Solution 1.00 0.998 1
priority 1.00 0.9987 1

Repair Duration 0.36 0.3406 0.38

Avg. 0.8932 0.89113 0.8947

Sl A ki A Jla (1-6) Jsaa)

i Gl Jsaall e

et L 1 sY1 Asadl) Calaatyl saiil) 8 Tas Ty i 5 1 3liae 2ol e el ppes
. TF-IDFalaial 5 (o saaill dallae 22y dali 5 cciiail) saim il ()
il abas & (F1 = 1.0) e 435 JSXGBoost sRandom Forest ¢l

2 a5 s < Repair Duration g3keY) 8aa ad i 3 (IS ol gaail)
bl ) )) siall

lanil A5 ) el sat Jie il alaily " Slay) e A8 (et (Kay

. SMOTEJie cilidll 45 ) 5o il aladin) Si(Regression)

(gl Camay 3,88 dn A ol se o aaiad Jlaedl 320 () i A0 ) alaie) a3
Adlpall 38 dlaiul de ju Jia

) z3saill () S0 XGBOOSt gasad JLsdl al ¢ shaill 4t g o il oY1 e ol
Aaal) Jae | bl aws) alea dpale 5 408 il 321 HLEAYT 138 252y g 5 il

CEPAEN]

Zodial) a5l 4 e XGBOOoSt 2izy: sUadl) (e alail) o 5 a8l g dudlad) 4841
2z ged JS 5 o bt J =Ml el o 50 Cus ¢(Gradient Boosting)
Leidat Caay Alle 48 ) (505 dungiall o3 aluw 3 73 gail) elUadl anal J glay
GAY ikl

AUaill 3 ) 50 JDlaiul 8 Yiad s Ly o (5 S0 XGBOOSE palaa; #1431 A8 puu g 35148
S Ba8aall 5 5 Sl ULl Cile sane e Jaladll Gllia alaay Laa ¢(3_SIA01 5 ellaall)
SISl Sl G i

zhsad il Linial Wl (g a2l ot dian (81 7 gadl) Japda (8 45 g sall

Gl il 3 ) o8 o5f V) o(Ada) calaal) e Caoa dS!) C)M XK Jasn XGBoost
las 8aa o G JSI Ganada g (38 JSG (Hyperparameters) clalzal) aua
8 IS A8 0a 538 e 2 3
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< 5ol e XGBOOSst s siss 1 (Overfitting)asasil) b dadlall 4, jhd daglia o
O W al sagas clily o asentl) e 23 5l 3,08 ey Laa (Regularization)

(Feature < jsal) draai =) yaiul 4lSa) 73 sall 8o qilill) paadl o 3080
iyglgly Jaall & o8 st 81,80 Y Jal sall agd e aeliy Las (Importance)
Al clleal) Gauadl (g pn el g8

Al Jlanl) a8 il 73 gad oy 528-3.6

38 73 sad el a3 Cua o(Next Fault Prediction) JGH Jasl) sl -3 gad cy j3i o3
e dulidll e Nladie) Ul Jlaall ¢ 53 28 siRandomForestClassifier alaaicl s
AR Al g 3 sall a8 o ¢ ludd IS8 JUae W) Jaa i o a8 gall il & JUae DU
saa daiill 038 a0, 70 dasdy (Accuracy) 42 e Uleas sclassification_report
 asall 23 5ill Qverfitting Jseas st Cidess i e JacY g 353 Y Tk

sequence_df = pd.DataFrame (sequence data,
columns=|['CurrentFault', 'NextFault'])

model.fit (X train, y train)

rore Jhe any Jadiaddl Ul Jlaall a8 65 8 23 gaill axdin

[ predict_next fault('""Power Failure') — "'Battery Door Open"'

liall GJJA.\S‘ Jisl-4.6

Baiae iy ae Jalaill e 5 a8l 5 g jall 5 A8 (s pany 43 o LA 23 XGBOOSE 73 54
YLtV Sl Ay A Jslall adsis JaeY) gl 5l Caiail s caulia a5 calag¥) soastia g

.Random Forest ksl a3 Jull Jlaall 2855 8

Gaaail) i)l sl Jlaall Seag API Jae o5 L 4l joblib iy il Jais
target columns <aagll saac ) a8 535 clilia¥l (1S £ 3 sail allan) 2 (LY aie

gl JLid)-1.4.6
Boalad) < g5 zaladl) Juaad |

02 ujﬂ\&fdhw}ujw\é‘;ﬂ\w)jﬂ\U_:LUSAS\&Mé&@\dﬂ\@
[sp b Sl
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Zisai 2 s Cus (XGBO0O0St z3li 4 seaa:xgboost_models_per_column.pkl e
(st el Jab) e s uaal) wndll e Len il o sllae dals JSI anads
21 A JUae U dsia ) a seaill a sailitfidfvectorizer.pkl (Vectorizer) e
Lagd zalall (S (Dlgaia)
o Al S i) Aea Sl(Encoders) <5l 4e sexatlabel_encoders.pkl e
EHigh S 2 (801 dsad Olie) Aa saba (ageai ) 5 AT 85 3l Leais
(st s
A Jlaally suilly alall 3 0l inext_fault_predictor_model.pkl o
Al
Jhadl Ja (e ad 5l Ganadall maall 23 saillzresolution_time_predictor.pkl e
. Regression_lasil #3 gai (338l
W juaal g JLdAY) clily Jsaad 2
lede kel Hlial oSy Agdda clily e J sasll glarmstr.csv <ile 2SI s o
A de 8 a gl e ey byl Calay
A il 4y gie dde M 3
lsds (8 Jhas Y ¢ra Tadna faze &I liay il S e sl Jads e Y
iV Al 0 Sl 5 jlaall il ge(sample(n=1))
Alalial) puil) Lles 14T 4
(YL SN oy ¢ Al 8 Jlae JSI
&) 4l ssilloaded_vectorizer axiiugs Jhell dca )l (aill 2l cOBAA juaad ]
Badrial) (ailadlly il 2
(Technology, Responsible, Priority,..) 48wl ailadll Je ju o
Liagdy 5l uald IS8 uliall XGBOOSE g2 ged addien o
sl y e ) Al )l Al e 51l loaded_encoders a3t o
Predicted Priority: High Jts
Al saall £8 61l resolution_time_model 73 st aadivn: Jlaal) Ja cpa s 5aiill 3
LGBAL Jhaall s L8 jai

Sl dhall and 32l 3l predict_next_fault s e ding: A Shally 530 4
A8 gall dh 845 gaa Jaiadl) JUll Jlaall 28 slinext fault_ model 73 sl aadiud g
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il pa e 5

(S Lyl SN 8 el 55 aliie JS0 L) i gi i o 5l e 35S0 gy el
Al ga gan o Jlall (il Adlina) z3laill e Usiial

Predicting on 1 random alarms:

--- Alarm: Local Cell Unusable (BTS39€0) ---
Predicted Technology: 2G
Predicted Responsible: Radio
Predicted Human Intervention: Yes
Predicted Proposed Solution: Reboot affected unit and update software.
Predicted Priority: high
Predicted Resolution Time: 99.93 minutes
Predicted Next Fault: Local Cell Unusable

e liba) s\SH il jlial (6-6)JSAll

Proportional 4 i« ae dslite i )1 11 68-5.6
Alarm Generator

Gospall Ga OIS @ glall Sl Jlael Jidadis agh Ao 35008 4,83 Lokl gkt (3l 8
oaibadll (i o Llial) s oz dlaill (a8 aladin DU ALE 4 s clily g
) 5y a 585 Python dals 4w s slal Ly ghaty Liad ¢ a ) 138 4l 5 dgial) cilibull dliasy)
O sl 5 Al gl lana Caagy ey Ul bl 8 Gedl gl Call ) 3atine dailaias <l l)
zalall Al bl b
<A gl dalad) 3 S4Y -1.5.6
Jalai s CSV ale (e Agiiall Ay Hl) i) 360 48y o g8y il I S5 o ge e 3 lae B13Y)
Jie Aaliaal) dilany) Ll

(Severity)s_shall b gia ;55 W

(Alarm Name)< )Y elawd a5 o

(NE Type)iaill jualic ¢l ayisi o

(Root Alarm)a sl <l Iyl 4w

G G o G 55 Al I (00 i e 2l ol o3 pladil o
1l 8y Lo o A (S5 g ¢ Jlany)
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31O A ) il g<all=2.5.6

Jalas¥) Jalad g cililad) Jaand 1
RO e G [ | P G YA g T ENPA TR
eyl e qjé...al\&;.mmﬁiﬂ\eﬁg °
DS i 21 Al 5 (Severity, Name, NE Type) Gl saac Y1) Jiad o3y @
.collections.Counter 48« aladinly
w=ala JS4 "Root alarm™ g 5 e ClIAY) A lua oy o
SN e dde g8 2

(100 5 10 Jie) b 55 Cogllaall il 1Y) 22e yaati oy
A ) el e ol b)) shad (5 sie JS1 Ay slhaall il IY) e Clua o5y o
Aleaall Al (e (Sl gde JS5 (5 sluall Gl (e dgiis D I) JLaA) S5y
(A 4 5) Vs sand I JS3 a3l el shall Cuaat oy
(el Adl) Glaslee M5 aly o
DAY A SY) ¢ sedall el ka6
(Site Info)gdsall (e Claslea o
il Bia33
LiaY Lgiallas 5l Alarms auls Jsas 8 bl sacld 8 5ol sal) <l Iy dais 23
Y eland 535 shall a5 68 Jie dyaall Gl IAY) ge Clilas) (e ol o

aY alaill ae <l H)AY1 2l g3 51l Jay )} Flask alasiuls APy shai

SN 165 803 Wi 3 -3.5.6
s il o adiad Ji o JalSIL 4000 sde il a6 e 31aY) adiad Y: dadi gl
8 3 sall LI Sl 55 ) shadll il sine Gt (e e 31aY) Ladlalr a5 il aSadl)
&8
ostladll G Y aae 5 ikl e g Aall anan pSal) Sy g pall

Al ala oS3l ULl 32 e i) 310V ol Juladll y sl Al gg o
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"alarms": [

{

“Alarm Source": "MBTS_Dummar1@thisland_DAM137",

"MO Name": “"MBTS_Dummar1@thisland_DAM137",

"Location Information™: abinet No.=0, Subrack No.=8, Slot No.=19, Port No.=0, Board Type=UPEU, User Label=NULL",
"Additional Information": "RAT_INFO=GUL, AFFECTED_RAT=GUL, DID=1137, eNodeBId=461137",
"Occurred On (NT)": "@8\/01\/2025 12:59",

"Cleared On (NT)": "@8\/01\/2025 13:29",

"Acknowledged On (ST)": "@8\/01\/2025 13:30",

"Acknowledged By": "< System operator >",

“RRU Name": "-",

"BBU Name": "MBTS_Dummar10thisland_DAM137",

"eNodeB ID": "401137",

"Log Serial Number": "791612863",

"User Label™: "-",

“Equipment Alarm Serial Number": "98060",

"Maintenance Status": "NORMAL",

“Subnet": "ROOT\/BSS\/BTS3900"

: "Root alarm",
"Severity": “Minor",
26263",
Clock Link Failure",
TS5900",
: "DMR678",
"Alarm Source": "MBTS_KudsayaAhdath2_DMR678",
"MO Name": i Ahdath2_DMR678",
"Location Informati k No.=@, Server IP Address=10.136.17.28
"Additional Information": "RAT_INFO=GUL, AFFECTED_RAT=GUL, DID=NULL, Cumulative Duration(s)=90, eNodeBId=402678",
"Occurred On (NT)": "@7\/30\/2025 15:46",
“Cleared On (NT)": 7\/30\/2025 16:05",
"Acknowledged On (ST)": "07\/30\/2025 16:06",
“Acknowledged By": "< System operator >",
“RRU Name™: "-",
"BBU Name": "MBTS_KudsayaAhdath2_DMR678",

52l gall il Y (7-6)JSal

Juae¥) A g aa clibaY) slSY) Loy )-6.6

o Laamy ge(zAall laal) e Lgie Whaat 3 28 jlall iy Lgiadles &5 JUac Y1 2l 5 am
cu ) dge Al slexin) A glarms_ai Jsas (A Ul saclE ) Lgiilia)

--- Predicting for Alarm: NE Is Disconnected (ID: 778) ---
Predicted Technology: UNKNOWN
Found value from alarmstr for Responsible: FM
Predicted Responsible: FM
Found value from alarmstr for HumanIntervention: Yes
Predicted HumanIntervention: Yes
Found value from alarmstr for ProposedSolution: Check configuration and reset unit
Predicted ProposedSolution: Check configuration and reset unit
Found value from alarmstr for Priority: high
Predicted Priority: high
Predicted Resolution Time: 49.65 minutes
Predicted Next Fault: SCTP Link Fault

--- Saving new predictions and creating tickets ---
Successfully created database engine.
successfully saved 16 new predictions to 'alarms ai'.

D.J...\.JAJ‘ dUar.;‘Q\ C\JJ)} ‘\A“M (8-6)‘.}5‘»&\

Page |86



=1l

o
ELENER
i) sae

Al Engine ellaal) oA & jan Jae 441 (9-6)J

Page |87



bl Juadll
gJJJ:\S.N\ éjﬁ-“ ﬁmﬂ
JAJJJJ;\J\ L’éﬁhﬁj



250 Gk g g SV a8 gall apana bl Juadll

NOCASA Juaei 313 allal clily 328 aranai-1.7
50y JalSia (S5 pUail b)) gaddl oS3 mtn_noc_system  <ilibull sacld a3
. NOCA cillee 38 yo 8 VLAtV S Jlac| 480 ja

il g Jlad JS Dlpall (38 4oa 55 ol Y] Jalast dplee Q] ) asanaidll Cang,
llasll 30 S 2d 5 5 Downtime deaad) g el (e ) Juli L aaloy e dliioa) Jac YU

eJhanll Bla 3 90 (3 2ana 93 Leia JST eddayl yie Aty J glan Aai (e UL B2 B () 4S5

Table Schemadgiaall (Auadill J<ed)-1.1.7
alarms il <l )i Jgaa .1

Jia A28l (e 3 yilae B3 ) 1) Ol HIAY) e & 33 5 daliin G dglagd) ddads s Jsaall 138
(S Jae Y1 a5 2Uas e ) 5V L) a0 BTS, NodeB, eNodeB

Jsdall aai

Critical, L3 3 sha:severity < )XY awiname «x % <5 =a: alarm_id
gaall <l g5 5 occurred_on s <@ sl e site_code <Major, Minor

Laay Jalall g dallaall padiios 30 2d )5 alal) llall g0 el Jany: 0,99 o
alarmstr 48 sall 5208 J 92,2

dulall Gle) aY) e s sias Knowledge Base 4l 4: jae 8206 Jsaall s Jasy
Zasaill G )xi Aglee 8 ac L] Wae 4d 5 jrall ol IAY) (e g 5 JS) Aa jiaall Jslall

:d}'hi\ehi .

. FM, TX, Radiod sl (3 23lIResponsible ¢3! asl name
A8 YIPriority s« il daliProposedSolution

ol el e liha¥) oS sac sl JUsill Tins e Sl Jig 0,90
alarms_ai dallaall i3y Jgaa .3

L@.\;l\.:uda_ac._m\_ul\ G2 )AT 4 ol _L;cUlam\J\ <) LB..M“:‘S‘(‘LLSJ‘ Q;J};,d\ Jsaall sa 1aa
_‘;c\_ﬂa.\aw £\SAl) G'J}A.'a Cra

gl sl

«G, 3G, 4G2 4.l La o1 55 Technology ¢ bl 1YL Lasi s alarm_id
«z &l Jall ProposedSolution <z sl Js sl 3 IResponsible
sl Jull Jlaall NextFault s <z Shadl #8 sidl < ol RepairDuration

Page |89



250 Gk g g SV a8 gall apana bl Juadll

Jas iy LY 8 3ala ¢alaiud ALE 483 by ) alall Y1 Jisats 099
oainall (G 8l Lggan 53
sites adlsall Jga .4
ASl 9o pes Jsa A0 208 5 480 jra Glaslae o Jsaall 138 (5 5iay
1dgiadl sl
technology «duadl city «adsall ausl site_name «ads<ll 3« site_id
<lilay Jongitude/latitude s ¢l 5l Sl

Jlaall e 333 3 el Laa ¢ 8 jaall 2 sl e sleas IBY) il o) 37 0,90
Alluall (3 8 4 ¢ 9 A8

tickets Juas ¥ ciliay Jgaa.5

ailias) ddaal e Jhaall s 5 50 @iy 53 Ticketing System SIa aUss Jgaal) 13a Jiay
ADE) s

Open, In 48Uadl Alls status «glleall IBYL sty alarm_ai_id «dddadl 58 5 id
Jssall cala sall assigned to user id s <Progress, Closed
Alasal) Jae ¥ aen Ja o s Ailpall Cililee daslia g apdaiiz 6593 o

USers (addiual) Jgia .6

o A8 yall S pe (8 Galadie )5S ol g callaill eadiie Ciladlia s clilua 3 Y aadi)

Ol (pid

: admin, operator, LsJlrole ¢35l aul username  ¢padiuall (o yzaid

~dlldepartment s <technician

Jae Y cldlay day ) 5 cardine JS ClaSla ypaa g ol ) Jsa )l addaiiz 699 o
Ol sl el

predicted_alarmsdsd gial < )3iy) Jga .7

<ua ¢ Predictive Maintenancedsliiuwall 5.l - 3lad il (33 Gasade Joaall 1a
Aeisan Jd JUae Y1 a8 g5 a ) Balasl) Jilaty oLl o g8,

D dsiall aal

40 Predicted_Responsible <8 sidll Jlaall Predicted_Next_Fault
I # sl <d gl Predicted_Resolution_Time s ¢z il J 5 sl

Page |90



253V Gk s s SV ad gl arana ) Jaadl

Asaliall Juac ) Jalés g A8Lany) Bloall 38a%7 599 o
il 3B o dadiaall alail) Jas 4401-2.1.7
Oe sl ilae U AUl (e glarms Jsas 8 s I3 2150l &3 Y Judtad ]
LIy Al g

Jssmsall G 8l 5 L ol 3S31 aa g cpandl YY) dallaay alail) o gy ASAN) dpdaall 2
&) el Jad) Capay o5 ¢ e lilaa¥) olSA) 23las e 2l & siaal) Jall
.alarms_ai

gl 1YL L jatickets dsas (8 WEE daa o oLl 24y Jhae 4BUay oL 3
(2 Jax dalay Jhall S Jls 4

i Ll Cuaniy o g8y 531 cusers Jsas (s o () Al slin L dagliag M) 4
AL o o

JaS3 aa ¢ Jae Y1 5 510Y Yiad Lillai ae 35 45 pa 5 Ay 58 Ak ULl 522l )8 5 cananadll 13g
D)ol A dlae & g 1Y) Cpaa] ‘?_:;Ula.\a‘ﬁ\ S jiaa

detaall e cliMall g ER bakie-3.1.7

lela in la ) seda ddaad (e JUae V) atl ddliaall pUaill o) jal dagl 535 (oS Jahdall i g

. % id 2 int NN
alarm_id & int NN D& int NN
= < alarm_ai_id & int NN
root_alarm T alarm_id & int NN
> status enum(Open, In Progress,Resolved,Closed) NN
severity £ Severity
assigned_to_user_id &
name 500 Name
508 created_at timestamp
ne_type - SiteCode &
. updated_at me
site_code & r (500 OccurredOn
resolved_at imestar
alarm_source tex Technology ~ varch —i
resolution_notes
mo_name tex Responsible har (50
additional_info tex it
L ProposedSolution o int NN
curred_on stet ime N
X Priority 25¢ — ) NN
cleared_on tetim o Toat
RepairDuration password ) NN
acknowledged_on NextFault 108
e full_name 0) NN
acknowledged_by Createdat ne NN i .
email e
s LastUpdated datetime NN .
phone 2
bbu_name
role
enodeb_id sites
department
log_serial_number id 2 int NN
is_active
user_label site_id ) NN
created_at
equipment_alarm_serial site_name (100) .
updated_at mes tam
maintenance._status ity
last_login sta
subnet technology
login_count
endor
ido inf (D
A status
Responsible altitude

Humanlntervention
Proposedsolution

Priority

ERD Labax (1-7)Jsa)

Page |91



250 Gk g g SV a8 gall apana bl Juadll

DAl BNl
alarms g sites < 1Y) g adl gall ||
One-to-Many.axxie ) aslg; A8al)

OSUy ¢ alarmsel XY e paall dle jaay ol (S sites @dse JS: AN o
site_code dis JYa e oy )l & Jasd aa 5 a8 gl aty ) JS

alarms_ai  alarms dallaallg aldl) < lasy) 2
One-t0-0ne.as) sl aal 5 A8al)

Jsaid SAl) aUail) ddad gy adallea g aldas o3 glarms ol ) JS; zopdd) o
e bl S alarmsai, dadlead) Gl IAY) Jgaa 8 sl aal g e )
alarm_id.

tickets s alarms_ai Juae¥) cliday g Aadlaall i )1 4
One-to-Many.2xxie ) aalgr A8ad)

saal g ticket Jhe A8Uay L&) ) sasalarms_ai 8wl 1) JS: goddl o
Aaill JBY) e

tickets s users Jdas¥) cldlay g ¢ gardicuall 5
One-to-Many.2xxie ) aalgr 48al)

Jae Y1 iy e el 3] insd O (R ige sl (88 p2ine JS: 80
e S (A sl g aadiiee ) aiad 48Uay JS L ctickets

aldas 1) WA Jlaall aiay Ala e (e Fh bkl (3335 Ganad ALalSia Ay Lladall 138 Jiay
dall s Lhalie s Laalin) &5 dlee dage ) alisad 5 SY)

Gusll ad ga asanai-) 7

Backend a\adi-1.2.7

ey yad a3 ) ol sl 5 O gl aal Ml e gy s flask alaaiuls backend JI sk
Caddiall 3000 alsS o

(;LJA\SS\(:SA.\H&jM@M&]}&)&%MDJ\A)e&J&&}M\ \..\A.AA:\,..J
Bl 3y g0 arad Jgdall i 0 yae aUaill Gglaty agillus 313 5 (peadiuall s Sla
Aol (il gl g Y1 e 585l ae cadadl ) oLy (e ALK addill

Page |92



250 Gk g g SV a8 gall apana bl Juadll

Cludad 30} g Jsaal) Jaasd |1
: (/login)dsaal) Jaad
ol e Canall i) sac iy JuaiVUh sl o g caflily aadtd) Ju g Ladie
_(.qs;m,d\

Ala aladiily e yald 5y Jy qgale pailS Hypall AalS RS LY o
Ao padind (J Al Jeaas die \gSlis) xiegenerate_password_hash
@ Ol jpadally dliadl) ) el dalS 45 jladdcheck _password_hash
Ulle Ul 5 g Laa bl 3208

air o] s slis active Jadd Cluall o asliy g el e e Baaill 22y o
alae 334y s Jsan Joawd s Al i) 3aclE 8 andiieall Javs Cagaa

Lulad) 8id, username, role Jie dawlud) aadiual) il slas 3383 23
e aadiual) e a0l e s ety Al 44kl e 4udali(Session).
Al ity paiiosal) o sy (i Aadln Jlat s cAiliadl il

ey cladall 513 2
:@admin_required Usilosssl

G Aaala A a5l g g sl b Y il e aal gaa) 8 028
REBEUR S{RYE P FEPL PRECH JUP AT

ay ddag ye A of i U8 SEadu@admin_required asé Bl 18 3
admin. 4ata 4l Jull axsiudl o geadd_user) slusers Jis)

adiiall a5 sole )5 Adeall Gl cduaSlall o3 aadiuall g2l (S W 13 o
Gl aeadinall ey Las ¢ 23a5 Al ) ae (dashboard) oSaill da 51 )
Abeall Gladall ) Jsa gl e

COpaddiial) o cllal) 3
amnaie dgaly e (ADMIN) Jsgmall I8 (e Oporadly bl Clilonl) e 15
(lusers):(masdiaall o e
@admin_required. L35S deas dadiall sl

Ald 4 le (s (b ageaye 5 DUkl 3ac (e (peddiiall mes il a8
J.M)i‘éﬂju} ‘@})ﬂy\ .J.U,J\ cJJﬂ\ 4&&\@*&‘)}\&&@&4&}&

Jead

Al bl aaen e ALLS Aale 315 J g puall peiad 8 30all 534

Page |93



250 Gk g g SV a8 gall apana bl Juadll

: (Jusers/add)yss ardica dila)
peddiall saaa s oLESY Al gl oda a2did
DSl il Jadlly 2 sm ge e adiiiaad) and O e @i 24

Jégenerate_password_hash alasiuly Wl saaall 5o pall A jadi o4y
Y Glasal i) 3aclE 8 gy jas

: (lusers/edit/<int:id>)sa 94 addiewa Jyiai
OpAY) Gpeadiall Gl slea doaaty Jgsmnall Aaa gl 038 mansi
(is_active).desll s ol ¢ all ¢ g SN 2l can¥) i aSay
ULl Bac B 8 Lefhaat g by bl b Bada H pe 4l JR0) 513 6
(/users/delete/<int:id>):pdddwa cids
lbloal) Gaia e 5,0l Jgsall digk gl o2 jigi

G Lae (el Al adlis (838 (e J g% m]\eﬁ@\_@) Ol 830 el o

Y il 4

Dol el 48 o cleas siaWerkzeug.security alasiul: jgoall clals pdds
ULl 3ac 8 () Aa) Alls 8 s

Glana ey Sl sdie (5 UL cLiY0s. Uurandom(24) plasiu; Sladad) 318 o
Llalally e U

Y omalad) Cpendiudl Gi@admin_required s sSe Gasar cladlall Juad
A ¢ sl (e JIE) L cdboad) Caill gl ) J ga sl agiSay

lalatl) g clibal) aBS 5
Gy o2 5 pand Slals Llas Jiay s ecmmnd cpadiinall 513 e g 5 o0l 8 joaidy Y
Cle slra Jie) alad) ULl Jysad a5 pdiall e e Jadl 138 (e Cargll Aaliie 46y ylay AW
A das) e Jgdil) (358 sac el ¢ Jalaill AL 5 5aie e glaa ) (< Ia5Y1 5 2l gl
Gl 3aeld sl jaaa L]
: MySQLbLy 320 8 Jglas sac (e Sl & 5 el ApnluY) il

Ao }i 5y Jia c(QYLaE\ C)J) cﬁﬁdsur_ C'.}Lo)jmsk: 9533;,3 sites Jsa .

Laadd g ) ol Ay clibe ¢ A Ass SV s Jaall 12 ralarms_ai dsa> e

Page |94



250 Gk g g SV a8 gall apana bl Juadll

e @B sar Y Ly :SiteCode o
(S lall g Uasil Jia) I & ¢ caarName o
DY) GasJe 2asy :OccurredOn o
(e sie e dia s i) LIBY) Lueal 235y :Priority o
Al Ja Al i ity Las oOpma 1AL 4100 5 SN S Ly, stickets Jgss e
GUlbal) lal (API) Jsasd) a2

daa cileals DA (el i aly Jy ¢ HTML G aiia 6 pilie S (i yad Y il
43Y die el 12 Aladia (AP]) il

bl (s JavaScript il daeleY) dgal sl (Ko pa ) oo (ghial Juady
AL Al Jpan sle] (50 Saabina S

L) Lalis i alodil 5 AT Laod ol 5 s Gadall (S 5 AY) cliglall) aony
bl calad

rbilall Gl ) J sy Uilads iy

il slan lay g aSail) da gl Auulud) Ll o 21 o3 2230 1/api/data
e y) S sae g el Y 5 bl sall

Sina 2 Dlains) 2% o g8 JSUE) K1 Ly (2 je] Uanad 22354 1/api/tickets o
ALls Ay s Les o g smsall aaiiuaall g I3 il A5 5,835 Jay SY(JOIN)
Sl Al

oyl Juladl) 3

A e Lgeaiy 5 Lgmany Al bl ¢ (Backend) sl caulall e 35S 0680 of s b
relial Ul a2 alasiind (e (JUall dass te Dl (bl A AP

D3.js sl Chart.js Jis JavaScript <bia alasiu) (e (/charts): 4sly aguy o
}i 4¢§}A Jd4 C'.}\J\JJY\ dae )i 63\.1}5;‘).[\ [EETVEN C'.}\J\.A.IY\ e @4}: :\_u\.u ) C«L.u\)[
58 Ja i g Jaws sie

Euanilfapi/data o bl alasiuladmin.html daial (Sap; Adolis saida gl
ASu) e A Ay paiisl ey Lew o ladll 8 50 3 lolanlly J ghas)

Page |95



250 Gk g g SV a8 gall apana bl Juadll

frontend <lgal gl avaai-2.2.7
(Login Page)dsui ) dadall 1

da g N A Jaall Dl e o sSil Aaanan A 5 calaill 36V andivad) dgal s dsdiall o4 2a
ele iy il g avanal a4l Gy o)) LA (e de gana o dadiall aaied oSl

<D

Network Alarm System

MTN Syria - NOC Porta
Username

admin

Password

oooooooo

Jsaall Jianst dgal s (2-7)J82

(HTML) s siaall s S
el ey | gt i A pal) ealiall 2an) Cua ddadiall L) Al HTML 258 JS
Network Alarm Systemeasicall miiaie A oUaill ol jedad (<title>): Olsiad) o

il oy pII MTIN Ul Jie Sl s dus 5 (e jecais Cy il palic o
Al 5all 4 g
o) Oafis Glo (g sian i) Glily pead padig (<form>): gisadl
el aul aeal (<input type=""text"">): asdiuall aud

Ol JS 5 el 4K aead (<input type=""password'*>): TP dals
(G i)

Page |96



250 Gk g g SV a8 gall apana bl Juadll

Jie Ao Jilasy a1 Jinja2 ({% ... %0}) 58 pasind: el Jibu )
() ek rlas) Jsaall Joaast Allay padiiaall aniil aalal) oaflash messages

(CSS)asacilly sglaall o
(MR (e Gabat g caadiadl & at g Jleadl Qs CSS 2 S Jiny

Jie cAdiad) paliall Jalail wasilstyle.css —ile sledinl ab: (amaiall ball)
_J\JJ"Y\ (Bl ¢ “"_ﬂéw\j ‘L)sz\j co\)r‘)_”
iyl Jie) 481 sl @l o) yauYFont Awesome o aadiul Al bghdll
pealinll Al 5 5 &y oy sl Canad ((ppal
(JavaScript)dsladl g Jolil) o
358 aladiul Al axdiuall Ay a3 ) lae dadiall I ddelall JavaScript 258 <oy
) Baal 55 e (383l uadlavaScript

35SI i ¢ g pall AlS Jan e el gl e il dier g sall dalS gAY/ el
Al 455y addiiiall s Laa ¢ uSall stext (Jlpassword ¢ Jisll g o sty
8 #ad¥) e JIy g 2l LS (e Guead Jelal o Ll 1 LliS e U 5 5l
soall ALlS Jaa)

Flaskdiz ga Bl ¥ o
(A (e Flask dee sl ge (Brenll JalSill dadiall el

LN i) e Jie ¢ Sealind (5 sina oLaY 223t 1 Jinja2edisd o
(get_flashed_messages).asall e i 5 (e Si(url_for('static, ...))

Gkl =3 gaill s g0 (<form method=""POST" action=""/"">): 4!l .
Lialleas Flask ilogin ala a s us aaall (/) Jdall laall L)) 212040

(Base Template)sbad) il 2

o ) S5 e Yy plail) Cladia prend sbua) Y chase htm sasell ccalall 138 <
a3 Bl 55y Lgiy paty Callal 138 ey dadia JS (LA ¢ olad) Jay il ¢l Hl1) JSagdl
Don't dadi ;< Y fase il 138 €2y 5 AY) Ciladiall ppen 8 Lgaladinl 3ale)

Adluall 408 5 3. ST o 5SI) Jaay Lae <Repeat Yourself - DRY

(HTML)&sid g Aadiall JSp o3
Aatal Al o) 32l QllEl) Gayad

_JJ\}AHLAJ&\LQ\JJ‘} 62;3.;43\

At ) Jil) A8 Jiag (<aside>): qaitall byl o

Page |97



250 Gk g g SV a8 gall apana bl Juadll

« (Dashboard)aSaill da 5l Jie ddliaall slaill ladial ol ) Je sy o
. (Tickets)dstadl <1355 ¢« (Charts)asbadl a sw Al

sl b d JSaGenerate Alarms) sUsers Jis) ddlal Jal 55 jedai o
e Joasl (B asaill o (1Say 128 (seSSiON.role). pasivall )5 e
a1 dgal 51 (s s

padiunall Gl slaa 5 ¢ Jall dadiall ol sie e s 5iny 1 (<headers) s Al gul N o
3 _wroall GLELEN & i) day 81 Bl 1) 55 (sl s Sl anl) ad gia Jasdll

G sine JA) i dua dadiall e Saabiall ¢ 5all a1 (<mMain>) il g i) .

8l g aadall (3 sis Cilaslae e ssiag (<footer>)d:dl

® NOC Dashboard admin

@ Dashboard Active Alarms . Number of Tickets - Resolved Alarms (Today)
@ Charts & Analytics

793 8 0
| Tickets g . wate
it
4 it Filters

Apply Filters
A All Departments
Latest Active Alarms View ANl
OE ALARM NAME T H PON £ NTERVENT N F T
DAMOOS " M ; 2 o~ ©

sl ) (3-7)dsal

: (CSS & Tailwind CSS)asawaill cilyifi o

CSS 2ol LS (e Yoy . 138 itailwindcss plasisd 5o rTailwind CSS
358 (A8 pihe 3nl B 5 8 Jala CSS llid ilzy Tailwingd posing duaads
Lilay sy ohaill dlee ¢ ot MHTML (W-64, bg-white, shadow-xI, flex).
Gkl el e (8 Bulite s i apanad el e

mtn-blue, mtn- Jic) darasall Llall an oy i 2l deaadall bl
el Aadlally Aalall ol sV aladind Gaay 3a<style>, aws o8 5 dbayellow)
A g @ sl elasl men SAMTN

s rac e el Google Fonts aelnter b alasiul 23 g Al hghdll
EENP

Page |98



250 Gk g g SV a8 gall apana bl Juadll

(JavaScript & Jinja2)dsSsaliall g Jelidll o
s ol ol Laasie Waladin) lldl) elad
s Jinja2<l @ .
Al s Sl Joaetll LS Glalia iy il 231 1 ({% block %6})J) o
=il W) sisa{% block content %} S o)) due gl dadiall (S

) CQlall 138 D31 5 due i) Ciladiall e 1 (INheritance)diLgh o
Banaal) JiU ) (5 gina ddla) o Gslady

53 i) Audal) by (i sl a0 1 ({{ session.role J})eissall o

:JavaScript .

caside a5 o aSaill JavaScript 258 aadiug: (adladl Iyl JlglilfpUd)
Lae (A sanall il sgd) i) 5 ppiaall clslil) 3 oidll o all SUE dleay Las
. (responsive )i siaia adiiue 45 a3 ji g

apiill Jilu y el (#toast-container) & sls Il jea ; Toastelgadl o
Z s ot o3 e &) jla] el andiin) Laa (A e 5 4alda 43y shay(t0ASES)
"l

(NOC Dashboard)asaill 4a ot .3
sl dm 5 ALals Ay 2085 Cum caUail) b cpradioall Lpuesi 5l dgal sl) Lo oSail) G ) 2o

alal ) ey gt Gaand Ale L5 dgal S Jand o LS (5 sine (ia jed Y dadiall s2a 4S04
Aalaic 48y oy e je 5 22D e UL

(Jinja2 & Assets) ) sall cpaai g 451 ) gll o
{% extends Aadailly lag Cus ¢ Jinja2se ol il &5 g 3 jae dndiall s2a aadins
2= 5 (base.html) L;»ﬂ\-»-“\j\ Qllall avanaty JSoa JS & i3 L&l = 132 "base.html™ %}.
sl JiST) Cay yed

"NOC Dashboard".zuad 4asall o) sie 2 :{% block title %} .

dlaa s da jlaJavaScript s CSS cliSal a5 ) canay:{% block styles %}
Jie cdadall s3gs duald

Agle i Iail ) LY jradl 4a 5i4e JavaScript 455« :Leaflet.js o
A2aill da ol jalic Gaill jacade CSS il :dashboard.css o

ce 3l 138 Jals o&ail) da ol (aldll 5 siadl S 2 )3 :{9% block content %} .
Aday Al g Jglaadl g dilaal) Gl ellh & Lo

Page |99



250 Gk g g SV a8 gall apana bl Juadll

(HTML)pSail) da gl dpi 1) ciligSall o
7 a5 o glaall apail Lada 5 Ll 522 ) dsiial) o
At ) anlia iy Gl S Al i) (e Ao ganar cilbibaal) iy
Al Sl A 5 (JSLaal) 81N dae cda jad) ol Ay ddaddll il ATy aae Jie aUaall
2 el o

. a ¥
Active Alarms y Acknowledged Alarms Resolved Alarms (Today) v
from 253 critical alarms Last updated 5 minutes ago Avg. resolution time: 15 min

Slelany) dilay (4-7)JSa)

Jilis ) 5 ent Dl pdisas clad il ) (el Aalise G oy ASalipal) Jila ) and
¢Slie) allaill Al Jsa 4 ) 58 ClanDle aai JIA (e addisall 43 yad e 128 #las
(padl Juasy) Jad 1)

Error!
Failed to fetch data from the server. Please check your Flask server and database connection.
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Latest Active Alarms View All

SITE CODE ALARM NAME TECH RESPONSIBLE INTERVENTION PRIORITY OCCURRED ON

DAMO005 Monitoring Device Maintenance Link Failure 2G FM No @ 8/14/2025, 10:21:13 PM
SWD103 UMTS Cell MC-HSDPA Function Fault 3G FM No @ 8/14/2025, 11:05:13 PM
DAMO05 Monitoring Device Maintenance Link Failure 2G FM No @ 8/14/2025, 10:58:13 PM
DMR850 Cell Unavailable 26 Radio Yes @ 8/14/2025, 11:03:13 PM
DMR124 eNodeB S$1 Control Plane Transmission Interruption 2G TX No @ 8/14/2025, 10:58:13 PM
DMR509 Solar System Mains Failure (Outdoor) 2G Power Yes @ 8/14/2025, 10:58:13 PM

« < 2 3 4 5 > »

Adazal) Y Jsaa (7-7)JSal)

Details for: eNodeB S1 Control Plane Transmission .
Interruption on DMR124

Proposed Solution:

Ensure power input is within range.

Predicted Next Fault:

User Plane Fault

Estimated Repair Duration (Hours):

162.03

Close
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SITEID SITE NAME CITY TECHNOLOGY VENDOR STATUS
DAMO37 STE_D3 Damascus 26 Huawei @
DAMO034 Jalaa Stadium Damascus 2G Huawei @
DMR004 Sabboura STE Damascus Rural 26 Huawei @
DMR002 Agraba Damascus Rural 2G Huawei @
DAMO044 Zahera Damascus 2G Huawei @
DMR029 Dummar STE Damascus 2G Huawei @
2 (3 4 5 »
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e Jalail) die e Cpund Las Baantie Ciladia e L jo 5 Jglaal) 8 <ULl
L) (e 38 Sl

el e Ll Jia) dabiaall Tl Al o) il s g dday Al g iy Aol dday A
e IS Al Jiad @l @) anadldy (oo luall
sl 3l eyl vie dlelis A8 535 (i a5 1 (Modal)Aial) 330
2siall Jhall ol 7 sl Jall Jie dila) e slaa i il
(Charts & Analytics)ctiail) g Adlul) a g ) dadia 4

o pell Al A e iyl Lo s cilibal) Jilas o bl (K3 daiiall o3a S5
ClalaiY) (mse ) dsdiall oda Cangd cdglaal 4,55 238 i) At ) oSail) da ) e
Aol Al a gy aladiuly cl Y1 clily 8 Ll

(Jinja2 & Assets)liSall duadaly ouludl) JSgl) o

base.html. b Gl (e 5 G caSail) da gl dadia A i dadiall o2a ol
ALl 2 ) sall (B ga La il (3 )4

"Charts & Analytics" isiall o)) sie 20a, :{% block title %} .

JavaScript 48« a5 «Chart.js 4cSal Usyl ) Gy :{% block styles %} .
A3y Ao siie Al o sy oLEY B Jlany yiadll da gide

i yo A 5 dadiall La I LEY) e (s 5iay :{% block content %}«
L Al 2 gas Hl) 5 il

(HTML)Aaduall A 1) il gSal) o
LAY Lagie JS U ) (pand ) Al o
: (Filters)adjall and o
Al aSaill A5l 6 il jal) andl ildas andl) 18
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J9gmal) a.uﬂb g g1 %) AN ) céj-d\ e il Sy

028 (Bukai b oSl aadinall =Reset) 5 (Apply Filters L1oY) o
Al gl e o yal

Filters
Filter by Site Filter by Alarm Name
Apply Filters
Filter by Priority Filter by Department “
All ~ All Departments ~

o yall and (11-7)JSa

: (Charts Grid)asta) agudl aud
gl (div) Wlay Jals Sl avy JS ¢ (grid)isd) oo ) (e 4805 8 o
Aluia g
40025l (Al paiall ga g c<CaNVas> paic Jal A ey Ko
el o )l Chart. js 4%
O Adlilg (il ga Aadaztl Clabadall (e Ae giia de ganse dadiall fpaall
sl
G QINY) )58 e o pd bbdwAlarms by City -
(JSLal (e 2ae ST gy ) shliall aas e aelud Laa Al

G ) HAY) A g Als WbdwAlarms by Priority

S MY axe i gr ol bhdwAlarms by Department
s sme and

Glo QY a5 jeday g il bhdsAlarms by Technology -
).& <G4 «G3 Jie (ol Calisa

On O gl BldsHuman Intervention Required
el e Yl el g Uy S callats 3l ) Iy

¢ soall bald: 88 oy pd WbkdaTop 5 Most Frequent Alarms =
Adaill 51 S x| 5 T e
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Alarms by City Alarms by Priority Alarms by Department
I Number of Alzms
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o RS o o R } ‘\Asi";{,@-“

pet > o o

Alarms by Technology Human Intervention Required Top 5 Most Frequent Alarms

Al oy o (12-7) S8

(JavaScript)assaliall ciilds gl o
L) satl Al algay a s8¢ yaaall Jiadl g2 dadiall a2 8 JavaScript 255 iz
NEEBRPIIEN]
A0 o gl Y1 iy dafetchData() Al psii cigl s
‘cidabadall 3030 .
ALl bl aves 481 405 o 3a3lchartinstances ¢ilS alasin) &by o

Jad U.ufa} ¢J28ll 13 sa g0 aladdl) € \a\ e GaatirenderChart() o
Lliball Lle Bhaat pacay Lae cduas dd o LE)

rilbabddl) duaad

¢ (updateCityChartiawaies alla 22 ¢ ¢ A any IS
il Gllal) dallass o 585 (&) cupdatePriorityChart

W gty (pad sl Aliae JSI ol Y1 3o D) L) maenty o585 JIsall 038
Chart.js. 458 4,041

: (applyFilters)isalial) Lt

A o g il pall yaaty aadiusal) o iy Ladie Asdiall ja s a Alalloda
A e el JalSIL cof iy 408 daty

a0l e Enasdlypdate AlICharts() slediub Alall o 685 Adaill 2y o
Slacaal) g 3aaall bl sas) g dxda Al
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rGlaadd plauy) .
3 J5Y il s &4 « (DOMContentLoaded)isiall Juast vie

JavaScript <ais sreset-filters s apply-filters cilasi yall 15l sy ot o
RS el Aaiall Jaas Lee Ll

(User Management)¢sadiical) 3 )3} dada 5
b aSaill e b g el (R g callai (of (e Ugen 12 5 (prediinaall 5 )3) dndia 2af
(aant A8La) ¢ iyl Allad g ases Agal 5 s ) llEl) 138 Cangs cibiaSlall 5 Jgaa )

138 & oAl cladaall 4 Ja) s LS{9% extends “'base.html™ %}:
Jasill by 55 55 Laa capanaill & Gulilll Glacalbase.html ¢ ulbasl) JSagdl Ll
Andall Julig g el

8 dadall o sie laasif0% block page_title %}: ${% block title %} .
"User Management".axsb (J 5l (Je aadiuall dealy 85 cull maaia

Aadally (alall (s siaall JS 4 ) 4 5ad) s2{9% block content %}: .

w User Management smin g

All Users

N s B

i) 51 dadea (13-7)JSa)
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(HTML)paieall dgal gl A )l Gl gSal) o
ABLSN) o9 Olsil) .

"Add New _Js"All Users™ i) Ol sie Ao dadall il ssiny 6
User"'.

Dbie ) aadiidl) daa g sale Y Aa S<a> ol a0ty o
A dilia) dadia ) & Flask Jbws 525 curl_for(*add_user')
s

: "Flash"Jiay
Flask. 4"'Flash Messages" 4l dia (7 Jala) 2SI 8 Gladll ¢ all
Ailia) Jie) Aipme dylee Al 2my adiineall Jilis (o jad A0V 02 a3l
(aad dlee (38 ol play adii

(bg-green-100, bg-cauis (i ae (Message) aps ) e o o
il jadl) Lilina 1 Jelae Leaiay Lae ¢ (Category)dd) e zlured-100)
). Jaill jenl

Omaddieall Joaa .

vaal<table> paic pading Asdiall i) el g e all 13 2y o
_ew\ ‘55 Cedd el e PNIL

e G slie e s siny (<thead>): dssadl ol o

(s S oy g JalSl) aadiiall and:Full Name =
Al daatl 44 Galal) aodiidl aul:Username
Admin, User, etc.).Jis (p2aduall Sba3lazRole
Inactive). ki »e siActive i) (lual) Alla:Status

Jsad Jaaudd JAl i g5 59 )L ast Login

(u.l; cd.m:u) ew daliadl Glel aYi:Actions

: (<tbody>)Jgiadl o

JSlinja2 sl & s (0{% for uin users %} Adla adiin o
LA e la p pad 23 AllusErs Aaild (e pddiue S a ge g

Ay Cha o e o Al 8 peddie 2 g e2e A S {9% else %} o
il das) g ddaaSle 481 No users found™ Abs
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Al jeae sl aalaiinl o ({96 if uLis_active %)) (bl @3l
Sis Y5 ce) pumd Aodle (i ey Uadi aadiiall S 13 USaalind adiiosdl)
: (Actions)<islaY) saei

el dnbia ) axdieall a5 amg Jail 5 g8 1 (Edit)dped) U5
(url_for(‘edit_user’, id=u.id)).

POST ik axiiy Juaiisform zisei sa @ (Delete)<idad) 55
Al L)) Gt il Jl Y

ASB Ay L mlonsubmit="return confirm(...);" il
A galall ye Cadall aial il dulee 28 J8 a2l

(e padinaal) ey b 3l 138{% if u.id != session.user_id %}: =
Al ol dds Capcay Lae ¢ alall alia Cada

(Add/Edit User)aidice Suifdila) daia 6

Gfiinda g ALl (Template) el el aladiu) 448 e 1 3lies Yiia dniiall o2 jelid
Coslual) 138, 293 4 adiiana Jaaad o) Byaa addiees ABlda) 4 5 Cpmh (Bl o fly (pdliag
Adpall dlae g5 2581 I S3 e Jly

(Jinja2)Sealiall s ginall B asadl) o

Lo sl (Flask) aaladl (e o el o gdllaction pididdl e S JSG dadiall 038 aaiad
roSlel Bae & piall 13 aladiial &5 "add”. sl edit” (o dadend) cailS 1)

:page_title s title Olsiadl

{% block title %}{{ 'Edit User' if action == 'edit' else 'Add New o
User' }}{% endblock %}

o cedit g sbwmaction O 1Y) LSl dsdall (l gie juag da Al 12
"Add New User".zuay 438 Y] 5 « "Edit User" ) sl
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Add New User

Full Name

Username

admin

Email Address
Password

Role
Admin v

Cancel Add User

2 A ddla) (14-7)JSE

EA User is Active

Edit User: NOCEng
Full Name
NOCEng

Username
noc

Username cannot be ehanged after ereation.

Email Address
noc@mtn.sy

Password

Leave blank to keep the current password.

Role
NOC Operator ~

adiiine Jhass dadia (15-7)JSA

[ user is Active

‘gigalll Jsia b asaty
: (Uusername)aiicall am o

a5 A% if action=="edit' %}readonly{% endif %}: =
a0yt aialreadonly Lasé se) jall andividll and Jéa raay ((Jianil)
Asls)
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: (password) gl dals

Jaall 12 =uai{% if action=="add' %}required{% endif %} -

foanm Al i g g iUl s pall A O E Qo) g
Al g el AdS e Blaall e 8 Jaall @l 5 aiSay aily aadiunll
: (is_active)lsddiil) dla
{% if data.is_active or (action=="add’ and not data) -
Be 058 Of ey SA) L8l 106 checked{% endif %}
ALY Al 8l 81 (<G o jLaaY)
Y Dol .
o= e{{ 'Save Changes' if action == 'edit’ else 'Add User' }}. o
Agleall dapds (Sl 3 saill (8 sl )0
(Form)Juay) zigai «»
Cpeddianall ULy 3 LY Al JA0) Ui o zigaill s5ing o
Al Gl glaall JAaY duas J s :Full Name, Username, Email o
sl LS ala JiszPassword o
o adiiesd)l LM JLialy J s pesall Zlendl (<select>) Alauic 4ailé :RoOle o
(Admin, NOC Operator, Technician, sl <l jLall o
Supervisor).
Y ol Uats Cluall (1S 13 Lo aaail (checkbox) Juia) @i ls Active o
(value="{{ data.full_name or "' }}""):dséall 40 ¥ clibll .
el Lllall SULalL J siall dmildata adiall plaind oy o
aass Hhaudl 1 £04 set data = user_data or form_data or {} %}: o
=) PUEN VPN (user_data) padiue Slily L N g K Il G Y I WSO
A 3 gaill (e Ay iy @lin G131 Lgladi) oy o Jpaeall Alls
e Blaall Lealadinl 4 (Validation), @asall Jés axy(form_data)
C({D)E 8 IS alasiind 2 V5 el
AN gl Y o
: (Cancel)sa¥) 5
Crpeadiinaall 3 510) dadia ) addiiad) ad Jan<g> bl ) o
(url_for('users")).
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: (submit)duw ¥ 5 e

dndiall udd ) 23 gadll @il e Alitype="submit" ) s o
(action="").

e sl (Python) adlall s sive e daanll 5 dilay) dlee e Jaladll o3y
Y al B sa g aadiiee by ellia ailS 1)) L

(Trouble Tickets) Juas¥) 81X dada |7

la 5La) o5 Al (Trouble Tickets) JSWiall SIX3 la) 5 e e dadiall o2a )Sj
JSLEa) Al Al Dlpaall 5 Joadill (3 41 Aliada g 45 38 e dgal s i si 58 Caagdl il )l

Ledsls
@ Trouble Tickets samin
@ Dashboard Filters
¢ &
Apply Filters.
=T
¥ tuses -
#

60

Jac ) SIX dadia (16-7)JS

(HTML)< sSall 5 (o) JSagd) o

G 13 daiey cladiall pea 3 Jadl 2 LS{04 extends "base.html™ %}
el mpenaill 8 Bulil) Jlealbase.html e

K b dasall o sie lasif0 block page_title %} ${% block title %}
"Trouble Tickets" < 4z )l 4gal 5l A5 miaiall s dadle (e

Glapiil) (3nkail JSaill A gy (ald CSS ale (et 23404 block styles %}
Badaall

Aadiall 4 ) ALadY) e s 5150{% block content %}
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: (Filters Section)cilad sall aud
e SIH Rl adtell oy
Asall 28 :Site -
Y aul tAlarm Name -
. (High, Medium, Low)4: 5 s¥\Priority

(Open, In Progress, Resolved, 5 sxill 4l :Status =
Closed)

Asiail) guki 8 SaiiReset sApply Filters LILoY) -
(Tickets Table) Sl Jgaa o
Gl Jgoa b SIS Al m

sl e gall 3¢S 1 Jla dua g yrall UL sand saeel Gusy) dsnss el
G iy b Sl e Jgpasall Al Ay 5l sY) e ganl) & s ¢y
)

(<tbody id="tickets-table-body">) Jsaall aua 1asge Aaad w
LSaalisa Lgua po 5 Lgalas oy i) O my 138 5 il 8¢ 4
Jinja2. Al sall & e IS e Gadd s JavaScript aladduly

(Pagination) SIill dada
leie S ate dsa gl b SIND Ciladen G JE) andl) 138 il
JavaScript.daul 5 LSl Jalsll o 5li) &5

(Modal)Jxealiill AEiial) sadlY

Ll 8 ddde o 5 (div id="ticket-details-modal") 33l o3a .
(hidden).

Jall cliadle Jie SNl (e dlia) Jualii (i ja) a035d
Jsall b (e caa e aill 2ie ((resolution_notes)

Aoalis p2lse 4y ja8 il (D) ) e g3
(JavaScript)dsalipall il gl o
Al lleal) area (o Cun Ll Uiga 5 138a0 dadiall 238 8 JavaScript 258 2
‘dalal) ) yatall
A e s Q5 U SIAD by aaea o335 zalITickets o
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Lele s jall Gadat axy SIN 4436 () 343 scurrentFiltered Tickets o

o dplac B HlaY em :currentTicketsPage s ticketsPerPage o
(Pagination).cladall Je ULyl

: (Utility Functions)saslual) ciills g

(High, %59 Al e by 13asa U gl aa i zgetStatusColor(status) o
Mid, Low).

s8Nl Alls e Uy s Ul aa i getTicketStatusColor(status) o
Allall 4 ) VY2 ALY 22230 (Open, In Progress, etc.). L

(renderTicketsTable)=tild) (a o
Jsaall (8 SIED (o g o G Al ddda gl 8 02
el lpmje oy Casiia (ol Caundy laadd) SN 4ails 335
(currentTicketsPage). sl dssall

S8 S5 S (<td>) bl ualic s (<tr>) Jsoal) Cigiva (o558 6

S eagle Sl die Cusy «Cia JSI (Event Listener) s aaiuwe Causl
showTicketDetailsModal(). 4k 5 ¢l xiul

Ailae SN dsm s ae Als Unf #lad
: (Pagination)Jiil) ciily

ow Jamll )30 g et s oasrender TicketsPagination(total ltems): o
, ), »).cl\laé...al\ ?&J\ («, <, Slasall

Adall dasall e fly (Jebani/Jansd) )5 Alls b oSa
el Adatg la

Dbl e SIH @ik, sl (async) Al e pe A4k ifetchData() o
L~ e /apiftickets

psii ladyall (e (sl s v e ind Rawd ) Aila s a rapplyFilters() o
a5 (JAaY) Jois ad e clgllTickets (o2 82 s sall Clilall ddiaiy
s Andall (e Jsaall (e a3 5 ccurrentFiltered Tickets

: (Modal)4tisal 3280

Ll Slad 5 Adiall 538U e lishow TicketDetailsModal(ticket): o
lele il 23 Al 3 S3ll Laldll (resolution_notes) dadl cillas Sl
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) Jadl

Glas o s dadall Juead die s 5lexiul 24 :DOMContentLoaded
P dji)f «L\Lﬂ,}.\]\

(Jaay) Jsis s s pall ) olchange sinput sclick lasd Ly &y
UL ASalinall 5 4y ) ol dpeatl) iy Laa

-

53Ul _asd:hideTicketDetailsModal() o

: (Event Listeners)&iay) adiuws

.....,... 1) 538 d)&\ J‘JJ.L.‘ )s_d\ alaal .!a._u é

o

o

gl ddga Jdi-3.2.5
48 MySQL 5 Apache &es iy XAMPP el Jaiiii-1

XAMPP Control Panel v3.3.0 [ Compiled: Apr 6th 2021 ]

~ XAMPP Control Panel v3.3.0
Modules
Service  Module PID(s) Port(s) Actions
X Apache ?025: 80, 443 Stop Admin Config
X MySQL 7160 3306 Admin Config
b 4 FileZilla Ad Config
Mercury Start Admin Config
) 4 Tomcat Start Ad Config
9:41:09 PM [main] All prerequisites found
9:41:09 PM [main] Initializing Modules
9:41:09 PM [main] Starting Check-Timer
):41:09 PM [main] Control Panel Ready
1110 PM [Apache] Attempting to start Apache app.
34110 PM [Apache] Status change detected: running
4111 PM [mysql]  Attempting to start MySQL app
94112 PM [mysql]  Status change detected: running

Logs
Logs
Logs
Logs

Logs

O X
u:-"" Config
& Netstat

B shel
Explorer
& Services
& Help

& Quit

XAMPP el sl (17-7)J<)

admin L)) e bl php admin ) Jasyi-2

Lkl sacld Cale o)yl sMEN_noc_system b ULl sacld oLa3)-3

app.py 258 -4

1 il a1 JUEEYY 5 Cilnbamiall aaf aladinly cu gl o8 s -5

http://127.0.0.1:5000
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AA.JJJ.&‘ "'9-\-\5-!“ i P “-3.5
Backend aiadi-1.3.5

gl Bl i pad sl s el Agal s LY Al el ol 5L e
sl Zga) 5] aacadll (Japi/data) bl jhae aladiu) A las tie ¢lal A5 ligal s ¢S
ol ol e o(IBY) aan s @l pall asan) UL (e Al S oy Jbaall 138 IS i

Gkl ae Juai¥) g Uadil g aaldl) Alaial 4 nab elay

(/api/mobile/dashboard_data) cese s 2as API Jlue g ghaty Liad AlSGal) 038 Jal
Adle 3ol b sl Badas 3 oSall da gl e Al Lanad aaas
Ll jlaall e a2 1
[ Lea ool 4y 5 peall Ll Qi sal) kel a5 55 58 Jlaall 138 (e (i) Cangl)
da sl gl Jrand ) (2 aS IS5 A al) bl aas Jili laiud) 4 s o
Sl
Aadleal) 35855 SIAN o I ellging clllay adlall Bla ) caind: adlld) ) jESu) e
Cpeddinal) 3 eal e e mi) iy il Julis ASui) 3 o
Ao ) 130 o4 2
@app.route(‘/api/mobile/dashboard_data‘’, methods=['GET']): .1
e 4l Jseasl) (S aalal) s Tl landl 13 Gi%ad
GET ¢ 5 (e <lllal Lid cuativ s ¢/api/mobile/dashboard_data Ll )
Glbilaay Qla 2
SIS 81N sae el Tas Aay ju s Aass COUNT(¥) ladlaia) 25 4y
a5 Ol aren ala (e 3 S KT AG) Hhall 38 Lgda a3 ) SIN e
PEENPPATRTS
il JIANY) cudad ladl) adaiudl 3
s2ac Y1 aea ila (e Y2, :SELECT ai.Name, ai.SiteCode, ... o

o iy Laa cdadd Qb sall (Gaudai Lgaling ) 5aae ) aaay Liad o aladiuly

oaal Flll 3 il o ga Ja y3l 1 )WHERE a.cleared_on ISNULL o
ASaill da gl b aadiial agy Lo g g cdatd Aol <ol Y|

O I iy a8 :ORDER BY ai.OccurredOn DESC o
A8 ) syl
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10 sl e i) sxe joaiy Cun aaY) a8 18 LIMIT 10 o
Jas

el g i) dallas 4
asal A datetime g 5 (e DS (gl dyad o cclibad) Jupl J8 - o

ac i ¥ kil JSON 4 (¥ &lla g cjsoformat() alasiul(strings)
3 pilea gl G Al s

cililianyl) 4 sthall bl JS aueas &3 < sl ireturn jsonify(...) o
) il o) 21 (s ol s 28D
sl s (on 0S Rt o 55085 jine s 6 Al Rl eliy s US5 pal s
Adle 3elS) b sall glai

(Flutter)dab sal) kil dpala¥) dga) s11-2.3.5

LaalaY) dgal gl ol &5 A sanall 3 3ea ) o Alaiul) Gy s Aaa 2ddiue Gy yad apail]
. GooglecsFlutter deall jUa) aladiuly adaill

I0S 5 Android (<Uas (s JS (Ao Jasd Al lii s dlian adions Sleal s ol Flutter W

orshill lee 8 laga Wy 55 A8ulite 4y jad (e Lee cBaa) 5 duna yy 5k Baeld (46
(Application Architecture) (ghill Ldal) 40Ge |1

4 sgus laal (Separation of Concerns) clelaia¥) Juad (sl ¢ Ll Gkl avenal a3

AU Al o1 2 Y e AlSel) 0 5S, Liiual) g ka5 Ailpall

Jeliy ) 40 jall juabiall g lilEl) s o s 5iad: (UL Layer)agalsh 48k
Flutter.— o=l (Widgets) < sl alai aladiuly la sl o8 aadiuall leas
4lal) dga ol e Jual sl e 455 1 (Services Layer)clesid) &k
Al cllls s e Y g (583l api_service.dart <ale £L) S3(Backend)
.kl 5 513 (Network Requests)

Jici S (Classes) iliaual) cildy =3 e s 5iai: (Models Layer)z il 4k
(e lDashboardData. sTicket, Alarm, Jie caiadl (e daalal) )
i s (el JS bl ae Jaladl)
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daaa ) B iadl) Jalas g A ) & jpal 2
(login_page.dart)d saal Jaai g A3alaal) ||
sl ) A

Janutl ) ALY g pall AalS g aadivsall and JA0Y Jsis (e 0S50 dgal gl o
Jaal

sledinl o (Jeaall Qs ) e Tzl die: 48
Al ) aastial) il Jla ) s api_service.dart c«login 4l

) Jia) addiisall cilily Jads oty oJ sl Qe dglee e Jla 8 Aadadl 3080
.shared_preferences 4:iSx alasiuly Cailell 3 SI3 (8 (Ll Jalsd)
LSl As gl )8 il JEY) g a4l sale) die addtual) SN (Gulaill e 132

(dashboard_page.dart)isws ) asaill da gf

dgal o) Al ()5Sl daaan A 5 sl Jamad axy Gudaill ot I S pall o8 A5LEY 220
sl

Jaiil) aadivall = (BottomNavigationBar) (e Jais Jay 3 e (g gias; Jaitl)
“_)S‘ﬁ\" } n S ~'S\ :\A)S" L.):L.\ H‘M
O (el e e S5 bl Gl IFutureBuilder aadind; Sealiall cillitndl la

Aga) s dead a2 (pecay 14 (fapi/mobile/dashboard _data). oiasll API s
PREN (TP AL PREGNOA|

(Stat clibas] clilay & Ll 23 Al GBI (m je ol clibaal) a8
Leda 5l SIal g SIa lea) éddadall <l Iy sae (2 23 44032 Cards)

sk il (ListView) 4ald & ddadall el Hlasy) daaal [ je Ly c A daild

G a2l et SlIRefreshindicator Cisds Guacad &5 aadly Euaadl)
0 sh calill) Guaat Jany dsLal

(tickets_page.dart) Sl dgaly .z
SIEN 30 5 e o bl ¢l Aaali g cpeadiuall i g3 dgal ol oa

ey oy . 3 liSy SN A8 (o al)istView.builder aaaius: SN o e

BS Alla s (s sl s (i) e el (padiinall (Ko adiicaal) JoliS
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e s siad (Dialog) d8ie 3380 (aye &3 Alall ) e hxaall die: Suaast) 48
sledivl o s Al i) 2y daliall @Y
A ) Ewassll LY apiservice.dart o«updateTicketStatus 41
<uaal 24y g «SnackBar e doleal) Jid §f clau PREGNON P TS IPur daal )l sy,
aaall Al o el Lilals 40l
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¢ MTN NOCaUsil (5 il 5 geall Jiah 3 daia) Gma ) U Kl e Galall 138 (5 siay
el Clgal g e Al 5 Alal) dgal 5l (5 jaaall 35Sy cclilyl) saeE Jabada Jodi

(Database Schema)<liball sasd |1

ld sl aeamtn_noc_system <Ulall sacld LY Jalll 2 Sl ¢ jall 18 e g7 Caua )
S Gl 5 aliall 5 Lt ClEL ) ddlaaYls <(users, alarms, tickets, sites...)
laMata¥) elal e s bl JWlSS lacal s 5LS)

SET SQL MODE = "NO AUTO VALUE ON_ZERO";
START TRANSACTION;
SET time zone = "+00:00";
CREATE TABLE “alarms  (
"root _alarm” varchar (500) DEFAULT NULL,
"severity  varchar (500) DEFAULT NULL,
‘alarm id" int(11l) NOT NULL,
‘name  varchar (500) DEFAULT NULL,
‘ne_type’ varchar (500) DEFAULT NULL,
"site _code’ varchar(500) DEFAULT NULL,
"alarm source  text DEFAULT NULL,
‘mo_name‘ text DEFAULT NULL,
"location_info text DEFAULT NULL,
\additional_info‘ text DEFAULT NULL,
‘occurred on datetime DEFAULT NULL,
"cleared on  datetime DEFAULT NULL,
"acknowledged on varchar (500) DEFAULT NULL,
"acknowledged by  varchar (500) DEFAULT NULL,
‘rru _name varchar (500) DEFAULT NULL,
"bbu_name” varchar (500) DEFAULT NULL,
"enodeb _id’ varchar (500) DEFAULT NULL,
"log_serial number  varchar (500) DEFAULT NULL,
‘user_ label” varchar(500) DEFAULT NULL,
"equipment alarm serial’ varchar (500) DEFAULT NULL,
‘maintenance_status  varchar(500) DEFAULT NULL,
“subnet’ wvarchar (500) DEFAULT NULL
) ENGINE=InnoDB DEFAULT CHARSET=utf8mb4
COLLATE=utf8mb4 general ci;

CREATE TABLE "alarms_ai (
“ID int(11) NOT NULL,
‘alarm id" int(11l) NOT NULL,
"Severity  wvarchar (20) DEFAULT NULL,
"Name  varchar(100) NOT NULL,
"SiteCode” varchar(20) NOT NULL,
"OccurredOn” datetime NOT NULL,
"Technology varchar (10) DEFAULT NULL CHECK ( Technology’
in ('2G','3G','4G', 'UNKNOWN')),
"Responsible’ varchar (50) DEFAULT NULL,
"HumanIntervention® varchar(l) DEFAULT '0',
"ProposedSolution” text DEFAULT NULL,
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"Priority’ wvarchar (255) DEFAULT NULL,
"RepairDuration’ float DEFAULT NULL,
"NextFault  wvarchar(100) DEFAULT NULL,
‘CreatedAt” datetime NOT NULL,
"LastUpdated’™ datetime NOT NULL
) ENGINE=InnoDB DEFAULT CHARSET=utf8mb4
COLLATE=utf8mb4 general ci;

CREATE TABLE “tickets (
“id® int(11l) NOT NULL,
‘alarm ai_id’ int(11l) NOT NULL,
"status’ enum('Open','In Progress', 'Resolved’', 'Closed')
NOT NULL DEFAULT 'Open’',
"assigned to _user id " int(11l) DEFAULT NULL,
‘created at’ timestamp NOT NULL DEFAULT
current timestamp (),
‘updated at’ timestamp NOT NULL DEFAULT
current timestamp () ON UPDATE current_ timestamp(),
"resolved at  timestamp NULL DEFAULT NULL,
"resolution notes’ text DEFAULT NULL
) ENGINE=InnoDB DEFAULT CHARSET=utf8mb4
COLLATE=utf8mb4_ general ci;
CREATE TABLE “users (
*id’ int(11) NOT NULL,
‘username  varchar (50) NOT NULL,
"password” varchar (255) NOT NULL,
"full name’ varchar(100) NOT NULL,
“email” wvarchar (100) DEFAULT NULL,
"phone” varchar (20) DEFAULT NULL,
‘role’
enum('admin', 'noc_operator', 'technician', 'supervisor') NOT
NULL DEFAULT 'technician',
"department’ varchar (50) DEFAULT NULL,
"is_active  tinyint(l) DEFAULT 1,
‘created at’ timestamp NOT NULL DEFAULT
current timestamp (),
‘updated at’ timestamp NOT NULL DEFAULT
current timestamp() ON UPDATE current timestamp(),
\last_login\ timestamp NULL DEFAULT NULL,
"login_count  int(11l) DEFAULT 0
) ENGINE=InnoDB DEFAULT CHARSET=utf8mb4
COLLATE=utf8mb4 general ci;

ALTER TABLE "alarms ADD PRIMARY KEY ( alarm id’);

ALTER TABLE ‘alarms_ai‘ ADD PRIMARY KEY (ID ), ADD UNIQUE
KEY "alarm id" ( alarm id’);

ALTER TABLE "tickets®™ ADD PRIMARY KEY (°id’), ADD KEY

‘alarm ai_id’ ('alarm ai_id’), ADD KEY "assigned to user id’
("assigned to _user id’);

ALTER TABLE "users ADD PRIMARY KEY (°id’), ADD UNIQUE KEY
‘username  ( username’);
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ALTER TABLE alarms MODIFY "alarm id" int(11l) NOT NULL
AUTO_INCREMENT;

ALTER TABLE "alarms_ai MODIFY "'ID int(1l) NOT NULL
AUTO_INCREMENT;

ALTER TABLE " tickets MODIFY "id" int(11) NOT NULL
AUTO_INCREMENT;

ALTER TABLE "users MODIFY "id’ int(11) NOT NULL
AUTO_INCREMENT;

ALTER TABLE alarms_ai’

ADD CONSTRAINT "alarms_ai_ ibfk 1 FOREIGN KEY ( alarm id’)
REFERENCES "alarms’ ( alarm id’);
ALTER TABLE tickets®

ADD CONSTRAINT \tickets_ibfk_l\ FOREIGN KEY
(‘alarm ai_id’) REFERENCES ‘alarms_ai ( ID ) ON DELETE
CASCADE ON UPDATE CASCADE,

ADD CONSTRAINT \tickets_ibfk_Z\ FOREIGN KEY
(‘assigned to_user id') REFERENCES ‘users ( id’) ON DELETE
SET NULL ON UPDATE CASCADE;

CREATE INDEX "idx cleared on’ ON "alarms ( cleared on’);
CREATE INDEX "idx occurred on ON ‘alarms_ai ( OccurredOn’) ;

train models z3laill cy 3l (5 jradl 2SI 2

import pandas as pd

from sklearn.model selection import train test split

from sklearn.preprocessing import LabelEncoder

from sklearn.feature extraction.text import TfidfVectorizer
from sklearn.ensemble import RandomForestClassifier,
RandomForestRegressor

from sklearn.linear model import LogisticRegression

from sklearn.multioutput import MultiOutputClassifier
import xgboost as xgb

import joblib

Lgxndg Ol dl Joaxd .1 #

df historical = pd.read csv("HistoricalData.csv")

df alarmstr = pd.read csv("alarmstr.csv")

df = pd.merge (df _historical, df alarmstr, on='Name',
how='left')

O jaadl 2l yadwl g oL dxllze .2 #
df [ 'ResolutionTime Minutes'] = (pd.to_datetime (df['Cleared
On (NT- (['(

pd.to_datetime (df['Occurred
On (NT)'])).dt.total seconds() / 60
df [ 'Technology'] = df.apply(lambda row: "2G/3G/4G/UNKNOWN",
axis=1)
target_columns = ['Technology', 'Responsible', 'Human
Intervention', 'Proposed Solution', 'Priority']
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df['text'] = df[['Name', 'NE Type', 'Responsible’', 'Proposed
Solution']].fillna('-"') .agg(' '.Jjoin, axis=l)

pw it g gl Jogxd .3 #

vectorizer = TfidfVectorizer (max features=500)

X sparse = vectorizer.fit transform(df['text'])

Y = df[target_columns].apply(LabelEncoder () .fit transform)
y_res = df['ResolutionTime Minutes']

X train, X test, y train, y test, y train res, y test res =
train_test_split(X sparse, Y, y res, test size=0.2)

duadad | duduaddl zdled aoyuS L4 #
models = {
'RandomForest': RandomForestClassifier(n_estimators=100,
max_depth=10, min_samples leaf=4, random state=42),
'LogisticRegression': LogisticRegression (max_ iter=300,
C=0.5, solver='saga',6 random state=42),
'XGBoost': xgb.XGBClassifier(n_estimators=150,
learning rate=0.1, max depth=5, use_ label encoder=False,
eval metric='mlogloss', random state=42)
}
for name, base model in models.items():

X train = X train_sparse

X test = X test sparse

try:
multi model = MultiOutputClassifier (base model)
multi model.fit(X train, y train)
y_pred = multi model.predict(X_test)

fl scores = []

print (£"\n=== model: {name} ===")

for i, col in enumerate (target columns):
labels =

list(range(len(label_encoders[col].classes )))
report = classification_ report(
y_test.iloc[:, i],
y_pred[:, i],
labels=labels,
target names=label encoders[col] .classes_,
zero_division=0,
output_dict=True
)
fl = report['weighted avg']['fl-score']
fl scores.append(£fl)
MultiOutputClassifier (base_model) .fit (X train, y train)

Jadl o) 3l zdeed .5 #
resolution_ time model = RandomForestRegressor().fit(X_ train,
y_train res)
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ST Jaxdly il 230 .6 #

all unique faults = pd.concat([sequence df['CurrentFault'],
sequence_df['NextFault']]) .unique()

le next fault.fit(all_unique_faults)

X next fault =

le next fault. transform(sequence_df['CurrentFault']) .reshape
(-1, 1)

y_next fault =

le next fault.transform(sequence df['NextFault'])

X train next, X test next, y train next, y test next =
traln test spllt(X next fault, y . next fault, test size=0.2,
random_state—42)

next fault model = RandomForestClassifier(n_estimators=100,
max depth—lO random_state=42)
next fault model.fit (X train next, y train next)

ziladdl Lis 7 #

joblib.dump (multi_model, 'best multi model.pkl')
joblib.dump (vectorizer, 'tfidf vectorizer.pkl')
joblib.dump (resolution_time model,
'resolution_time predictor.pkl')

(Backend - Flask) 4dlall dgal 51l (5 joaall 2SI 3

aaas cay i e Jyspae sy Al Bhia S e (app.py) <aladl 138 s siag; caa )
Gl Aallaa g il gall Baadai g gl Gudat L Juals Al (AP Endpoints) J s i) Lalas
ghaad g ALl calad cilibal) sacld xe Jelaill g ecbialadl 3 )1a) 5 ¢(perdinl)

from flask import Flask, render_ template, request, redirect,
url for, session, flash, Jjsonify

from flask mysqldb import MySQL

from werkzeug.security import check password hash,

generate password hash

from datetime import datetime

from functools import wraps

import os

import subprocess

import sys

# Create a Flask app instance

app = Flask(__name_ )

# Set a secret key for session management
app.secret key = os.urandom(24)

# Configure MySQL database connection

app.config['MYSQL HOST'] = 'localhost'
app.config['MYSQL USER'] = 'root'
app.config['MYSQL PASSWORD'] = '' # Add your password here

if you have one
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app.config['MYSQL DB'] = 'mtn_noc_system'
app.config['MYSQL CURSORCLASS'] = 'DictCursor' # Returns
rows as dictionaries

# Initialize MySQL
mysql = MySQL (app)

# Decorator to ensure a user is an admin
def admin_required(f):
@wraps (£)
def decorated function(*args, **kwargs):
if 'role' not in session or session.get('role') !=
'admin':
flash('You do not have permission to access this
page.', 'danger')
return redirect(url_for('dashboard'))
return f(*args, **kwargs)
return decorated_ function

@app.route('/', methods=['GET', 'POST'])
def login():
if request.method == 'POST':

username = request.form|['username']
password = request.form['password']
cur = mysql.connection.cursor ()
cur.execute ("SELECT * FROM users WHERE username = %s",
(username, ))
user = cur.fetchone ()
cur.close()
if user:
try:
if
check password hash (user['password'], password) :
if user.get('is_active',6 0) ==
cur = mysql.connection.cursor ()
cur.execute ("""UPDATE user SET last login =
$s,
login_count = login count + 1
WHERE id = %s """, (datetime.now(),
user['id']))
mysql.connection.commit ()
cur.close()
session['user id'] = user['id']
session['username'] = user|['username']
session['full name'] = user['full name']
session['role'] = user['role']
flash('Login successful!', 'success')
return redirect(url_for('dashboard'))
else:
flash('Your account is disabled.
Please contact administrator.', 'danger')
else:
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flash('Invalid username or password',
'danger')
except ValueError:
# This handles cases where the password in
the database is not a valid hash.
flash('Invalid username or password',
'danger')
else:
flash('Invalid username or password', 'danger')

return render template ('login.html")

@app.route('/api/login', methods=['POST'])
def api_login():

APT endpoint for mobile app login.

Accepts JSON, returns JSON.

# Get credentials from JSON request body

data = request.get_json()

if not data or not data.get('username') or not
data.get('password') :

return jsonify({"status": "error", "message":

"Username and password are required"}), 400

username data['username']
password = data['password']

cur = mysql.connection.cursor ()

cur.execute ("SELECT * FROM users WHERE username = %s",
(username, ))

user = cur.fetchone()

cur.close()

if user and check password hash (user['password'],
password) :
if user.get('is_active', 0) ==
# Update last login time
cur = mysql.connection.cursor ()
cur.execute (
"UPDATE users SET last login = %s,
login_count = login_count + 1 WHERE id = %s",
(datetime.now(), user['id'])
)
mysql.connection.commit ()
cur.close()

# Prepare user data to send back (without the

password hash)
user_data = {
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'id': user['id'],

'username': user|['username'],
'full name': user['full name'],
'role': user|['role']

}

return jsonify({"status": "success", "message":
"Login successful!", "user": user_data}), 200
else:
return jsonify({"status": "error", "message":

"Your account is disabled. Please contact administrator."}),
403
else:
return jsonify({"status": "error", "message":
"Invalid username or password"}), 401

@app.route('/api/tickets', methods=['GET'])
def get_tickets_data():

API endpoint to fetch tickets data from the database.
This joins tickets, alarms_ai, and users tables.
try:

cur = mysqgl.connection.cursor ()

# Fetch tickets data with all necessary joins
cur.execute ("""
SELECT
t.id,
t.status,
t.resolved at,
t.resolution notes,
ai.SiteCode,
ai.Name AS AlarmName,
ai.OccurredOn,
ai.Priority,
u.full name AS assigned to
FROM tickets AS t
JOIN alarms_ai AS ai ON t.alarm ai id = ai.ID
LEFT JOIN users AS u ON t.assigned to user id =

ORDER BY t.created at DESC
mwwn ")
tickets_data = cur.fetchall()
cur.close()

# Convert datetime objects to strings for JSON
serialization
for ticket in tickets_data:
for key, value in ticket.items():
if isinstance (value, datetime) :
ticket[key] = value.isoformat()
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return jsonify(tickets=tickets_data)

except Exception as e:
print (f"Database connection error in /api/tickets:

{e}")

return jsonify({"error": f'"Database connection
failed: {str(e)}"}), 500

# ... (Other routes like dashboard, charts, users
management, etc.)

if name == '_main_ ':
app.run(host='0.0.0.0', port=5000, debug=True)

(Web Frontend)<usll 4gal5 Je Jha 4
ol Al g (B Jsaall Jiadi Asdia 4y (Togin.html) 2580 138 a5 Caia Sl
Bl G se 5 Flask p3s ae deliall Jinja2 ({4 ... 33) <l o HTML plasiad
(e 5 Uaddl Jilas ) i) padisall 4S0aligall

<!DOCTYPE html>
<html lang="en">
<head>
<meta charset="UTF-8">
<meta name="viewport" content="width=device-width, initial-
scale=1.0">
<title>Network Alarm System - MTN Syria NOC Portal</title>
<link rel="stylesheet" href="{{ url for('static',
filename='style.css') }}">
<link rel="stylesheet"
href="https://cdnjs.cloudflare.com/ajax/libs/font-awesome/6.0.0-
beta3/css/all.min.css">
</head>
<body>
<div class="background"></div>
<div class="login-container">
<div class="login-header">
<div class="logo-container">
<img src="{{ url_ for('static',
filename='logo.png') }}" alt="MIN Syria Logo" class="logo">
</div>
<hl>Network Alarm System</hl>
<p>MTN Syria - NOC Portal</p>
</div>

{% with messages =
get_flashed messages (with_categories=true) %}
{% if messages %}
{% for category, message in messages %}
<div class="alert alert-{{ category }}">
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<i class="fas fa-{{ 'check-circle' if
category == 'success' else 'exclamation-circle' if category ==

'danger' else 'info-circle' }}"></i>

{{ message }}

</div>
{% endfor %}
{% endif %}
{% endwith %}

<form method="POST" action="/">

<div class="form-group">
<label for="username">Username</label>
<div class="password-input-container">

<input type="text" name="username"
id="username" placeholder="admin" required>

</div>

</div>

<div class="form-group password-group">
<label for="password">Password</label>
<div class="password-input-container">
<input type='"password" name="password"
id="password" placeholder="******x**x*" required>

<button type="button" class="toggle-password"
aria-label="Show password">
<i class="fas fa-eye"></i>
</button>
</div>
</div>

<div class="separator"></div>

<button type="submit" class="login-button">SIGN
IN</button>

</form>

<div class="login-footer">
<p>&copy; 2025 MTN Syria. All rights reserved.</p>
</div>
</div>

<script>
document.querySelector ('.toggle-
password') .addEventListener ('click', function() {
const passwordInput =
document.getElementById('password') ;
const icon = this.querySelector('i');

if (passwordInput.type === 'password') ({
passwordInput. type = 'text';
icon.classList.remove ('fa-eye');
icon.classList.add('fa-eye-slash');

} else {
passwordInput. type = 'password';
icon.classList.remove ('fa-eye-slash');
icon.classList.add('fa-eye');
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}
})
</script>
</body>
</html>
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Abstract

Cellular communication networks are the cornerstone of our modern
interconnected world, having revolutionized the way individuals and
businesses communicate. Since the emergence of the first generation (1G) in
the late 1970s, these networks have evolved tremendously, transitioning from
providing simple analog voice calls to offering high-speed data services that
support complex applications like high-definition video, augmented reality,
and the Internet of Things (IoT). Mobile phones and other wireless devices
have become an integral part of our daily lives, making reliance on these
networks critically important. As this dependency grows, so does the
Importance of understanding the failures and challenges facing these complex
systems.

Failures in cellular communication networks can lead to service disruptions,
significant economic losses, and negative impacts on the user experience.
Telecommunication companies like MTN Syria face significant challenges in
managing network failures due to the increasing complexity of the
infrastructure and the high volume of alarms generated by the Network
Operations Center (NOC).

This project aims to develop an intelligent, integrated system that uses
artificial intelligence techniques to analyze and manage fault alarms from the
Network Operations Center (NOC) at MTN Syria. It will link these alarms
directly with a live Ticketing System to expedite the response and resolution
process. The project also seeks to represent faults on an interactive map using
Geographic Information Systems (GIS) to provide an accurate and immediate
visual of fault locations. Additionally, it will send real-time notifications to
technical support staff via an Android application, enabling them to view
details and take appropriate action. The project's significance lies in its step
towards automating fault management and reducing reliance on manual
procedures, thereby enhancing service quality and reducing recovery time
(MTTR).
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