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Abstract

e Modern facilities are witnessing rapid advancements in the
complexity of their electrical systems, posing significant challenges
for their management and maintenance. Traditional maintenance
methods predominantly rely on fixed schedules or reactive
interventions after a failure occurs. This leads to increased operational
costs, reduced equipment lifespan, and disruptions to essential
services. In this context, advanced digital modeling and Fourth
Industrial Revolution technologies are emerging as transformative
solutions capable of redefining the concept of facility management.

e Building Information Modeling (BIM) is the core of this
transformation, representing a comprehensive digital model that
reflects the physical and functional characteristics of a facility.
However, the true value of this model is realized when it is integrated
with other innovative technologies. The Internet of Things (IoT) brings
the static model to life through a network of smart sensors that
monitor electrical performance data—such as temperature, current,
and vibrations—in real-time. This massive, real-time data creates
tremendous opportunities for intelligent analysis.

e Here, the third component, Artificial Intelligence (Al), integrates into
the system to act as its mastermind. Machine learning and deep
learning algorithms analyze the data streams from loT sensors to
detect patterns and anomalies that indicate potential faults. This
enables maintenance teams to shift from a reactive approach to a
proactive and predictive one.

Consequently, this research aims to develop an integrated framework that
combines the power of BIM for digital representation, the capabilities of loT
for continuous monitoring, and the intelligence of Al for predictive analysis,




all to enhance electrical maintenance operations. This integration will
contribute to improving energy efficiency, reducing costs, increasing
reliability, and enhancing safety, thereby laying the foundation for smart,
adaptable, and resilient future facilities.
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e o LeSa Jlall iy ccbimayg ¢ bl Sigal ae daenal) Lald) jualiall (e ASud
[15] élae (5pd Jasi ) dalad) G0 cugity) 4<0d e bl Jalds

Internet ofthings

(riall clSAL 505 )ollall 3 IOT clisls Ll e (3) IS
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peladly) iy i) @ligall2.8.2
tdadn (laylyie cligSa sae (e L) cifi) Al 06y

OlaY) hall dass Jie) Al (e bl pan oo Agpe: Jladiad) Sgaly B¢l -1
[16] [15](Alyest lal

Glaie ) 8aY) (o @bl Jis i S SG ZigBee « Wi-Fiie: Jlaiy) clud .2
1.32 [Aallad)

o Anlaaall Gacpal) b aladialy cliball ddat 2 ua: Guiadlly dalled) claia 3
(Edge Computing) [17].4.8,kll duusal)

o Joeanll Slcall o Y Lgartiny ) £l dgals)) Jia cilasilly cilindatl) .4
[33]. culibad) (e 550

Applications
Any
Connectivity
Devices / —/_) %: Data Push i II

a—~ NS,

\“/ P ((( )

()

[40] #Lt1 ) LinslgiSs il ey (4) S
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poladl) iy & jlenall 400 2.8.3
[17]:15] oty cilads DN L) iy dylenall il Chragi 2 Lo sale

pent A ASH) Chadinaly lednad) 5gal Jeiiy (Perception Layer): &3y dad .1
Ll
e degiia Jlad) CNsSgig 5 alaiinly bl J& s (Network Layer): d<uil) dida .2
MQTT. JIPv6
el e Sledl) padinall clerdll wais o cus (Application Layer): (gulail) 4k .3
2 e aSaill

NI E X"

[39] L) i) cilada ilisSa sy (5) J<al
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s elud¥) e Jlall eNSsig g 2.8.4

rdaalall dduhal) N eSsig 0 2.8.4.1
,[16]:15] 3lsally a8l daidia S (paim A€A 552! o)) Aolall Zaskall iS5y ardiud

(Zigbee): ;o
pada ¢ [EEE 802.15.4 jlias o aainy d8lal) (abiia SLY Sd JoSoig 0 a
Gl Wle aleay Los midie Uk JB8 Joea Sadiy +eLaY) i) sl Loagad
(el Sleli Jia) St J<h Bia by Jlal e i
sy Al dBgise (e 2 e « (Mesh Networks)dsilida cilSud (68 ey LS
il
, [32]-16] wljladl e saciaall 53ga¥ls L8N Jiliall dial b aaly (S a2dd

: Bluetooth Low Energy (BLE) ; Z-Wave .
Glapki & oy JSo aadiedg (A8l duaidie YKo 5 35S A Zighee aa oljuds
, [331.16] ol DU AL sygat)s S I3l

tASudl) ARl N sSsig 0 2.8.4.2
17], [15] coiy) e clislally 55623 ¢ Jai) Ll A8 Gk CNsSsig 0 s
MQTT (Message Queuing Telemetry Transport): .1
« (Publish/Subscribe)dl i/ il zisai Ao 236 Oigll Candd Jo<gign chuagl o
.JJ!}AS\ EQJJA.A 5)6;% eA.AAA
:QVM ‘ .
coaledtll L300 Jlaal TCP (358 Jory o
oyl aylasy) pel o
Jilyll 8y)sY (Broker) Jaswg Je aainy o
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(QOS).4eaall sagat ddline Cligin sy o
WU TLS/SSL dada ) #lissg ¢ il il aeny Vi qugaal)
[32,16] LS dely 30 ASall Jhlaadl cams e Al cilaladiuy)

CoAP (Constrained Application Protocol): .2

c)lsall Bag3na 52l aasas ¢ UDP g Jany Jasse JsSsig it uasl)
& juaal)
HTTP.J «.lis (Request/Response) dilaiul/clh ~3ga Ao adiny o
TCP.o &jlae Ccaes o
leiin) gigal cilily 8 @iyl (Observing) ) dvald acy o
M\ ?GJSDTLS@mJuSAg o
Agdlia) At U 230 Les (Bgisall e UDP e adiast qygaad)
(WSN) [15], [17]. jlaciiasy) 5gay LSO lKudll A 5eliay) Aokl cilaladiay)

AMQP (Advanced Message Queuing Protocol): .

LUl dacdy de el Aba aada (Jiluyl) Jalal adbie JoSsig pr Cuasl)
1) aad)
Adle 484150 20 TCP 368 Jeny o
olaia/llally el il Jie saaie Juadl balail aeny o
.l 8 oSanlly (Routing) (S aasgil) Jie cilise a3ty o
TLS/SSL. sl jaiill sety o
23 ))sall Bagana B)ead Caulia y2 131 (COAP s MQTT (e J&i: cagaall
[33], [16] bl cladailly ¢ jaadl dadail ¢dud yeaall dadaiyl: culaladioy)
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:e@.'\:\,i 4.:.:1)1.44 ‘\JJL&A

Jhadd) MQTT CoAP AMQP
Juai¥) gigai | lpdl/ s Alaial/oll | s/l + @lpalf ya
JeSsisudl TCP UDP TCP
Qs 2l 1A Caukd Gt s
aadl) TLSz liny DTLS e TLS e
pladiuy) Sa3/a 80T | dslall 53505k Bgal enterpriseioil

Al Al S350 (o AD)lke gy (7) s

:JQ:\'AY‘ uailé

(Broker). (s s ae (3550 castd Juail ) zbad Laxie 10T 3 LtV IMQTT
(AL laleal) i) 132 53505al) 3)lsall 3 5g250 iV ICOAP
(Band) asa) i) Ale Adgises (e A S 2 lad ) saked) AalaBU LadVIAMQP

:8igaY) B N Seigp 2.8.4.1
« (Configuration) ysSall cibilee Jagaat) £lusY) i) il 3 83ga¥) 53 CNVSgig 1 aadicd

Oe iialy ca2h Ge 5ga) Blals « (Firmware Updates)cibaa il Guaas ¢ (Monitoring)as) i
[33.16] ([15] anall Al A 571y el Ailpeal) (Sl Appsall yualial
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LwM2M (Lightweight M2M) (J s<gi9 1.

Jie Dlgal) 53gane oLaY) i) gal HlaY Liasad aada (sl caid JsS5ig i Chuagh o
S 83¢aY g ol yrianall
: Open Mobile Alliance (OMA). jshall
dand) AT .
&35 ju aleny Lee UDP 353C0AP JiS5i5 5 e adiny o
JlaN) eiDTLS ey o
tC)isaall o
(i Cuaat (o) Hlgad) Bls 853 8 o
(FOTA). 223 (e 4l galpll Cuaas o
(Telemetry).d8)plly (uball bl xes o
.3a44 (Object/Resource Model) 3)sa zigai Ao Miny o
tgadl .
UDP). Ao haié adiay (Ll TCP s ¥ o
TR-069.+ &3)lae 5,08l dpclial) cilind) b hlawl B o
tlaladiuN) .
(Smart Meters).4<M) clalaall o
SN Ae)y ) seal o
LoRaWAN [16], [32].  NB-loT JuLPWAN s .

TR-069 (Technical Report 069) JsSsig 2.

«leasall ¢ (Routers)amsill igal (i (CPE) Juall i¢al 5)3Y JsSsigy chuagl) o
VoIP. gy
: Broadband Forum (BBF). jghall .
rdaad) AT
TCP.aaiulHTTPHTTPS G Jaxy o
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Olgally addll oy Juaiy) SRPC (Remote Procedure Call) e adiey o
() isaall o

(Auto—Configuration). J¥) ue&ill aes o

(Firmware Updates).aslill malpll Cussd jhg o

(Remote Diagnostics). ) (e (adddll scn o

coUall dawlg YLt GlKudl Culia o

c3))gall Bagana Bl calia ju2 g LWM2M (e J&1 o

0T, il s slisns (ans (8 5eliS il dlasy Laa TCPHTTP Ll adiey o
ralaladlia) .

(ISP Routers).cu i) daxd (5393a] aaagill 5gal 5l o

FTTH (Fiber-to-the-Home). s¢al o

VolIP [15], [33].45sall ¥ L) cllgy o

55¢aY) 53 cNWeSgign Cm Ole Jy

JsS gl o shaall| JRH J e85t i jaaall gl CilaladiuN)
TCP acy ¥
¢ FOTA?Q.\_.g TS IT-EN ¢ASAl) Ccalalaaldl
UDP/CoAP + . ¢ Czal yd)
LwM2M || OMA sy sl 5y 53l iely3 (LPWAN
DTLS dgana il
Telemetry <yl
«:'_\3.3;3 c‘z,’JN\ U;’JS:' ) L
TOPHTTP(S) | o ctmay | 2= | ¢ 18Pz
0 e 3 Calyy
TR-069 | BBF - T >3
+ RPC cauilia ¢ JUac VolP (FTTH
Jyleal) Bagana
Gl Sl || 7 bl 325

B¢y 3 CYsSsign Gn Alie g (8) sl
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TJsS5ign IS padiud e

:)3LwM2M
Baia 8513 (Aiaiiie dojlay 3jlgall BagasaloT sjgal cll

COAPJUDP. _lo (x) cisdd JsSsigp L £l
8ol Jlgad) Bl 593 Bl acs i

:3TR-069
claase ccilig)y ISP cilSud Bigal ae Jalam
HTTP/TCP. e ddle ddgisa ) ~las

Al cilpaailly AV cesil e a5
s eldl) cm) ciliuks 2.8.5
: (Smart Cities)4.sill o1l 2.8.5.1
CIuilly A Biea) Canlagi o s ol i) Bakh <V lae 5y aal AW gl (<
Lpnthyl) it L L Aal iy Slall B3ga (el ALeaial

3,505l IS 8ol (puuants A8l Dlgial (i b aalus: A8Ual) clalasy ASH) adalodl]
(Atzori et al., 2010).16], [15]

eVl dulid oKl 3Sha Ldanyg Gylall i) Aokl jie: ASM) ) gpall ASa Bl

W) Gty D) wi5 o Jexit LSH) golpdd) 1) Akl .

AeDlal vie )l Jugi Alaie Sligla A (gt A8 @bl 512

caghll Cligia saiilly cliglall (ulidl Ay Glula ol elggd) Baga ddl o
: (Healthcare)iaal 4:lc )l 2.8.5.2

Lo skt 4 Caeale Cus L) cumi) il (e 5ol Y1 cileUadl) (o disaall Zle)l) 2

o1




Jaiiag Qllll s Jare Ll A3 cile ) (e (Wearables): o)aid ALY 5gaY)
2l

b (<8 Ll cdayall Vs Aalia (pa £l & 3 (o Lulal) L)al)

caleall delsa (anall K Al el Cilge et ASM) A By

, [33.16] tylshall dadaly bl a3y 53 10T ansies ) AW Clbiddiual)

: (Industry 4.0)dsluall 2.8.5.3

Yl aieatl) Akl (e Galadd 1250 £l i) mual cdadyl) dus laall 8680 ) Joaill ae
rlidill )y e

i)y A8l 481l Hledicd Bigal o LSH) ailiadl) adied ua: Clanall 43l dlual)
(Lee et al., 2015).JdacY) e Sl

clatially alal) slpd) A als Al e Jiads ASA) a8 A §5)4)

Aoyl ead¥) e Alaie oSan dalail yie: dpslial) cilileall 45140 4.8)5al)

[17.15] A Y Al po Jsles ISty Jaxs Sl Aluatal) ciligag )

: (Smart Agriculture)isil ac), 31 2.8.5.4

:PDIA (s (Precision Agriculture) dadal de))3l ek LLaY) e ) el i

Aol dushy e 3l GRE (o)l NV aes Java Al AU (g daasd

bl Giligiiay Sl (bl Glulus et Jualaally 4l 48]
Ll daia dlal ledial Beal aladials ASM) Aldl) A

[32] «[16] Silasis)h IS 5y daghlly shall das plan Al 4 clidal
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:(10T) Ll duigh Jlas b dardical) cluiis) 2.8.6

Dbl aag (10T). el i) dadasl el 5ol Gl 3 Lygme Tys0 £l gl Clgaill Canls

A8l Aalid (3aail Uyg um 10T iliaie g cilagatil) 238 zad zracay A cliil] yaicudl)

(Atzori et al., 2010 [15]; Al-Fugaha et al., 2015 [17]; Wu et al., dlsiall 48454l
tsk Lo 10T Aadail 8 deaioadl) 4505680 cliugatl) aal (1052020 [20]).

: (Smart Circuit Breakers)4.si) 4.l <) adalsit) 2.8.6.1

Jranill (e daalill el piah G ¢ 0T 8 dilaall clig€e aal (ha £35S plalsall 2
14 §19Y) Jading (Al-Fuqaha et al., 2015 [17]). sl yuad i 23150

(Al=5250 Sl (he 3LyeSH sl dles e Joxs (MCBS): Ssuaal) ahlsdl) o
Fugaha et al., 2015 [17]).

Al Gaaly Syl Grall Jhlis (ge Jlis (RCCBS[GFCI): ) cupwdl) plalgd
(Kodali & Sarjerao, 2016 [18]). (pmeaiicdll

Cilate §f Cilgll Gt e (e aSaly A8l it Aavall AL AN pllgll
Amazon Alexa (Zanella et al., 2014 [19]). s Google Home (wloT

: (Smart Switches & Relays)4d.si) cldl g asadl) iilia 2.8.6.2

dasia Jual CYsSsi0 30 e AilseSl) Bga) 8 oSanl dna) dadil 8 ASH) DL i
Hglauds 5 esZigbee (Wu et al., 2020 [20]). s MQTT i

(Wu et al., 2020 [20]; Silva et al., 2018 [26]). Sl ol £SH 5LY1 5] o
(Wu et al., sl el Jilisg dal)ll sl s e Ll CouSall dadail Juds o
2020 [20]; Silva et al., 2018 [26]).

: (Energy Monitoring Devices)dilkll 4.8 5¢af 2.8.6.3
sl Bl (peanty A8l eDhgind a3 Lage g0 B Al Bgal canls
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O padiuiy adll gl & AUl Dlgind Luis (Smart Meters): 4Si) cislall o
(Farhangi, 2010 [21]; Vermesan & Friess, 2011 [23]). 3,53 cil<usl)

all [oT daka & C_Am (Voltage & Current Sensors): jlilly agall ladiu Bgal o
(Jia et al., 2019 [22]; Silva et al., 2018 _ilyeS oY1 Jilasy Aldiaal) JUacYl
[26]).

: (Smart Distribution Boards)is<i ilg<l aujsil) dakiil 2.8.6.4

Al Jlea¥) wsi cpauenil (Cloud) dulaadly Alsia 2,83 ajsh cilasl e A€ laal) adies
(Vermesan & Friess, 2011 [23]; Silva et al., Jwiall 5. (o 2jg d8Uall 238 (0 Yoy Las
2018 [26]).

: (Surge Protectors)aul ¢! cibilaall 2.8.6.5

Al pe 10T Al 8 dardicual) Aol dig 5SIY) 830aY) Llen o £l el Cbileal) Jass
(Parikh & Parikh, 2015 [24]; Al-&islell 450560 cllil) of doae )l Caalsall ge galill
Fugaha et al., 2015 [17]).
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Aaat) dailayg<l AaiY) A A8)jally asatl) dakis) 2.8.7

:danda2.8.7.1

e ot G cCunall panll b Lo Duaie 45050SH dadail) b G)ally oSail) dalaif aa
2’ 283 Aalail ) ASbd) Dlaagilly Bigal) (e daaly A o iy OIS (1) galinll Sl
(Al) (Russell & Norvig, 2021 elidaa¥) ¢S5 cdladall cilibul) AL 53] e
cdiplail) 28l e laaldicly 480 Sl SIKA) wiad a5 aag[11]; Atzori et al., 2010 [15]).
(Lee et al., Ldlully Yy sl il Aalall 52US jlacal Zuaal ST Aadail) 22 o
2015 [16]).

GlGAL sCallly jainally ¥ dandil) laca ) lisgs GlilalKie (jlidee Laa 48] jally aSal
g I (Al 53ga) Gn pand Byshiie alii o Cilleall s3a adiady (4L yeS el
(Smith et al., 2020 [7]; Silva et al., dalall xic Gl abiaaty aUsil) e)al 48]yl Ciliaayllg
2018 [26]).

4l g AB)yally o) dadiif culis<a 2.8.7.2

(Monitoring Systems)a.djyall daki .|

tdedig alaill elal Julatl edll cgll 8 cilill) pans o5

(Jia et al., &l gl days caagill ¢ HLall cagall Luld (Sensors): jladiuy) Sgal .
2019 [22]).

Voltage Measurement Units. Jia: (wbidll 5gal

z=>! (SCADA - Supervisory Control and Data Acquisition): d8)yal) clals .
(Wu et al., 2020 [20]). a)e s bl

s aaail dadal) Uil Jidas (Big Data Analytics): clbul) Juas dalail
(Russell & Norvig, 2021 [11]; Lee et al., 2015 [16]). dbasall Ll
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(Control Systems)asail) dakail .

t ety (damanat Culelya) 2% A pal) dadail (e clild) al

(PLC). 45l ALaY dyikaial) cilaSaiiall

(VFD - Variable Frequency Drives).ciSaall b aatl) dalis]

Circuit Breakers (Al-Fugaha et al., 2015 [17]; 5 Relays Ji: dilead) dakiif
Kodali & Sarjerao, 2016 [18]).

(Russell & Norvig, diuasll G\l ¢ sluall oSaall ¢ PID Controlfia: (<Al agadl)
2021 [11]; Zhang et al., 2021 [12]).

1 duiloyg <l Aty B asal) Aaliif ¢l 2.8.7.3

(Manual Control)gsasll asal) .

LR A gkl Jrdall Ll ey
(Russell & Norvig, (g)lshll ci¥ls 8 o Lbalia) 43S ) Aasad) Ladail) b aodiy o
2021 [11])-

(Automatic Control) ¥} asail) .

(WU et dima didids il slsd s algal) 2800 Gne e yie ithie ClaSalie o diny o
al., 2020 [20])-

(Intelligent Control) Sy) asail) .z
dayl (el Bgals lalua e GleSaiall Jayg Lgaag Gy Baaae Calaal (385 zajaal) oS3l o

(Russell & Norvig, 2021 [11]; Zhang et clelay) dasiy lgiallaay dssllaall el al
al., 2021 [12]).
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: (Wireless Communication Protocols): Sl Jlaiy) «lissi 2.8.7.4

1Al (A8l gl () S Jone Al e ading daslial) dsill s

-

daa) il |l Jara Sl aladily)
Wi-Fi (IEEE o (e Ksall SCADA ¢ spaally 4] pal) dakail
~100m i
802.11ac/ax) Gbps)1 (Wu et al., 2020 [20])<land) 3
Bluetooth Low atiie ey Jie cdujdll ledawy) gigal
~50m )
Energy (BLE 5.0+) Mbps)1( (Atzori et al., 2010 [15])aukl
(Gl ) i) sgal @il
Zigbee (IEEE Uaddia i
~100m (Al-Fugaha et al., 2015 (el
802.15.4) kbps)250(
[17))
s Gmbiie | iUl Dlgind Jie cadh oo Al
LoRaWAN 5-15km
kbps)S0( | (Vermesan & Friess, 2011 [23])
3) aly Cilamall ai Jia daelieall Gl
NB-loT akaie
(Asla (Farhangi, 2010 [21])
s e b aSatl) ccligg )l (LKA ailiadll
5G Private Networks | ~500m . o - <
Gbps+)1( | (Lee etal., 2015 [16]) Jxall sl

AL Y L) Sl (e 4jlie peasy(9) Jsaadl
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tdaalal) 4SH) aganlly 48]l dakai) 2.8.7.5

SCADALLS .

(Wu et al., 2020 [20]). 22} e aSailly e liall A8l 8 ariiis o
G/5G.4 Ky (LoRa « Wi-Fielail acxi o
Siemens SIMATIC WinCC. «: Ignition SCADA4L]

(loT) s liall pLudl) cim) dakiif .o

loT (Atzori et al., 2010 [15]; Silva et al., Lilaw + ASLY Hledind Sgal o adiad o
2018 [26]).
Google Cloud loT. «Microsoft Azure IoT «: AWS loT Core s cillaia

(BMS)dstl) bl 8y)y) daltif .z

D) (ilpualSl) LY dalail ()Y ¢ HVACLE) ! ailiaally cbiifisall b aodid o
(Teicholz, 2013 [8]; Becerik—Gerber et al., 2012 [28]). (s
Honeywell EBI. «: Siemens Desigoili]

tol ) Cat! dadiia iliisi 2.8.7.6

(Edge Computing)ddhall duugall .|

(Latency). J&y) () Jalail Blae bl dallas o
(Lee et al., 2015 [16]). Loelicall tligag Il Sia Jndll sl 8 oSanl) 3 aba o

(3 Jalailly (o likauaY) olSH) oo

(Predictive Maintenance) (IEEE, 2023 [14]). s (3 e e sl
(Russell & Norvig, 2021 [11]). ¥ abeill cilsa) s alasiuls dalall eDlgiad (pua o
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oL (Blockchain) ¢uds el .z

(Russell & duluall ailiadlly bl 6 age ccaeDll (o ddhall Glily cpali o
Norvig, 2021 [11]; Atzori et al., 2010 [15]).

1)y At claatl) 2.8.7.7

(DD0S). 202!l (10 plajall Gilaaa o

clll) Fuagead 310 o

L) NS5 b el Bl o

(Al-Fugaha et al., 2015 [17]).5¢a disladll claas o

4 cilaat2

(Interoperability) (Wu et al., 2020 [20]). 2l Jusdall LL6E JSUie o
Baganall 8Ll i3 Bgal) b A8l 5y .

(Big Data) (Russell & Norvig, 2021 [11]).clblull (he dilgll Ll dallae o
(Lee et al., 2015 [16]). a3l Al lasdail) 8 (abdiad) Jgeagl (1a) o

daldial) cilgasil 2.8.7.8

Aayiae e il @lilull dalles (Edge Computing): déhall dugall .1

Pl ) ae e lilaal) SN L zad (AIOT): oLl i)y o Ulual) c1SY) .2
(Russell & Norvig, 2021 [11]; Atzori et al., 2010 [15]).

Alaly Satl 8 4adl) dugal) il (Quantum 10T): o<l oLudl) ey .3

L saal) Gl Ayl Llle landatl L) (e wd@l) Joadl: s L) G166 6 a4
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(Farhangi, 2010 (sl ol Jladl) 3 il (Bio—10T): gauall Ll cij) .5
[21]; Silva et al., 2018 [26]).

Gl cidamal)l By Lagl il e gludy) Jelis il & duc s Al pladl) i) J<an dadd
Oeelall Qo) i€ty bl Lanssall (ol (S il sk aas - Unnljiag LSS Uiy Lallas
cole Wl it b eyl Joaill (gyaal) dganll macad bl 8 elud) ) e ekl
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: (BIM) ¢ L) ilaglaa dalaly ;\...s."l.a)gﬁ\ durigl) A slhaY (1K) 2.9

« (Artificial Intelligence — Al) elilaa¥) ¢S Jlas 3 dsise ye Byl Jlall daell sgiy
S aaliy of adgiall (g Al dacliall 8)5ily el Joaill S yaa bl aaf el (g3

ST aal alang Lae <2030 ale Jslay allad) slai@Y) & Ve (0abis 15.7 )l ey e lihaaY)
(McKinsey & Company, 2022 [10]).&yasll yeasll 8 1,55 el

O ) bl s Gan Apanigh cleliall U Tty Kyae elihal) oS3 ol
ple Jslay e lilaall olSH Jola i A a8 3Lyl dusigh @lSHd e %47 Jiss

2 ¢ (BIM) elidl claslas da3ei 3w 49 (McKinsey & Company, 2022 [10]). 2023
g 5elilly A8a) et DA e ¢38hall Bl elilly aracall Cllee (€5 e lilaaY) (IS
(Cheng et al., 2019 [32]; Chen et al., 2023 [33]). <l

b Slla) olSY) oyt 2.9.1
radls (AAAL) 501 el oS Gpnan Gaen o lihaal) olSH) Cagey

Jia ‘l:a):u <3 Bale ke alga M e 5,08 L3 dadatf ol gy Qgulall ale e958 e g 8
" soadll agally ccylall Aanly (DIChall Jag calailly ¢ uad) )ay)

radl o e lha¥) olSH Canped (S puigh) Bladl i

o Capaill (granll ALY Jie cgydall (SN Bale i Al algall el e 58 Luguls olad
" (Russell & Norvig, 2021 [11]).clalll ¢y daa jilly ccublyall dasl calasl)
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p Skl oSl doandy) alaiaill 2.9.2

e oyl Jia caase Jlaa (s Laaiia s (Narrow Al): guall el cl€Y) ]
AL gl o gl
2 Gin ol Qll Milea Sl 31S0 el Lakail (General Al): alal) o lhuay) slSi) .2

Dty (Y aall s A ()l oISH) (355 daluil (Super Al): @il e Uhal) ¢1SY) .3

: olibaaY) oS8 B Ll by 2.9.3
: (Machine Learning)gfx'\ abil) 2.9.3.1

aiailly jlaaty) Glw)lss Jie (Supervised Learning): Giydy) cald aladll .

Ayl AlSall Jidatg aeaill Jis (Unsupervised Learning): cijdiall jse aladll

Wadlly duyaill DA e alets dalai] (Reinforcement Learning): jjaal) aleill
(Russell & Norvig, 2021 [11]; Zhang et al., 2021 [12]).

: (Deep Neural Networks)iiwal) duanl) il 2.9.3.2

 seall dalleal (CNNS): Laaddal dusanl) cilSdd) o

el Jedad) dallaal (RNNS): 858000 Losnanl cilSasl)
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p aluSilly claal) Revit bty (1

Ji<i (Equipment Database) ukill & claadl dalal) clilll 52 @ O bl (Say o
S Al Gl cdaagall cpoil) cBanall a1 fis Cilaglas Ao (g5t Cua Revit. clily
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AR le A saeed) o (i Jan IS8 8 lanal) lily (68 o aag @
Equipment ID, Equipment Name, Equipment Type, Equipment Model,
Installation Date, Last Maintenance, Technical Specifications.

vl balg ol 'Load Equipment Database' ) DA (e clll) o3a Juead (S @
"Generate Equipment Database". 3l

# TIA Portal Failure Analyzer - x

Failure Analysis Data Generator Equipment Database

Load Equipment Database| (Generate Equipment Databasel | Link Failures to Equipment |  Save Equipment DB

Equipment Database

D MName Type Model Installation Date Last Maintenance Technical Specs )
EQ1000 Motor 1 - TECO Motor TECO MAXe3 2024-01-27 2024-03-26 Power: 2.2 kW, Voltage: 480 V, Spet
EQ1001 Motor 2 - Baldor Motor Baldor EM3767T 2021-05-29 2021-03-14 Power: 3.7 kW, Voltage: 600 V, Spex
EQ1002 Motor 3 - Siemens Motor Siemens 1LAT 2022-12-17 2023-06-11 Power: 15 kW, Voltage: 600 V, Spee
EQ1003 Motor 4 - WEG Motor WEG W22 2020-11-22 2021-01-05 Power: 7.5 kW, Voltage: 415V, Spe«
EQ1004 Metor 5 - ABB Metor ABB M3AA 2021-12-15 2022-03-31 Power: 0.75 kW, Voltage: 600V, Spe
EQ1005 Motor 6 - Baldor Motor Baldor EM3767T 2020-11-21 2021-04-09 Power: 15 kW, Voltage: 415V, Spee
EQ1006 Moator 7 - Balder Metor Baldor EM3767T 2021-01-16 2021-10-24 Power: 2.2 kW, Voltage: 480 V, Spet
EQ1007 Motor 8 - Baldor Motor Baldor EM3767T 2022-02-13 2022-06-16 Power: 15 kW, Voltage: 480V, Spee
EQ1008 Motor 9 - Baldor Motor Baldor EM3767T 2021-04-08 2021-08-13 Power: 13 kW, Voltage: 600 V, Spee
EQ1009 Motor 10 - TECO Motor TECO MAXe3 2023-11-19 2024-07-06 Power: 1.5 kW, Voltage: 480 V, Spet
EQ1010 Drive 1 - Danfoss Drive Danfoss VLT 2022-03-15 2022-08-13 Power: 22 kW, Input: 440V, Outpui
EQ1on Drive 2 - ABB Drive ABB ACS280 2021-10-15 2022-01-09 Power: 5.5 kW, Input: 220 V, Outpu
EQ1012 Drive 3 - ABB Drive ABB ACS5280 2023-06-07 2023-11-16 Power: 0.75 kW, Input: 320V, Outp
EQI013 Drive 4 - Danfoss Drive Danfoss VLT 2024-02-09 2024-11-02 : 380V, Outpul
EQ1014 Drive 5 - ABB Drive ABB ACS5280 2024-01-12 2024-06-10 0V, Outpui
EQI015 Drive 6 - Allen-Bradley Drive Allen-Bradley PowerFlex 2022-01-27 2022-08-23 3 kW, Input: 480 V, Outpu
EQ1016 Drive 7 - Allen-Bradley Drive Allen-Bradley PowerFlex 2022-06-16 2022-10-27 1 30 KW, Input: 480 V, Output
EQ1017 Drive & - ABB Drive ABE ACS280 2021-07-18 2021-03-13 3 kW, Input: 600 V, Outpu
EQ1018 Drive ¢ - ABB Drive ABB ACS880 2024-06-23 2025-03-16 1 kW, Input: 440V, Output
EQ1019 Drive 10 - Danfoss Drive Danfoss VLT 2020-12-15 2021-08-27 2 kW, Input: 440V, Output
EQ1020 Temperature Sensor 1 - Wika Temperature Sensor Wika TR10 2022-05-19 2022-06-20 Range: -40 to 271°C, Accuracy: =0,
EQ1021 Temperature Sensor 2 - Endress+H Temperature Sensor Endress+Hauser TMT162 2021-11-19 2022-03-28 Range: -37 to 181°C, Accuracy: 0,
EQI022 Temperature Sensor 3 - ABB Temperature Sensor ABB TSP100 2023-01-15 2023-03-16 98to 129°C, Accuracy: 0.
EQ1023 Temperature Sensor 4 - Siemens  Temperature Sensor Siemens QAE2164.010 2024-06-01 2024-12-26 2 -75t0 153°C, Accuracy: £1,
EQI024 Temperature Senser 5 - Endress+H Temperature Sensor Endress+Hauser TMT162 2021-12-03 2022-02-14 90to 211°C, Accuracy: +1
EQ1025 Temperature Sensor 6 - Wika Temperature Sensor Wika TR10 2021-02-28 2021-08-10 98t0 129°C, Accuracy: =0,
EQ1026 Temperature Sensor 7 - ABB Temperature Sensor ABB TSP100 2022-10-08 2023-07-21 Range: -73to 133°C, Accuracy: =1,
EQ1027 Temperature Sensor 8 - Endress+H Temperature Sensor Endress+Hauser TMT162 2023-04-11 2023-06-23 Range: -32 to 208°C, Accuracy: =0,
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:a)aiYly JUaeY) TIA Portal iy (2
Chlay) Sl Gukall 8 bl gl lheas 2y ) (Failure Data) Juacy) bl i o
TIA Portal.
Mo g oyl (sSal cBadll (Uadll 35S i e Cilagles o (ggins @
: Error Code, Severity, sxe¥) e gy Joan J<& & JacYl clily osSs o oy @
2 cCaagll (gl Jie ()il saeef diles) (Sasy Component, Date

# TAPortal Failure Analyzer - x

Failure Analysis Data Generator Equipment Database

Generate Save Data

Data Preview (First 50 Records)

Error Code Severity Date Component Equipment al
E0D1 High 2023-01-01 Temperature Sensor Temperature Sensor 1 - Wika
E006 Medium 2023-01-01 Panel Not linked
E0DE Low 2023-01-01 Level Sensor Level Sensor 9 - Emersen
E0D2 Low 2023-01-01 Temperature Sensor Temperature Sensor 2 - Endress+Hauser
E0D2 High 2023-01-02 Level Sensor Level Sensor 8 - Vega
E002 Medium 2023-01-01 Panel Not linked
E003 Medium 2023-01-02 Drive Drive 8 - ABB
E0DG Medium 2023-01-02 Drive Drive 8 - ABB
E0D1 Low 2023-01-01 Temperature Sensor Temnperature Sensor 5 - Endress+Hauser
E010 Low 2023-01-01 Breaker Not linked
E006 Low 2023-01-01 Cable Not linked
E0DE High 2023-01-01 Level Sensor Level Sensor 10 - Endress+Hauser
E010 High 2023-01-01 Transformer Not linked
E0D3 High 2023-01-01 Temperature Sensor Temperature Sensor 9 - Siemens
E002 Low 2023-01-01 Breaker Not linked
E0D8 High 2023-01-02 Breaker Not linked
E0D2 Medium 2023-01-02 Transformer Mot linked
E0D2 Medium 2023-01-01 Motor Motor 8 - Baldor
E001 Low 2023-01-02 Power Supply Power Supply 7 - PULS
E0D1 Medium 2023-01-02 Temperature Sensor Temnperature Sensor 9 - Siemens
E0D2 Medium 2023-01-02 Drive Drive 7 - Allen-Bradley
E0D3 Low 2023-01-02 Cable Not linked
E0D1 Medium 2023-01-01 Panel Not linked
E001 High 2023-01-02 Motor Motor 10 - TECO
E0D6 Medium 2023-01-02 Drive Drive 7 - Allen-Bradley
E0D2 High 2023-01-02 Temperature Sensor Temperature Sensor 7 - ABB
E0D2 Medium 2023-01-01 Motor Motaer 5 - ABB
E0D3 Medium 2023-01-01 Cabl Mot linked
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Failure Analysis Data Generator Equipment Database

Load Equipment Database| | Generate Equipment Database | Link Failures to Equipment | | Save Equipment DB

Equipment Database

D Name Type Model Installation Date Last Maintenance Technical Specs ~

EQI000 Motor1- TECO Mator TECO MAXe3 2024-01-27 2004-03-26 Power: 2.2 kW, Voltage: 480 V, Spes
EQI001 Motor 2 - Baldor Motor Baldor EM3767T 2021-05-29 2021-09-14 Power: 3.7 KW, Voltage: 600V, Spet
EQI002 Motor 3 - Siemens Mator Siemens 1LAT 2022-12-17 2023-06-11 Power: 15 kW, Voltage: 600V, Spee
EQI003 Motor 4 - WEG Motor WEG W22 2020-11-22 2021-01-05 27,5 kW, Voltage: 415 V. Sper
EQI004 Motor 5 - ABE Mator ABB M3AA 2021-12-15 2022-03-31 KW, Voltage: 600 V, Spe
EQ1005 Motor 6 - Baldor Motor Baldor EM3767T 2020-11-21 2021-04-09 : 15 kW, Voltage: 415V, Spee
EQI006 Motor 7 - Baldor Motor Baldor EM3767T 2021-01-16 2021-10-24 2 W, Voltage: 480V, Spet
EQI007 Motor & - Baldor Mator Baldor EM3767T 2022-02-13 2022-06-16 - 15 KW, Voltage: 430 V, Spee
EQI008 Motor § - Baldor Motor Baldoc EMATETT 2021.04-08 2021-08-15 Power: 15 kW, Voltage: 600V, Spee
EQI009 Motor 10 - TECO Mator 7 Success X g 2004-07-06 5 kW, Voltage: 480 V, Spes
EQID10 Drive 1 - Danfoss Drive 15 2022-08-13 22 KW, Inputs 440V, Qutpul
Q01 Drive 2 - ABB Drive 15 2022-01-09 5 KW, Input: 220 V, Outpu
EQI012 Drive 3 - ABB Drive 0 Failures linked to equipment | g7 2023-11-16 75 kW, Input: 320 V, Outp
EQI013 Drive 4 - Danfoss Drive 2004-11-02 - 11 KWW, Input: 380V, Outpul
EQID14 Drive 5 - ABB Drive 2024-06-10 Power: 15 kW, Input: 440 V, Outpui
EQIDIS Drive 6 - Allen-Bradley Drive 2022-08-23 Power: 7.5 kW, Input: 480 V, Outpu
EQI016 Drive 7 - Allen-Bradley Drive ‘Allen-Bradley PowerFlex 2022°06- 16 2022-10-27 Power: 30 kW, Input: 480V, Output
EQIDT7 Drive & - ABB Drive ABB AC5880 2021-07-18 2021-08-15 Power 7.5 KW, Input; 600 V, Outpu
Q08 Drive 9 - ABB Drive ABB ACS880 2024-06-23 2025-03-16 Power: 11 kW, Input: 440V, Output
EQID19 Drive 10 - Danfoss Drive Danfoss VLT 2020-12-15 2021-06-27 Power: 22 kW, Input: 440V, Qutput
EQ1020 Temperature Sensor 1 - Wika Temperature Sensor Wika TR10 2022-05-19 2022-06-20 Range: -40to 271°C, Accuracy: =0,
Eioz1 Temperature Sensor 2 - Endress+H Temperature Sensor Endress+ Hauser TMTIG2 2021-11-19 2002-03-29 Range: -37to 181°C, Accuracy: =0,
EQI022 Temperature Sensor 3 - ABB Temperature Sensor ABB TSP100 2023-01-15 2023-03-16 Range: -98 to 120°C, Accuracy: =0,
EQ1023 Temperature Senser 4 - Siemens  Temperature Sensor Siemens QAE2164.010 2024-06-01 2024-12-26 Range: -75t0 133°C, Accuracy: +1
EQI024 Temperature Sensor 5 - Endress+H Temperature Sensor Endress+ Hauser TMTIG2 2021-12-03 2022-02-14 Range: -90to 211°C, Accuracy: 1,
EQI025 Temperature Sensor 6 - Wika Temperature Sensor Wika TR10 2021-02-28 2021-09-10 Range: -85 to 129°C, Accuracy: =0,
EQI026 Temperature Sensar 7 - ABB Temperature Sensor ABB TSP100 2022-10-08 2023-07-21 Range: -75to 153°C, Accuracys +1,
EQI027 Temperature Sensor & - Endress+H Temperature Sensor Endress-- Hauser TMTI62 2023-08-11 2023-06-23 -52t0 208°C, Accuracy: =0,
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Failure Analysis Data Generator Equipment Database

Load Report Export Results
Search:
Analysis Results
Error Code Count Severity Component Equipment Suggested Solution
E006 11 High Motor Motor 7 - Baldor Check motor power supply (Urgent))
E0D1 106 High Temperature Sensor Temperature Sensor 7 - ABE Check main power and reset breakers (U
E002 84 High Cable Not linked Install voltage regulator (Urgent)
E0D3 43 Medium Level Sensor Level Sensor 2 - Endress+Hauser Balance loads across phases (Priority)
E010 35 High Motor Motor 2 - Baldor Repair power supply unit (Urgent!)
E005 7 High Level Sensor Level Sensor 6 - Emerson Reboot o replace control unit (Urgent])
E008 2% Low Drive Drive 3 - ABB Reset protection settings
E00S 25 Low Motor Motor 2 - Baldor Tighten or replace cables
E007 2 Low Drive Drive5 - ABB Reduce load or improve cooling
E004 21 Medium Drive Drive 7 - Allen-Bradley Inspect for electrical leaks (Priority)
Visual Analysis
Top 10 Error Codes Failure Severity
ITr
106
100 4 High
84
80 21.8%
E 60 | Medium 46.6%
2
v 43
40 A 35 31.6%
27 26 25
22 21
20 Low
0
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Maintenance'2022
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