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Abstract

This paper presents a dynamic honeypot framework designed to overcome the limitations of
static honeypots by automatically aitering the honeypot’s network identity, including MAC
address, IP address, hostname, and cryptographic keys-to evade attacker detection. The
proposed system integrates open-source tools such as Snort for intrusion detection,
OpenCanary for honeypot emulation, Vector for log forwarding, and the Elastic Stack for real-
time analysis and visualization, Operating as a closed-loop system, the framework adapts based
on threat intelligence inputs. Evaluation results demonstrate a 23%% increasein mean time-to-
detection and a 50% reduction in false positives compared to static honeypots. This research
offers a scalable, cost-effective, and open-source solution for proactive network defense,
advancing the state of adaptive deception techniques,
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ABSTRACT

Static-address honeypots face a recurring challenge in cybersecurity
environments: they are often detected by attackers within a short time frame,
rendering them ineffective for sustained monitoring and threat analysis. This
study addresses that limitation by proposing a dynamic strategy to
periodically or conditionally change the honeypot’s network address without
altering its internal structure or compromising system integrity.

The project implements a smart redirection mechanism that reshapes the
honeypot’s perceived location, reducing its detectability and extending its
operational lifespan. Alerts generated by the honeypot are analyzed using
Snort, transformed via Vector into a structured format, and integrated with
Elasticsearch for contextual and behavioral visualization.

The implementation was carried out in a semi-production environment, with
each stage validated through independent testing units to ensure reliability and
scalability. Results demonstrate that dynamic address switching significantly
enhances the honeypot’s stealth capabilities, improves alert accuracy, and
strengthens overall situational awareness.

This study presents a practical model applicable in institutional settings,
offering a flexible reactivation mechanism for static honeypots. It contributes
to the research landscape by advancing strategic monitoring and control
methodologies and opens new avenues for developing adaptive security
solutions in response to evolving cyber threats.
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Al Leadia Al AdailVly cadsall sigal Gy 4 Lo cJaall Bgaly dacs)l
PN
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conlagal) G liladlg ileglaad) Jalil dua) 4in Zolalal) AKE) jig v
b leadlly bl sl Jie A3 gl ) Jgensl) i v/
S Jsmsll i€y Cum A o3 e dojln ol 2elg Guln 5 v
Ao ASl oda Jaby HIY) Dles L (Sly (gAY Gl pues
2l Jlasll @lalae) ) Jgeasll
:(DMZ) dgiaal) 4il) 2-2-1-2
A<al o davwg dihia (Demilitarized Zone) dlgjedl 4<al Jici :caasll ®
searsll dmymal) ilaridl e ASull ok (ggind Cam oY) Aty Al
35 A sl alsig gl adlsa e e Y1 o
1ol e
OSa s (Ol e lal G g e Al A< JesV
Salall Jgeagh (s0 daladl clarall ) Jseash Cpuaall Cpeddiceal
Al A )
AGE ) Jyal) ei€e dun A o3 o saane gl 2l Gubs v/
Al Al ) Jaaasll LeiSar Y (ST () dalall
((WAN) 4l ASuil) 3-2-1-2
sla Litad .yl A<s (Wide Area Network) dos il A<al (Ba tchagll o
Al el Fswsgal) Ja s ) Aylsal) o ASu)

J)J\ [ ]

Y e el Slagled) ] Jsaasl) dum il AN s v
I dsashl Aglae Cpanloall (K un (langill Baan 0585 ¢ (Say v
ASual) s3a DA (e Ldalal) 4Sua)
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S dsmasl) LeiSa un Al o2 o dgjla ol 2ol Gald g v
Al Al ) Jgeal i€ Y Sl odaih Al aall ASusl

: S 8 rmge 5a LS dagial) A0l dalad) Al Chicmsi (S B Lan

Wi MOOUY
1msroT

2 2

Ivou O
KL

ig

Wee Saich
102 0S8 A5 T 28
OW 152 188 01 7N
DS 3836

17192 168,0.50 24
GO 192 168 2 100 24

aw 1 1,00 4
TR 153.768 1901 G4

i i) 4,201 Zlal) 4501 (1) IS

ACa) iad; Ghlie EDB ezl GieY) Hlall 6 desdid) ASA) L (e
D93 cuali dilaie JS .(WAN) Zsjlall 3uilly «(DMZ) algiaal) 3l ((LAN) Zalslal
Auleall Elogladly Glill) Glaad SalSie S i Gam il GLY) G 3 Uge
Quliy gy dalall plaall ciladilivd Cpend Slosdall (Ko cdil) o3 e P& e
Aihnad) laagill dagall Hllaal)
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:\,.\MJ-J\ Slahyall 2-2
tAsY) Ahal)l 1-2-2
SMASH: SDN-MTD Automated System with Honeypot Al Al ()sic o

Integration

Nicola d’Ambrosioa, Claudio Listaa, Gaetano Perronea, Simon :(sialdl o
Pietro Romanoa

2025 il e

University of Naples Federico 11, Department of Electrical :4slsll disall o
Engineering and Information Technology, Via Claudio 21, Naples,
80125, Naples, Italy

ol (e delall 5 S8l o

(MTD) ehaiall g ol g (SDN) Lisays 3 peal) Gl prans e o) s
cibanil) dgalse Ml Ciagy dus o Ghad) Ga¥) peadl Gkl Slas me g
Gl Ao ading cdallall CadlSilly (goaall (sSll Digria Jra () Sliadll Hdsy ddadyal
Oraalgall Aol o daan Lee ain JS0 gilusShs Slaall adlse puail dSualis
il dgjae il ) Gpealgall ding s ilangll Uil A lgaladnu) ) il
Bye 5l A1 Al sy WS Lasagd) ulld o dad Clagles pan B sl Les aeSsla
s iall gl & d)ally SGED AL e Las (sl ALl

g ) L o

A.LAAS\ 3)\3) dg@_mﬂ SDN e\da.u.u\ v

LsSaaliny JSy il Sl g @8] gall il MTD Liss v
Lebdadp ileagll Glly pas (pusd v/
Bainall 55 50l IS 8 Y] J03e3 v
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Al Al 2-2-2

Dynamic Honeypot Conversion for Enhanced 10T Security :4ulall ol sic o

Daniel Commey, Matilda Nkoom, Sena Hounsinou, Garth :0salll e
.Croshy

2025 ;a4 o
.Metropolitan State University :imlell duusall o
Al Al e dalall 3 S8l @
BHICS aws 1aaa Ll aig (10T) sbdl) cujul gl cibaas dalyll sda bls
dall Jugan ) aUaill Cangy .(Blockchain-enabled Honeypot 10T Conversion System)
o Al adiey RSl gl (ggise e 2l Al Slas ) 10T @l 8 dolad)
A aadiy LS LSRG (<8 Silad) cilalae) sty cilangdll aaatl Aeeall AN ol il
cNVae e i Jlaill o cplanll coyelal g IS A1 Glaal) Jasal uiSsll
Vi s ollail) gy 5l AGAN 8 iiwe ol o leall po (8 Fausiy ial) (3l
10T @l€as Gl Gauentl agall S,
ot LG e
Al dilas ) Golal) el Jysad v/
gl Jalail A1) alas alasial v/
LS sl alasiinly e Galaall Qs v/
S 65 a3 Sl IS0 el (e v
LAAIAY Ayl 3-2-2
Multi-Domain Moving Target Defense for Resilient Al all (lsic o
Security in Power Cyber- Physical Systems: A Review
He Wu :0sialll o
2025 : il 4 o

School of Electric Power, Shenyang Institute of :Aslall diusdl o
Engineering, Shenyang, China
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Al 5l e dalall 3 Sl @
Aasialy elad) cugn) iy 8 085 vlae ehal Guead LS bl 838 (iayaied
Bladly Bia) Slangdl pe CaSs ) Ll Slad) o 5850 2 AN b il
zalal) e A alat il o) i) cupglal L iaal) gl b Cileagll Cuaios Al £a3l)
dladl i WS %96 J deatt Aoty oSSl 48 yua o(Supervised Learning) 4.dlysy)
Jie claad Aalal) sda dalss (lld aag AR @hlaY) Jdig lsall Juadl 3o Laaal
el Ul 8 L) Ligeeay lsall e el callal
dad ) Ll o
AV alad alasinly lyagdll e (Sl aad v
) gall 1) e s AN )Y Qa5 v
Al 5 Al Siladll e 58 0 v
Aoliinall Aalai) (sl Cilua 65 a5 Afinll <l gadll paas v

35



tdand) ddw dae) 1-3
:PfSense Ll jlaali1-1-3
4y -FreeBSD Jadall play ) ey juadl) ~gidag Slae U s 4 pfSense

QlSHAly Gualall (peddivall JB (e padiea sag callall gl dlaadl Hlas Aalail ST aad
5y Aasgially 5yshal
relld b Lay cddbidal) 4 gl e dileall pfSense alasial (Say

wa c‘gb:\;‘}f\ A._.uaﬂ\ Glaaa cwu;ﬂ\ c.ab.m cé)baj\ «L\\,}M).J\ cz\:ﬁm\zf\ Q\.«;@j\

DDoS
ey 8 L d<eal laa Lo aclia ) cliuall (e 2asll pfSense sy Gua
pfSense i WS 9 all A5 )la) (VPN ¢ eelsbiadl Jalat ¢ (sginall dadaai ¢IP a3 Aol

relld (8 L AUl ghasd) (e ope e e Bany

ovadl Zgidey Slae @
Alggen pavadill LG e
Al iyl Akl 5gaY) seny o
conS o) adine 4l @
58b cparadill Qs (g8 (Ul e Gy padd (Y W) BLa pfSense s
e Bsiia 2y line g s irall IS el Greadieall Gald K8 2 L
Oo Al Dlead lgalatid (Kar L8 300 pfSense an cale J<auy uladl) Ll sl
cSlaagill e degiia Ao gana
:pfSense J Aol cldhial) 1-1-1-3
n 64 mlls @
Y e cublaos 1 daw (RAM) Jlsde Jyag 5515 o

.....

Y e Baag 405 dalay @
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:pfSense i ijghd 2-1-1-3
t ]l asall (se pFSeNse o paldl) 1SO cile Jaea 1Y
https://www.pfsense.org/download/
Liad U 5 ool laadl agle Jan Cigu (o3 lead] dpaliall 4l Uil 2y Cus

pfSense-CE-2.7.2-RELEASE-amd64 4a.will jLial

Lileg sl Kar .USB Pen Drive ahaiul Judall G cufis Jawg olaal sl

Rufus sl Etcher Jie zaliy alasiuls pfSense J Juall 4L cuis

sshadll 8 Laslacl @3 ) ianll Aanls (pe g Y1 5Ladly Sleall Qs salel < WG
Ll

Jus) opal pfSense ol dalall Lo el ) clededl) g lab ag :la)

il

:PfSense cuwall Jalw 3-1-1-3

.@@éi).“ Qujalo f—— )

G .pfSense J Al sga¥) clilie b sl Slgall o (e ST o
pfSense I el Cus alse Lo saanall Bea) Clllia o sl (Say

cudill Al Lol e

Jggeall Gluad g yall dalSy paieall sl (s

AE clalae] et @

cJedl) Bale) ams (AT 5ye ol Slgad) daads sale) s el JLS) an

pfSense Jdwis ey aisw
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JSa b WS ade Joadl Ll Sleadl e o) laal) dgaly ek ¢ 38

Starting CRON.. done
pfiense 2. 2 RELENSE amdb4 28231206 2814
Bootup complete

FrecBSNZamdBd (pfSense. home.arpa) (LiguB)

UMuare Uirtunal Machine — Netgate Tevice ID @2cld25h7d230aaBalchh

wew Welcome to pfSense 2.7,2-RELEASE (amd64) on pfSe

HAN (man)
LAN C(lan) > eml
IMZ Capl 1) > oM

) Logout (SSH only? 9 pfTop
) A ign Interfaces ) Fil L
2) interface(s) 1P add L) Re t webConfigurator
3) R t webConfigurator p or 2) PHP shell +» pfSense tools
) ) defaults 3) Update from console
)} Reboot 38 4) lisable Secure Shell (sshd)
) Hall = M ] toure recenl conliguralion
) Ping host ) Rextart PHP-FPM
¥ Shall

il

Enter an option:

PfSense bl Dlaadl das ) dgal il (2) Jsall

i chlaay) JEol alally melind) dgaly Lo alaeVl dacY) 4alKal la el

Alually U ) AalSal Jigg Jad g cugll dgaly DA e Lavally pLal (Sl Judusia

cusll e pfSense aniue dgaly N Jdsdall s V) (Ko Gun cellad¥) il
connll U Ladanaat 23 ol g pal) ZalSy articeall audd lasiuly

flisense

PfSense bl Jlasdl Jsaall deasi dgal 5 (3) JSa)
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JSEll (& miage 9o LS PFSense d 4wyl dgalsll ) JEsY) dbe Jedall daad aang

PFSense (sl Jlaall i )l Cu s deal 5 (4) JSal
(@l laall aud Jie (U laall Als e Slaglaad) (o 2aall Agalsll o2 el Gua
pas mllaall 43 (PfSense o Jeasall Sleall BIOS das (olll jlaal) dads aUss i
cile pan caalaiin) dayg mlladl doeaill Jaee cmlladd) Bla dayy cariicd) [ JSI) 8,SIN)
e a8 Al GG IP cpglie «leall g sal) AKEN ity i) Giladall
I el g ol laall

e aaa o) aabii Lgiag Interface Assignments sl Interfaces dgalsl) (e (Sar Cua
{oh Sl D 2l ia Lo Tl (U laad agia 3 S

LAN Ldalal) 45 v/

Demilitarized Zone DMZ <&l v/

WAN iy 3Sud as daay Al AS0al) v/
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o g 38 LS Lgns dagiyall Al Hllass Al ol iy ADD e il DUa (o
:S;m\ I

Risense

COMMLMTY ERMIIN

Interfaces

PfSense st Jlaall dalall 40l ity (i e dgal s (5) JSa

t Al JSEAN 8 mamge 4 LS Interfaces cusdll (pawa laolael 3 Sl GlKA) el
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e lls Ly Aslall lalae Y Aadaa ) JUEY) 2 Slie Zalal) 480 e jall DA (e
A Al Mie o DHCP dess Jaadtiy g lidlly 4Sl odgl ip glyie sl (Sar B

: Sl JKAIL jalls ga LS celld yaeg pgliall Jlae daaty Lgad ddadi jll

isense

irterfaces

Gereral Coeniparatizn

¥ e S bt e whester s Sefact MTU il Be cmed Thes ® typcwty ) 300 s e te vary & soma coemtences

v 5 g 13 TP Sommections 10 Uhe mies eraseed Abawe Furs 30 far B (TP P hescu wan et

A At o - ey

e bt 1 W & P 0w L e RS S

PfSense el sl alall el il cile) dgals (6) IS

LIS Al Aaally 136,

2y 2efedll Ll el Koy Aaciall LGN (1 Rules [ Lasls Firewall cusall J) Jesyls

b LS Yol dusllad) A<l laa)

Rlisen

CoMMLMTY E3ITHIN

Firewall

Rules (Drag to Change Order)
[ ] Statas Protocol  Sourma Pori Destirgfion  Porl Ggtwwsy Juawm  Scheduls  Dascription
' RFC 1918 networks ¥ " ' 2 ' Biozk privale retworks

- Renerval N u ' * " Binck bogom nebworks
Mot assigred by IANA

1P UDP WA net

f o ] o o a-
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1 SUIE o daladl acfgall

WAN iuilly DMZ 4l ) Gyl palaics LAN Auill v/
Ll A ) Jsas)) aakiad¥s WAN ASeil) ) Jseas)) paliies DMZ aasll v/
.LAN
Lt DMZ 45l ) Jgeasl) pakiins WAN dpslall ASudll v/
A ) Jseasll aakiindy DMZ Al o) Gy Rule sacl slacl 42S lia gy JEaS
: LAN 430

Firewall

Edit Firewall Rule

o do with packats thet maich e oritara specified balow.
woam hiock and raject ko that with raject, o packet {TCF RET or ICMP part unreachabk for UDIF] I8 retumed o the sendar,
packet la dropesd sllantty. In althar case, the orignel peckat s discardad.

Sat fhis opiion fo disa bls this e withoet removing it from tha list.

Choosa e Inferfaca Som which packets must coms to match s niks.

Sailact tha Intemat Protneal varsion this ruk appiles to.

Chooga wiich IF profocal thio neia shoukd match.

Tha Semsre Fort REngs: for & CONNGCtion 15 tyDleally TENAcem and simost never ausl 10 1he dastination port. In mOst Cosas IS SEHing mest ramain st
o i e, Gy,

| castratcn sszas |11 ]
| ]
To

Custom

Custom

Spacify th desination port or port mege for this ruke. Tha Tor el may B ot ampty I only BitGing & Sigka port.

W Log packots that ar kandiad by this reio
HINE:tha Arasall has IImied 1ocal 400 Rpacs: Dot tum on oning Sor avrying. i acing @ kot of I000ng. considar Using & remots Syuing Senor (5o
) aga).

A description may bs enfered har for sdminksirative referencs. A masdmum of 52 charectars will s used In e rulesat and displayed In tha frawall
g

A0l Gl yialyll aaay Liad Lia

Lol 48 aal Block oall e
DMZ a5 a<0al) dalay i @
Jdpvd Lpd) Lag ipdl laal e

TCP JsSsigpll Lijial liag dzia 2y g2l JoSgig 5l @
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¢ DMZ il J o A 56a¥) sl WS jladl & Llag jradl olgall o
.DMZ net Lall
LAN net sl AK4AD cpglie Jlaw Hlid) 23 dgasl) Glgic @
Jlly srad) (e Any 38Ul paes LS 5 Gag Caall Agediall Mliall 2aan o
Saclall sdgy Aalaiall Cilaa¥l poes Jinadll Jincl) Hld Junits (S @
SAVE e i il e
acfdll jedai Cua (AN Aty ASAN 230 e Lganda o)yl Rules aelgall 4ua. dually 13<a
) AL mange 9o LS dadadll

Flisense

Firewall

PfSense ol Llaall Aalall [ AN 4Suill aef dll cilile] dgaly (7) Sl
LS Jsmasll OISV ey ol 4l 2a8 2030l 3N ) DMZ 4eall (e Jseasl) Ll ais
r ALl JKal A jelay

DMZ iSuall (¢l 192.168.2.0 A<l ) aiy Sleall o Lia Laadls
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B CAWINDOWS ay

s LS Ldala) 3l 5 192.168.1.0 ASuill L Jsaasll AslSal dllia sa ol 4l aai G

Gl (S8 b el

rlaping 192.168.188.1

188.1 with 32 bytes of data

Liad LY elld iyl oSy (U laadl aua Snort o) aieg (i alas s iy off (S
<lead g PfSense ol jlaadl o) ) 5LEY) oty (it Sl Ao alaill 138 cuaty
oo sl (Kad o yiaall Y pUaill i dpde duail Mllg DN IS G duagill

sl o) gl Slea

.z PfSense (Ul jlasll Cruaiy Liad 28 ()9S5 1agag
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:Snort 8amaali2-1-3
piag i€ ol sag . lKAl B GlEIEAY) 2ieg aAS] jradl) dagite Sauas SnOrt
aady) Glas)y 4<al eyl A< Judanl adadiad (Ko (IDS/IPS)  cldpay)
A gadiall

HEIN ‘éﬁ Loy «clpall e dzwlg de gana SNOIt i
o) gl 3 ASal e gl ASa Jilas
Liaiais 2e)g alasiuls daguiall Alaidy) Calis|
Al Aoyl Ay dans

AT daial Ladaif aa Jalsil

NS N N N

5 Linux @y 5 Lo Al (e desiie degene e Snort alaiiad oS

-

.macOS 4 Windows
Db g8 Snort (B (avadilly slacDU Lildg (598 IDS/IPS alai (e Guas US 1Y) dlasS
)

Snort in Ubuntu

We can deploy 8 dedicated system in-line with the traffic, so that all the packets
pass through it

Snort is an Open Source Intrusion Prevention System (1PS)

M case of any masch with the

pattern, a pre defined sction will be
takmn by the watem
Database of explot Sgnature

— =
Rules e

a—/ -@—2@—_——6 a X

Snort ssadl Jee abhis (8) JLill
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i) cjghd 1-2-1-3
UBUNTU 22.04 Jaais alahy Jese e e cuall 2 Y
N alg¥) DA e allail) il Gupaay aga 1Ll

Ssudo apt-get update
Ssudo apt-get upgrade

S PIA e snort Jead Lol bl Yy el Cuatiy Jaeaty 258 GG

: ‘?Jlﬂ\
sudo apt install build-essential libpcap-dev libpcre3-dev libnet1-dev 2lib1g-dev luajit hwloc
libdnet-dev libdumbnet-dev bison flex liblzma-dev openss!libssl-dev pkg-config libhwloc-dev

cmake cpputest libsqlite3-dev uuid-dev libcmocka-dev libnetfilter-queue-dev libmnl-dev
autotools-dev ibluait-5.1-dev libunwind-dev

sk LS snort Cupeatiy Jaea slay

Download and install latest version of the Snort DAQ (Data Acquisition library LibDAQ)

Ssudo mkdir snort-source-files

Scd snort-source-files If needed
Ssudo git clone https://github.comy/snort 3flibdag.git Ssudo apt install git
Sed libdag

Ssudo Sbootstrap
S.feonfigure
Smake

Ssudo make install

cleals ol & i ally Google Thread—caching malloc cuaii sluald
Oe deail 50 B0 3ol g Cun Aaalinal) BSIAN Gavadil ikl Ay

clieatll e el a5 DA e Y1 3813 il
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Download and install google's thread-caching malloc, Temalloc, a memory allocator

optimized for high concurrency situations Temalloc -> Thread Cashing Malloc

Malloc -> Memory ALLOCation

Go back to snort-source-files with cd ..

wget wget https://github.com/gperftools/gperftools/releases/download/gperftools2.8/gperftools-2.8.tar.gz
tar xzf gperftools-2.8.tar.gz

cd gperftools-2.8/

Jconfigure

sudo make install gperftools -> Google performance tools: Fastest malloc

r il <Al 8 LS snort carati JLSY Ll alsd) by aga : Ludbus

Install Snort 3

Go back to snort-source-files with ed ..

git clone git://github.com/snortadmin/snort3.git

td snort3/
Seonfigure_emake.sh —prefix=/usr/local —enable-temalloc To conflgurg and activate tcmalloc
at compile time
cd build Navigate to the build directory to compile and install Snort 3
make

sudo make install

sudo Idconfig  Update shared libraries
snort -V Check the installation of Snort 3

aiill Llee cay sUdo make install oY1 L aey oDl
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o Lgaatt 23l snOrt das (e Fanal (Ko caiill Dolee olguil 2ey tlasla
: Gl e s
snort -V

: ok LS promiscuous mode Laaill 3 Jasil A<l d8lay Slacly (V) agi

Configuration Network Interface Card

1- Configure network interface card

Ssudo ip link set dev ens33 promiscon  ens33 -> network interface card
enable Promiscuous Mode to see all network traffic sentto it

ethtool -k ens33 | grep receive-offload -k get state of protocol offload
generic-receive-offload: on

-K set protocol offload and other feature

sudo ethtool -K ens33 gro off Iro off Iro -> large receive offioad
gro -> generic receive offload

sudo ap install ethtool

sudo nano /etc/systemd/system/snort3-nic.service Create and activate a systemd service unit

linux aUsall Juels salel dalee IS e Lghudat o Guan il IS0 clalacY) sda e daleall
: Gl 5eY) alasiuls snort3-nic.service cild) ety a5 UBUNTU
sudo nano /etc/systemd/system/snort3-nic.service
true muail promisc dualdll dad Jaaig
2306l yalg¥) aladicls snort3-nic.service deadll Qaiiy Jaesd salels (Y 4

Systemctl daemon-reload

Systemctl enable —now snort3-nic.service

b LS Snort o (el clalae) Cile aghs Gl aa

sudo nano /usr/local/etc/snort/snort.lua
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e e Snort caat &5 (il jleall ip Olsie Jaai Cus HOME dudl) (lgie ity a8
Alad) A Glsie e ip olsie 6l b Laylad) ASual) saasg g L)

rules alae Ll gt 0¥ V) zliads (JalSIL SNOIt sl (e Ll 38 (585 13gg
t M lall e
cd /usr/local/etc/
Sudo mkdir rules
i o icamp.rules als disecdy assi rules alaall Ges rule il slish Y1 age
1l Bac Al dtea iiKhg ¢ U
Alert icmp any any -> $HOME_NET any (msg:"The machine with this ip is
performing ping command”; sid:1000001; rev:1;)
ay Al aclall Calag saldicl Ayl slac¥) Cale aaaty elldg snort Judiy asas lld aay
p ) e aladials Ajula

Sudo snort —c /usr/local/etc/snort/snort.lua -R /usr/local/etc/rules/icamp.rules —I
ens33 —A alert_fast —s 65535 —k none

A<aal) A3y 2aang aaiaall aelsill Cila Snort 5 (alal)l il Cile Balad) a1 2aay Gus
axally Ledsh OIS Lage Aladjia iy (¢ Je) aad¥ il sassy — ns33 a L llls i —
Laldll sl 38l —Hla Slea o Al wid Lesdiead) sl W cculy 65535 58 )
55l Aoyl 4t 2 e Ly Laldl) AN e Sles @l L ping el iy a5t Ly
ccugally ol HSS e Jlall Slealliy aagll Slealls alallip Olgie (myms

.activate «pass <og alert Jia alill i e Gk s Hd) Ko
b LS ledl aclsdll Cale e AUl sae ) dilia) (Say (953l 5208 0o Jlia

Alert tcp SHOME_NET -> any any (content:www.facebook.com; msg:"Hey!Some
one is visiting facebook.com at this time"; sid:10000; rev:1;)

@ (e Facebook adse L3 poiiss (51 asty Leasic 4 5leli) (3 e 130 2y s
AL AN 8 LS il g il B e Slea
Loy A a5 SN0t Caneaiiy Liad 28 (4S5 13gag
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:opencanary diuaal)3-1-3

oo del G Laghlds disady Galliadl ial decas juadl) dsgite Sauae A9
aske Laticy (Oppanlgall € (K5 Alia (55 Cumy VS50l (0 8 e pana BSlae 35k
Al Jimadiy a9 g8 Bamanll oda ) Jsial) Alglasy aalgal

CYsSeigp ld 4 Lo coullidall e cilasladll 2eal Opencanary alaiial (Sag
b2 At (Say Cus cagilnaly clgigeriog Sl Al Glgaly clgiserdion S A
AE Glel el cilasleall

:0pencanary cusii aijgha 1-3-1-3

daig Linux Juedall alasy Jea =l Sles e Opencanary alacly cuail
sl clgladll ais <Ubuntu 22.04

pallaill li€e Enaaty HLall Yl

sudo apt-get update

s maws- VM -
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23l lolae Yy colasd) e Ll

sudo apt-get install python3-dev python3-pip python3-virtualenv python3-venv
python3-scapy libssl-dev libpcap-dev

o Agla oS Al Y1 ALl sda 0 env alaall (eca Al Al slas) cBIE
dead LBl G5l c¥snrge Cufill andind Cigw (Al Glaladll aeal Container

0

: aY) alasiuly Opencanary

/virtualenv env

o1



f oY) alaialy ducal i) Al Qe e

. env/bin/activate

: 3a¥) aladiul, OpenCanary <o Ll

pip3 install opencanary

eny

Collect

Preparing net
Collecting Jir

Collecting cr
Do

ing hpfeed

oading hpfeeds-3.0

Opencanary sasadl cufiddee 2y (9) JSill
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:Opencanary slac) :lusl

nano opencanaryd/opencanary.conf

Opencanary ssadl cildel Gile (10) J<i
A gl ks ot cclalae) Cile
ade Jamy @ ol Sleall Jad) sl sf IP olsie :server_address e
.OpenCanary
.Opencanary 4ade adiw g3l Ml :server_port e
cCplledial) dalis cpidal aaladind diw oA Jadl Cile jlus zlog_file @

: 5 ity Opencanary Jus :lal

Opencanaryd —start

Opencanary sasaall Judi ey (11) JS
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DiskStation
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Opencanary sasaell cusll dgal 5 (12) Jsall
: aY) 20 (DA (ge Opencanary b ) daw (o s

sudo cat /var/tmp/opencanary.log

Opencanary sasasll CBbauwd cile (13) J<al)
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kali@kali: «

Flle Actions Edit View Help

ey Cale aa lgle Jaaaill Koy opencanary cadall aase dusa of ) 5LEYI jaas

Y] aladialig Al j8Y) Al opencanary.conf

nmap —sV -0 —sC 192.168.2.4
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Services

Try these out in the OpenCanary configs for more typical server personalities.

Linux Web Server

Windows Server
MySQL Server
MSSQL Server

el anadl sl opencanary o (alall slaeY) Cale Cpeca 400Nl ddlialy Gus

ook LS Sl s oy s ot

i

"ftp.banner™: "FTP server ready™,
"ftp.enabled": true,

"ftp.port":21,

"http.banner": "Apache/2.2.22 (Ubuntw)™,
"http.enabled”™: true,

"http.port™: 38,

"http.skin™: "nmaslLogin™,

"http.skin.list": [

"desc": "Plain HTML Login™,
“name™: "basiclLogin™
¥
i{
"desc": "Synology MNAS Login®™,
"name": "“"naslLogin™
¥
1.
"ssh.enabled™: true,
"ssh.port™: 8022,
"ssh.wversion": "SSH-2.@-0OpenS5H_S5.1pl Debian-47,
S -] # Logging configuration

¥
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sy s FTP, TFTP, SNMP, SMTP
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Intrusion  Jlaall (i€ AU Jaad Cuny Sanadl) adg] Jaal) alas jlod) & @
192.168.2.201 /24 : sa g IP (y5tic slil 234 Detection System
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el s Ll aiaall SLyall lea) ea VMWare Workstation 17 Pro

Oe i) A ) dseas)) o aDIA ey Cfiil) jrae g0 Sl Sleal
192.168.43.10 : Jull IP lsiall el Cun 4y Zalal) LS0A) AAN 28Uy Pls
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Opencanary
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Manual [ User Entries

Snort
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m ) Windows Server 2019
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290 Bazasull 11V Seencs

tacatssou v s0s+ = - SNSRI

Load Model

st s Qi) @ty Jany s pade dal e Al VY Agal 5 1(16) S
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e ERETERT
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220 Wieromsit 119 Sarvcs [l Geen |
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"Network": "Demilitarized Zone (DMZ)",
mTEe ®192.166.2.508%,

"MAC": "00:16:3E:DA:7D:30",

"Hostname": "sas",

"DeviceType": "Web Server",

"0S": "Windows Server 2008 R2",

"Skin": "basicLogin",

"device.node id": "sas Web Server",
"ftp.enabled": true,

RLtp.port™: 21,

"ftp.banner": "220 Generic FTP Service Ready",
"http.enabled": false,

"http.port": 80,

"http.banner": "Microsoft-IIS/10.0",
"http.skin": "nasLogin",

"https.enabled": true,

"https.port™: 443,

"https.skin": "basicLogin",

"ssh.enabled": true,

"ssh.port™: 222¢,

"gsh.version": "55H-2.0-Open5SH S5.1pl Debian-4",
"telnet.enabled": false,

"telnet.port": 23,

"telnet.banner": """,

"mysql.enabled": false,

"mysql.port": 330¢,

"mysql.banner": "5.5.43-Oubuntu0.14.04.1",
"mssql.enabled": false,

"mssql.port™: 1433,

"mssql.version": "2012"
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Al ) Wbl el il sl S

(trap_config.json) zisedl Cile DA (a9
t Ol JEall miage 58 LS Valid mlla cilalel cale lal =in Cusy Opencanary savadll

"device.node_id": "sas_Web Server",

"ip.ignorelist":
"logtype.ignorelist":

0.
0.

"git.enabled": false,

"git.port": 9418,

"ftp.enabled": true,

"ftp.port™: 21,

"ftp.banner": "220 Generic FTP Service Ready",
"ftp.log_auth_attempt_initiated": false,
"http.banner": "Microsoft-11S/10.0",
"http.enabled": false,

"http.port™: 80,

"http.skin™: "nasLogin",
"http.log_unimplemented_method_requests": false,
"http.log_redirect_request": false,

"https.enabled": true,

"https.port": 443,

"https.skin": "basicLogin",

"https.certificate": "/etc/ssl/opencanary/opencanary.pem”,
"https.key": "/etc/ssl/opencanary/opencanary.key",
"httpproxy.enabled": false,

"httpproxy.port™: 8080,

"httpproxy.skin": "squid",

"llmnr.enabled": false,

"llmnr.query_interval": 60,

"llmnr.query_splay":

5,

"llmnr.hostname™": "DC03",
"lImnr.port": 5355,

"logger”

o

"class": "PyLogger",
"kwargs": {
"formatters": {

"plain™: {

"format™: "%(message)s"

b

"syslog_rfc": {
“format™: "opencanaryd[%(process)-5s:%(thread)d]:
%(name)s %(levelname)-5s %(message)s"

}

"handlers": {

"console": {

"class": "logging.StreamHandler",
"stream": "ext://sys.stdout"

b

"file": {
"class": "logging.FileHandler",
"filename": "/var/tmp/opencanary.log"

}
}
}
2

"portscan.enabled": false,
"portscan.ignore_localhost": false,
"portscan.logfile™: "/var/log/kern.log",
"portscan.synrate™: 5,
"portscan.nmaposrate": 5,
"portscan.lorate™: 3,
"portscan.ignore_ports": ],
"smb.auditfile": "/var/log/samba-audit.log",
"smb.enabled": false,

"mysql.enabled”: false,

"mysql.port": 3306,

"mysql.banner": "5.5.43-0ubuntu0.14.04.1",
"mysql.log_connection_made": false,
"ssh.enabled": true,

"ssh.port": 2226,

"ssh.version": "SSH-2.0-OpenSSH_5.1p1 Debian-4",
"redis.enabled": false,

"redis.port": 6379,

"rdp.enabled"”: false,

"rdp.port": 3389,

"sip.enabled": false,

"sip.port": 5060,

"snmp.enabled": false,

"snmp.port": 161,

"ntp.enabled": false,

"ntp.port": 123,

"tftp.enabled": false,

"tftp.port": 69,

“tcpbanner.maxnum™: 10,
"tcpbanner.enabled™: false,
"tcpbanner_1.enabled": false,
“tcpbanner_1.port™: 8001,
"tcpbanner_1.datareceivedbanner": ",
"tcpbanner_1.initbanner™: ",
“tcpbanner_1.alertstring.enabled": false,
"tcpbanner_1.alertstring™: ",
“tcpbanner_1.keep_alive.enabled": false,
"tcpbanner_1.keep_alive_secret™: ",
"tcpbanner_1.keep_alive_probes": 11,
"tcpbanner_1.keep_alive_interval": 300,
"tcpbanner_1.keep_alive_idle": 300,
“telnet.enabled": false,

"telnet.port": 23,

"telnet.banner™: ",

"telnet.honeycreds™: [

{

"username”: "admin”,

"password": "$pbkdf2-
sha512$19000$bG1NaY 3xvjdGyBIj7N37Xw$dGrmBgqWalokTCpN
3QEme09j5DuV2ulEuVFD8DiI0GXxNiM64To50/Y66f7UASVNQr8.L
CzqTm6awC8Kj/laGKvwA"

}

{

"username”: "admin”,

"password": "adminl"

}

1

"telnet.log_tcp_connection™: false,
"mssql.enabled": false,

"mssql.version™: "2012",

"mssql.port™: 1433,

"vnc.enabled™: false,

"vnc.port™: 5000

}
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[+l honeypot@SVUMain07-GeneralServe... : [m]

S hostname
SVUMainB7-GeneralServer
: S ifconfig
ens33: flags=4163<UP,BROADCAST ,RUNNING,MULTICAST> ntu 1500
inet 192.168.2.72 netmask 255.255.255.8 broadcast 6.0.6.0
ether 00:11:32:40:1F:06 txqueuelen 1860 (Ethernet)
RX packets 16916 bytes 13502982 (13.5 MB)
RX errors @ dropped © overruns © frame 0
TX packets 9310 bytes 795025 (795.80 KB)
TX errors @ dropped O overruns @& carrier ® collisions 0

ens3i7: f139%:4163<UP,RROADCA§T,RUNNTNG,MUlTYCAGT) ntu 1568
inet 192.168.1.4 netmask 255.255.255.0 broadcast 192.168.1.255
ether 00:06¢c:29:88:1d:b3 txqueuelen 1000 (Ethernet)
RX packets 9553 bytes 12532020 (12.5 MB8)
RX errors 8 dropped @ overruns 6 frame 0
TX packets 11448 bytes 10945439 (190.9 MB)
TX errors 0@ dropped @ overruns © carrier © collisions 0

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
ineté ::1 prefixlen 128 scopeld 8x10<host>
loop txqueuelen 10800 (Local Loopback)
RX packets 854 bytes 76670 (76.6 KB)
RX errors @ dropped © overruns © frame 0
TX packets 854 bytes 76670 (76.6 KB)
IX errors @ dropped @ overruns ©® carrier 8 collisions ©
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Cormenand;  pewp -T4-A -« 192.168,2,72

Hosts seracs Nivig Outpet Pudts / Hosts Tupalogy Host Detaiks Scans

Host ~ newg -4 LA o 1G2.1688.2.72 hd Detaik

Newp wzan report for 192,168.2.72

Moat 15 up {0.001%a latencyl.

I 56 closed top ports (reset]
STATE SEMVICE VERSION

e fLp valipd (owfurm 2.0.H) or WI-FT90

oper.  talnet Cisco talnetd
pec  2ETP Nicrosoft IIS .'"t‘:! 7.8
t* aexver-neadex: Mic ac'r. I15§/7.8

£ ‘rn—u g Fuiled

/1l
| ru: tizle: Erocezainy Failed
Dewioe Cype: gunezul pacpeas

i inux:limux erzel:d

L Limax 4. - ‘5418

Uptine quess: 1.593 dava (alece Toe Aug 26 2L:34:57 202%)
Nutware Distance: 3 Foos

ICP Sequence Prediction: Diff:caley=3i% [Good luck!)

IZ 1D Saquecce Senexation:
Sexvice Info: Hoac: Z20; £Sa:

1eGv4a; Dovioo: yoltcr; CPE: cpes/oiciscoiica, opet/osmisroaclfrsuindows

TD.N‘_}"JTE {esing port 33067ty
1 AULRESS

Z.00 me 192,160.1.200

2.00 w2 192.168.2.72

o3T-3cerning.

2 aL 11:40

35,4030 pall_leopi): naock_loop erroc 10C22: An inovalid argayens wa= supplied,
P .'_-aue .ca_. I.:c:'e:
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t A0l ISl ~age 4 WS start_snort.sh (ib <o S

honeypot@mws: ~

CNU nano 6.2

nohup snort ens3y
nohup snort ens3g
nobup snost ens33

Brce Bioes B ' PRt b
Jal e Blanall Glile Gaaaty Jaands Jol Jal ey bl 8131 iy PDAS (a9 wi @lld 2y
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JCE) 4 minse o LS Sl Lo Al dajall Giage @Dlgiad il o Cumy L) e
: Skl
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Name Date modified

. dmz_snort.alert. fast
. external_snort.alert fast

. lan_snort.alert.fast
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