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Abstract

Technology has changed human life and contributed to its evolution, as it is no
longer merely a welfare but it became an urgent need to realize human rights
principles and to promote a set of important values such as dignity, justice, equality

and respect.

Technology plays an important role in developing sectors by providing skills that
support human resources, creating digital inclusion to ensure that all members of
society have access to using ICTs, including vulnerable groups, and exercise their
rights to communicate, knowledge and benefit from the advantages of scientific and

technological progress.

Digital rights have gained the international community's attention and have been
recognized as collective international rights as important as the rights of the three
generations, including the right to privacy and the protection of personal data on

the Internet.

Since the ICT sector is one of the important sectors that contributes to the growth
of the Syrian economy, it is certainly targeted by the unilateral coercive measures

imposed on Syria by United States of America and some Western countries. These




measures have been expanding since 2011, and increasing with the entry into force

of Caesar Act in 2020, which banned third—countries’ transactions with Syria.

Unilateral coercive measures imposed on Syria constitute a breach to the United
Nations Charter of 1945 in the principle of non-interference in internal affairs of
states, and the Charter of Economic Rights and Duties of States proclaimed by the
General Assembly in 1974. Also, the Declaration in 1981 that stipulates refraining
from exploiting and distorting human rights issues with the aim of interfering in the

States’ internal affairs.

This study reviewed the forms of unilateral coercive measures on the ICT sector
that hindered the development of Syria's telecommunications infrastructure and
imposed restrictions on the import of equipment and technology necessary for the
modernization and development of telecommunications networks, which is delaying
the implementation of new projects and increasing the complexity in the
maintenance and development of existing infrastructure. Its negative impact has
come out in important aspects affecting technology and communications services,

as mobile, fixed telephone and internet services.

The negative impact of these measures extended to prevent the supply of modern

technologies that help to detect Information Crimes, and the supply of medical




technologies and modern applications. In addition to the blocking of services of

global educational platforms.

All these factors together are hampering the progress of Syria's technology and
communications sector, and undermining opportunities for sustainable

development.

The Syrian government sights to overcome these obstacles by enhancing
international cooperation, and developing local technologies that meet the needs of

Syrians without relying on external sources affected by coercive measures.
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19 — UN E-Government Knowledgebase, 2024, available at:
https://publicadministration.un.org/egovkb/en—us/Data/Country—Information/id/167-Syrian—Arab—
Republic/dataYear/2024 last accessed on 5/10/2024.

20 _ The E-Government Development Index presents the state of E-Government Development of the United Nations

Member States. The EGDI is a composite measure of three important dimensions of e—government, namely:
provision of online services, telecommunication connectivity and human capacity, available at:
https://publicadministration.un.org/egovkb/en—us/About/Overview/-E-Government-Development-Index

last accessed on 5/10/2024.

2l — The E-Participation Index (EPI) is derived as a supplementary index to the United Nations E-Government

Survey. And composed of three core components, e-information, e—consultation and e-decision—making, available
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at: https://publicadministration.un.org/egovkb /en—us/About/Overview/E—Participation-Index , last accessed on
5/10/2024.
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25 — Syria-Related Sanctions (Executive Order 13894 of 2019), SPECIFIC LICENSES, on a case-by-case basis,
OFAC considers applications for specific licenses to authorize transactions that are neither exempt nor covered by
a general license, available at:
https://ofac.treasury.gov/sanctions—programs—and—country—information/syria—related—sanctions last accessed on

15/10/2024.
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* — General Assembly Resolution on “The Right to Privacy in the Digital Age” no. 68/167 (2013), second item,
page2, “Recognizes the global and open nature of the Internet and the rapid advancement in information and
communications technologies as a driving force in accelerating progress towards development in its various forms”,

available at: https://digitallibrary.un.org/record/764407?v=pdf, last accessed on, 15/10/2024.
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43— General Assembly Resolution on “The Right to Privacy in the Digital Age” no. 68/167 (2013), third item, page.2,

“Affirms that the same rights that people have offline must also be protected online, including the right to privacy”,

available at: https://digitallibrary.un.org/record/764407?v=pdf last accessed on, 15/10/2024.
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3 — “Unilateral sanctions threaten scientific research and academic freedom: UN experts”, United Nations, 2022,
We observe with concern the existence of “sanction clauses” contained in certain publishing companies’ research
and publishing ethics policies and guidance. These clauses encourage scientific journal editors to treat submissions

from sanctioned countries with ‘caution’, available at: https://www.ohchr.org/en/press—releases/2022/07 /unilateral—

sanctions—threaten—scientific-research-and-academic—freedom-un last accessed on, 20/10/2024.

%_ “Unilateral sanctions threaten scientific research and academic freedom: UN experts, “Scientific and academic
research and the dissemination of its findings should not be conditioned by decisions other than those based entirely
on scientific and academic considerations. They should not be contingent upon political decisions and enforcement

of sanction regimes against countries and their nationals”, the same citation.
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International Telecommunication Union, “Measuring the Information Society

Report”
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