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Abstract

This research aims to clarify the importance of having a centralized
system for managing security incidents and information in organizations in
general, and in banks operating in Syrian Arab Republic particularly. And
the effect of this system in reinforcement the role of information security
teams in these banks and helping them doing their tasks and duties in
protecting information assets from external and internal threats that may be

exposed to.

An electronic survey has been designed using Google Forms platform and
published to be answered by information security specialists and people
operating in information technology field. 38 answers were collected and
then analyzed using the “maximum number of answers” criteria. The
research led to determine the most important use cases that information
security teams need to detect and monitor using SIEM system which helps
providing a secure banking environment as possible. Besides giving each
of these use cases a weight based on its criticality and importance in

protecting information assets.

The research has been finished by introducing a number or
recommendations and proposals to reinforce the role of information security

teams in banks.

Key words:

Information security — Bank — SIEM system — Use Cases — Information

Assets — Security Incidents — Log Files.
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Windows file—folder delete
sl e il gl Alaa Cada

21

Medium

10.5%

50%

39.5%

Windows—file folder permission
changes

e il gl alas @lbadla & ms
PREON|

22

High

5.2%

21.1%

73.7%

Monitor privileged user accounts
activities

1 Gbleadl calalis 4.8y

Al Gladlal

23

High

2.6%

26.3%

71.1%

Privileged accounts creation

Adlle Glaar alilea A

24

High

5.2%

21.1%

73.7%

Detect logs clearance or
removal

pdall dald jedl cilale Cads

25

High

18.4%

31.6%

50%

Windows Hardware Failure
Gliall alall ciliKa 2l 8 (i
(.;'Mu

26
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JsY) alaill i (1) a3y Jsanll
Lusie 5 5 pshall e 21 caia 5 Jo¥) Gl 8 el sylun 26 deal e 13
Byghdll a8l ruag 8yghadll

iLinux Jeds dadash ciladies daldd) Audy) il g lsad) @ A Uadl

GUATH Ao 5adl  dua e uSial adda cildle alai M) :(Use Casel) 113l

:Linux file system is full

Low Medium High ‘é_\sn Gblay) axe
6 12 20 38
15.8% 31.6% 52.6% Ausial) Al
(%100)
@ High
& Medium
Low

S Ul (e 1 gl Zusiall dasal) (5) 8, Sl
Bshal) Cus e ¥l o gl syl 138 o) Gl A e o

Linux Jauds il cilasia

) oatdia | bugia | o | Al sbe emle g aladia) s
‘\L\-\-\S.:. | - - : Q.
Low | Medium | High (Use Case)

Linux file system is full
High |15.8% | 31.6% |52.6% | . 1
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ol e 5yl

High

5.2%

31.6%

63.2%

Server shutdown

padall Jurdi alay)

High

7.9%

42.1%

50%

Users created /deleted

Cpeddicee lblus Cads o) oL

High

5.3%

23.6%

71.1%

High number of users group
created /removed within a short
period

Gl e € 23 Cada gl ddlia)

High

7.9%

36.8%

55.3%

Linux—Login attempts with the
same account from different
source desktops

Gl (e padall e Jods SYglas sae
Beal Cpslic e o<y pasienall Qs

High

2.6%

15.8%

81.6%

Failed logins (Reports when an
account causes an
authentication failure event at
least 9 times to a single Linux
host within 1 minute)

Glaal Jodo dns c¥glas 9 Q8
Baaly dady DA addll e andiie

High

15.7%

21.1%

63.2%

Failed logins with disabled
accounts

Pha e dgaall daas Clidae (i
dndlall e clus
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High

7.9%

15.8%

76.3%

Detection of use of default
product vendor accounts

oo Ll idyl clleall aal aladi)
Gigg) lus Jia p2dall

High

5.3%

36.8%

57.9%

Failed logins from root access
e dedall daaa clilee 82e Jid

High

7.9%

28.9%

63.2%

Linux multiple sudo login
failures

Glea e JEadl Gllee 82e Jid
P e Qggy laall ) L padiin
S35 dala’

10

High

7.9%

36.8%

55.3%

Sudo access login success
S b claa e JEY) ddee #las

11

High

2.6%

21.1%

76.3%

Critical services stopped like
(oracle database listener)
ariall e dajal)l clessl) aaf g
Glily 2ol e Juai¥) daxd) Jie
(JShs!

12

High

5.3%

44.7%

50%

High privileged accounts
password changed

13 bl aad jg pe dalS s
Al cladlall

13

Medium

13.2%

50%

36.8%

Adding, removing and modifying
cron jobs

alead) aaf Qs ol Gads ) dilis)
padall Ao dlgaad)

14
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Detection of change in syslog

configuration
High 5.3% | 18.4% |76.3% 15
O Jagseall slaill ilalae] A aas

paaall & el cilile 5)la)

Privileged accounts creation
High 5.2% | 23.7% | 71.1% Gladlay (peadine clblea 35| 16
e

-

Sl Gl s (2) o Jsaal
Lugie 1 5 pphall Jle 15 Gaiad & S Bl 3 il gl 16 sl (05 13
.b}lﬂﬂ\ UAQ;.LA JLA} b}kﬂ\

:Firewall [l jlass daldl) Aay) cilyg lanad) : IEY gl

) Janldl) Ao (oadl) utal) iluad Jsia clilas sas Jid :(Use Casel) 15

(Banly 4ids JYA ciglae
Administrator login failure (Reports when an admin account causes

:an authentication failure event at least 9 times within 1 minute)

Low Medium High S AblaY) e
0 3 35 38
0% 7.9% 92.1% Ao giall duuadl
(%100)
@ High
@ Medium
Low

o
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I 3Ll (e 1 Jlgedd i) el (6) o3, JS)
Bshall Cus e aaal) o il syl 138 o GLaiu) dasi (e o

Firewall ) jlas

Aail)

oaidia | bugia | Jo | Al slaa penle gl aladia) Al
Low | Medium | High (Use Case)

High

Administrator login failure
(Reports when an admin
account causes an
authentication failure event at
0% 7.9% [92.1% 1
least 9 times within 1 minute)
el Gluad Jeaa cibilee Bae 8
C¥glae aad) Jggplall e (o)
(B2l dzdy DA

High

Brute force with successful

configuration changes

lgain Ul Hlas (e cblaa

aldac) B s

High

Firewall failover
2.7% | 10.5% | 86.8% 3

High

Successful connection from
internet IP after repetitive blocks

0% 29% | 92.1% B in firewall 4
s e lsie e Jlal e zlas

A ) S s e cay)
e Al Hlas cililae Basy clldg Al Al
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DUl Jlas Ja

High

0%

31.6%

68.4%

Successful logon between non-

business hours
) padine Clua Jsda disadt = las
sl algall Cligl 2yl ) laa

High

7.9%

39.5%

52.6%

Firewalls reboot

ol las &ﬁl sale)

High

7.9%

36.8%

55.3%

User added/deleted to firewall
Cpeadine Gllua Cada ol dali)
oull Jlasd

High

2.6%

31.6%

65.8%

High number of denied events

oLl las

High

5.3%

26.3%

68.4%

configuration change detected

on firewall

DUl las calae) s

High

5.2%

23.7%

71.1%

Network and host port scan
attempts

3l Al s dleny Ll CYglas
Le Sleal

10

Medium

7.9%

52.6%

39.5%

Detection of primary—secondary
switch over
Aaad) o Bad ddee Ergas Caliss)

il o)

11

Medium

13.2%

52.6%

34.2%

An admin has aIIowed/removed

access to the firewall from a

12
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particular IP
ozl LU laad jae Gl ola
O DU land Jgeagll Al pie

Ome (s

High

2.7%

28.9%

68.4%

Detecting high CPU utilization
on firewall

s g dvaladin) (e Jle Jaze 2gag Jaal
DUl s o el

13

High

0%

18.4%

81.6%

Outbound traffic observed on
important ports

dala 2l e dsyld Glily 380 Gagas
A e

14

High

0%

2.6%

97.4%

Successful outbound traffic to

blacklisted threat |IP address
Byshane aglial Clily 3835 79 A e

15

High

0%

23.7%

76.3%

Adding/removing/changing in
access rules

el b cadn ) e o dil)
L s e Jgasl)

16

High

0%

15.8%

84.2%

Outbound connection to a
foreign country
Ll olaly ) A e oyl Jla)

Z\:IJISA }T

17

High

2.6%

21.1%

76.3%

Excessive firewall denies from
single source (Reports
excessive firewall denies from a

single host to a single

destination within 5 minutes)

18
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Ol e sl C¥slas Bae s
gl Gut Al lgandl (s e U

S Gl 5 (3) oy Jsaad

Lusie 2 5 poladll Je 16 Ciieas & B Glaill & el gl 18 dual (he 13
Byghdll :addia jhag Byshall

:Exchange Server g syl uipll asda daldl) 4Ny Gl g sl :ailyl) GUail)

il Lig 80 iy iy Sl Osashs (paddiva yde sl :(Use Casel) 1()5ul)
:Top 10 users sending mails to external domains clill 4difal) 4<uid) 7 )lA

Low Medium High (?JSM Gblay) aae
4 16 18 38
10.5% 42.1% 47.4% Lgiall daall
(%100)
& High
& Medium
Low

D) Uil e 1 g dugiall dusil) (7) 35 ISl

Syshall Cua e dpad¥l e i) gnbiad) 138 o QL) dag e o
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Exchange Server g syl &yl axde

Aaiil)

Low

Lbugia

Medium

Se
High

g.ui Jthgu MLA ji e\dﬁu\ da
(Use Case)

High

10.5%

42.1%

47.4%

Top 10 users sending mails to
external domains

il Jlols Ogashs (peadinn e S|
A A o la sl g S
<l

High

5.2%

39.5%

55.3%

Large files send via mail
350 e gly) oty 5 plasly il
‘?g)ﬁy\

High

0%

21.1%

78.9%

Malicious/Suspicious attachments
identified
dagudia g AN 2l Jilasys 48850 lila

High

0%

34.2%

65.8%

Monitoring mails going out from
the bank domain to other domains
after office hours

O Balall g ST 2l il 4805
alsall gl ol duala e ) el

|

High

10.5%

42.1%

47.4%

High number of rejected mails from
single “from” address

O (o Acasiyall il e a2
Jepall
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Bshadll dlle lgaren Lgsiai &3 iyl Glaill & il gl 5 Jeal (a9 1)

2 e cNLaY)g AL cYLaN L dalil) AiaY) cld g sliad) £ paldl)  gladl

:Wireless—VPN

AN AN ) Jsia daad ) s oo Jsda) Gllus :(Use Casel) 1)

Lalaa ol e ol 2t OlSa (e ST (e il

Top VPN account logged in from multiple remote locations or from

:suspicious countries

Low Medium High (?JSM Gblay) aae
1 4 33 38
2.7% 10.5% 86.8% Augiall dunsl
(%100)
@ High
& Medium
Low

ol Ul (a1 Jlpedd st Zscl (8) o8, U

Bshall G e Daa¥) Mo caiad glinadl 138 of Gl dais (e G
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Wireless—VPN i (o e LaiVly 4sludl) eylaty)

Aaiil)

« e o
Low

L gia

Medium

Sle
High

‘fui J:Ul.\gm ‘:AM:ILA Ji ehﬁm\ s
(Use Case)

High

2.7%

10.5%

86.8%

Top VPN account logged in
from multiple remote locations
or from suspicious countries
dass ) an e Joaall il
ST e il Bl A ) e

Llae Ol e gl s OISe (0

Medium

7.9%

57.9%

34.2%

Wireless unauthorized login
attempts

Aoyl AELN Jedall Jaas Sglasa
aSlay

High

0%

31.6%

68.4%

VPN connection beyond 24
hours

e Ll Al ASAN day e Jladl
el 24 e 5SY

High

23.7%

18.4%

57.9%

Wireless Access Point rebooted

ALy Qi) dkai ¢ salel

High

2.6%

21.1%

76.3%

Wireless unsecure Access Point
detected
Aaal e LS Jlaan) ddags Calia)

oualal) gl il (5) a8y Jsaal

s 1 5 shal) Je 4 Caias & pualdd) Gl & el golie 5 deal g 13
Byghdll :addia uag Byshall
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Intrusion Prevention ciBliay) aie sl daldd) dia) cild o ybisd) @ pedbadd) (3Uail)

:System ( IPS)

:IPS high alerts alhil) lgalhy Al §ladl) cpiadll :(Use Casel) 1|5l

Low Medium High ‘é_\sn Gblal) axe
1 1 36 38
2.7% 2.6% 94.7% A gial) sl
(%100)
@ High
@ Medium
Low

sl il e 1 Jlgeal) Al Zansill (9) 28, JSa

Bshall G e Dad¥) Mo caiad glinadl 138 of Gl dais (e 0

Intrusion Prevention System (IPS) «l@)iay) aia ol

4&-\-\3.:. | - - i <.y
Low | Medium | High (Use Case)

IPS high alerts

High | 2.7% | 2.6% |94.7% . 1
Al Lgalhay ) 8yladl )l
Possible exploit of vulnerability

High | 0% 15.8% | 84.2% 2
Ldalall Al A L 3yad Pt Jlaal
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SQL Injection attempt

High | 2.6% .99 .5%
igh | 2.6% | 7.9% |89.5% )5S U e dens 385 Aglae 3

Virus traffic in the network
High 0% 10.5% | 89.5% | ey e daals 45040 Lg cVla ass | 4
L

oedbd) 3lail) il (6) a8y Jsaall
Bshall Adle L lghiad & Goalud) G 3 el g0yl 4 Jual (g 13)

:Oracle Database [s), ol ciliby soof: daldl) Lial) cld g L) tabad) 3Uail)

Oracle cllul) so)gh radiiois aaf )g5e dalS Lada slgii) ;(Use Casel) 15wl

:password expired

Low Medium High S AblaY) e
8 24 6 38
21.1% 63.1% 15.8% 4 gial) dacail)
(%100)
@ High
@ Medium
Low

@Luﬂ\ dw\ (e 1 d\}uﬂ 2\:1)3.01\ z\,uﬂ\ (10) (55‘) J<a

Sshall Cus e BV Jasgie Ciia) soyld) 138 o Gl dam e
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Database Oracle s, ¢l cilily |

Aaiil)

Low

L gia

Medium

Sle
High

‘fui J:Ul.\gm ‘:AM:ILA Ji ehﬁm\ s
(Use Case)

Medium

21.1%

63.1%

15.8%

Oracle password expired

bl aclgs

High

0%

21.1%

78.9%

Critical commands executed on
the database

Gllall aeld Jo daja calaalas 2w

High

2.7%

44.7%

52.6%

Oracle user created/deleted
calild)

High

13.2%

42.1%

44.7%

Multiple login failures observed
for database

Bac ] Jodn haud cl¥slas Bac Jid
calilud)

High

5.2%

31.6%

63.2%

Database schema
creation/modification/deletion
sacls labde 8 Jaad o sl el
<)

High

7.9%

36.8%

55.3%

Monitoring login attempts on
database

520 Y Jsal Qi Clae 480
calilud)

High

2.6%

31.6%

65.8%

Database access during non-—
business hours

gl s bl saclE ) Jsaal)
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ol alsal

Oracle user changed privilege
High 5.3% | 28.9% |65.8% el adiiune amf clada | 8
bl

Privileged accounts creation
ngh 79% 132% 789% &s Q\:JLG C_ﬂ:\;‘)\_«a.t e.ﬁiluu ;Ll.\! 9
Glilul) sac\d

Excessive database
High 7.9% | 23.7% | 68.4% connections | 10
Gblall 5308 e 8yiS Y Ll

bl BUaill 3l (7) o8y Joand)
Lugie 1 5 ashall Je 9 Chias &5 wlodl Gl 3 il sl 100 deal o5 13
.M\ u.aﬂ;.m JLA} SJBLAJ\

:Routers/Switches c¥aulls cilga sals Laldl) dady) cila 93 L) 2l gladl)

Emergency router dssal e gl dajs Uad Jila, :(Use Casel) 1wl

:error messages

Low Medium High ‘?JSS\ Gblay) aae
3 13 22 38
7.9% 34.2% 57.9% Lgall dall
(%100)
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@ High
@ Medium
Lowy

el Ul g T Jlgad] Augial) el (1) 3, ISl
Bshall Cus e uaal) Mo Caiead gl 13a o Glain¥) dai e ol

t el BUaill (ageads 2l mAGAN ) Jeagll 23 dasyhall uiing 13504

Routers/Switches cilgaga <y

Aaaiil) - - - <y
Low | Medium | High (Use Case)

Emergency router error

High | 7.9% | 34.2% | 57.9% messages | 1
angall o ek dnja Uha dil

Router—power supply failure
High 7.9% | 36.8% |55.3% 2
dagall A Al Basg Jid

Router configuration change
Medium | 5.2% | 55.3% | 39.5% 3
dagall Cildlac] (A s

Critical messages observed from

High | 5.2% | 31.6% |63.2% the switch | 4
Aad) e el dsja Jil)

Detection of land attack (DOS
Attack)
daadl)

High 0% 7.9% |92.1%
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High

0%

10.5%

89.5%

Detection of ping of death attack

Medium

2.6%

50%

47.4%

Detection of new policy addition
in the router

dagall o saas dubu d8li) Galins)

High

2.6%

21.1%

76.3%

Detection of policy violation in

the router

aasal) o Al (3ya il

High

5.2%

39.5%

55.3%

Long Duration ICMP Flows
(Detection of ICMP packets
between hosts that last a long
time)

ERPRICF S ICTIS IR S N
gl 35l (len O

Calil 3Ll 505 (8) )y Jsanl

Bohall lugia 2 5 yohadll Jle 7 il 5 (el Glaill 8 el siylaw 9 dual (505 13)

.M\ uaﬂ;.m ‘)AAA}

:ANti-Virus cilug pdll slias gabipn daldd) 4ia) cild o lisad) :audil) gUail)

Anti-Virus virus L (ug ! Glug pdl) slae malip Cildis) ((Use Casel) 1 )5l

:detected
Low Medium High ‘?JSS\ Gblay) sae
1 10 27 38
2.6% 26.3% 71.1% Lgall daall
(%100)
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& High
& Medium
Lowy

il B (e 1 Jlpadll dugiall sl (12) o8, (<l
Bshal) Cus e ) o Ciiad syl 138 o Gl A e o

Anti-Virus clug sdll slas galin

Uadiia i le I gyl e ol aladiaf Al
. * e oo - t.. ¥ - - .
dacul Mediu | & CARRCAEEE A ?
Low High (Use Case) &
m
71.1 Anti-Virus virus detected
High | 2.6% | 26.3% 1
% | L agpdl il il dlma gealiyy il
Anti-Virus malware infection
identified (not
92.1 | quarantined/cleaned/deleted/mov
High | 2.6% | 5.3% 2
% ed)
ol (6)) i malipy (goaalls ALY
Multiple sources accessing the
84.2 same malware URL
High 0% 15.8% 3
% Oyl st 25eall e jalims 52
Cuall gl ol jluall il
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High

10.5
%

31.6%

57.9
%

Detection of antivirus failure
update in end user machines
el Cwnaan dolee Jdd Y\ alias)
Cpeddiedl Bigal o cilug yuill alias

High

5.2%

23.7%

71.1
%

Attempt to stop the daily scan
schedules

) Cllee Calay) Alglae Cala)
Bl 450l

High

0%

15.8%

84.2
%

Detecting of attempts to stop the
antivirus services

celin cled Galay SYglas slias)
il g yal) aliaa

Mediu

10.5
%

47.4%

42.1
%

Detection of the scan which is
stopped before it completes
Aodee il Lgd @ A YA Gl
il U3 e

High

13.2
%

36.8%

50%

Detection of the computer which
is not protected with latest
definitions

AL ena ) Jgna el Calis)
Cilusg pail) slime gmaling (pa Cuaa

High

0%

15.8%

84.2
%

Brute Force/port or host
scan/privilege escalation access
attempt from the Infected machine
Gladll Sleall e cilengs 2Ll c¥slaa
~38lall s (aysd S ) Sie gl
(Y cladlal e Jsanll)
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Access to critical file share,
network path, SSH or Remote

RDP attempt from the infected
84.2

High | 2.6% | 13.2% o host | 10
Sile o ASHLEe calil] Jga sl cNglas
20 oo JlaDl cglae sl das A
o9l ladl) Slgall JB (e

el Ul 3 (9) a8y Jsanl

Lugie 1 5 ashall Je 9 Chiat &5 alill Glaill 3 il gl 100 deal o5 13
.W\WJM}M\
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 wald) el

galally Ciluagilly al) i
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RPN |
595 Al il aaly il L) deags ) S0 aaY Ladle duadll 138 ey
Laaal) 13 Calaal

rduanl) mili 2
Al Ll ¢ Laadl sadaill 2l Ledsl silill e e sana () Jeasill & il Gl S
Aale il b

folaad) Gl it 2.1

lehsiat & Al i) Gea (Use Cases) duaY) Cilasyliwdl Cawi gl o)
90 Lo il Ally Giigaadll Ji (e (High) 5)shaall Cus (e Laaa¥) ddle L e
hadS i) 8 lehai &5 ) L) dpeal e Qs 2 (103 Jeal e
cilasaall el Jgsenas Bal danills ia¥) EiaaYly Cilagleall

e gl o lgaia & Ally glind) (ea (USE Cases) duiel! clag bl of
dhugie il o fsatd) daws oo laa € Gy (High) sshaal) Cua (s daaaY)
Cig 0 dangd (apaill) A GUal) e SB eYT gjland) Jie (Medium) dea!
pblE s g ((40llae] B it Laty LU las eddiies Ghiles aal e (g8
ol Olaal lghuay gl Sjgpay Clagoluul) sl i dabag daal e
Asase g A lad Slaslaa

e gl o lhia & lly Glial) Geca (USE cases) duiaY) cilasylual) ¢
sl o igeatl) (o o Bing skl Cun e duaal) dauigia ol dseaY)
e (e gyl Jilal e aS a3e) bl Ul e pealad) eV o) e
osgall Ladal b llyy Y1 gyl 13g) dueil) Gaaal) Gle s 2 ¢(Jensal
gt dahal)l Glagleall (el dubon

) e ail Lo i) b iigeall) U8 e WY sl puit Casial o

Glaill b aulill V) gl fie AT a8 dsaa) Jausies Lo Ui b
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G Gl Y gluddly (High) Ciadll (W) las @ialae) 8 i) alil
) s Ll sa ((Medium) Ciadl (aasall cilalae) (3 jaa) oaelil) Gl
aal e Ul o i) Cua die a0l Clegleall aas cawmy gnylid) 13gd Al
i) uaiy dasca 8 Ml dan)lall Clangll aia dagliia (6l 8 g i) Lagha
bt a6 38 Ly el (B Slasbeadl el Al Bl Lady
Ascsgall Gaa gaade i el sa dssall Cilslac)

pataie 4l Lo b)) J8 Ge ol sl gl Caia alae) o) e
(Hooaal Facalls dag yhaall L) Slagyylisad) IS daal e s 8 ¢(LOW) deal)
claglaall ol (334

dale e 2.2

Laghiall 3 Glaally claudl clile 53y SIEM ol Jie (53550 ol 35 o) @
gl Gaihe 8 led Slasledll el (38 2o liy desge 6V f bl Aslesled])
22 dujlan 333 8 Lala g0 cualy Lae Lo Ul palias o Giaas ) &Y
gkl g g Lgalgal B4l

iy @li) & Cilasleall (el je3 3505 8 SIEM alas lgasy ) ddliadl) daill o) @
Lads cl logs clile Juob st Gy dee Loy iny Al ULl jobas e
Lgidlia) o Al ellig aUail) 8 535a 54l (Correlation rules) Jals,¥) aclgd se e
oV AieY) Slaglisadl Javia b Gl & Sy alaill Clagleall ol 32d U8 (e
Al DA e dha o

:Gluagill L3

Oal Gup JE e il 8 Clasleall Gl Bl3Y Alals dady dub piag WY e
il 8 leglaall el Shlie sy dalaty waat gl JS5 Jeds Glasledl)
2l ALYl Ohlaall sda cauanl WA aldll Glajially Gluagll degiie
Biliasy Clasted) (el b b saanall Lagual) dllad (a0 s A 5l
i) 5yla) udae J e Adadl) s3a
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G Alelall Caladll 8 Clegladll ol B Llall Lgl) 5)3Y15 oY) pdlae ped @
Jewr Lo Ld ) cmalilly Aadailly clsa¥) i dgad dnygudl Al djpgenl)
g dyslhaall il ggusally algall ginsjlas

SIEM Al (Jia (53550 aldas 35mg doysedl duyell dyogan) 8 Alladl Cjliad)l 5 @
bl plas e bl Slally coladdl clile 52y dslesladl lgiaghiia 3
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