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type filter text

v == 3ssociate_with (Domain=Range)
v~ has_card (Domain=Range)

LY

= attack goal achievement requires (Domain=Range)

v == impactsTechnicalmpact (Domain=Range)

v == gttack_has_goal (Domain=Range)

v == buy_puchases (Domain>Range) v == ssues_cards (Domain=Range)
v/ == consists_of (Domain=Range) v == mitigated_by (Domain=Range)
v contracting_with (Domain=Range) v processed by (Domain=Range)

v === gxploits_vulnerability (Domain=Range . .
pots. A gl v == runs_senices (Domain=Range)

v = form_order (Domain>=Range) .
v = scopes (Jomain>Range)
v| == happens_at_phase (Domain=Range)
— v == sell_purchases (Domain=Range)
v| == has individual

v == yses tools (Domain=Range)

LY

= has subclass

Y

=== has_bill (Domain=Range)
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type filter text

v = attack goal achievement requires

v = attack has goal

v = axploits_vulnerability

v happens_at phase

v === has individual

v = has subclass

v = impactsTechnicallmpact

v = mitigated by
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: @m\

PREFIX rdf: <http://www.w3.0rg/1999/02/22-rdf-syntax-ns#>

PREFIX owl: <http://www.w3.0rg/2002/07/owl#>

PREFIX rdfs: <http://www.w3.0rg/2000/01/rdf-schema#>

PREFIX xsd: <http://www.w3.0rg/2001/XMLSchema#>

PREFIX n:<http://www.semanticweb.org/noura/ontologies/2020/7/untitled-ontology-7#>

SELECT ?Attack_Happens_at_phase

WHERE { ?x rdf:type n:Sniffing.

?x n:happens_at_phase ?k.

?k n:transaction_phase_name ?Attack_Happens_at_phase.

}
H(V=0) JSa b damse Slaia) dais

Aftack_Happens_at_phase
“T-Merchent send information to payment gateway that send them to payment corporation network™
“B-payment corrporation process bill and communicate with the issuerto ensure thatthe card is valid and the balance is sufficient.”
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tasagd) gy aLall AN o) anlgall aadiing
Debookee «Wireshark « Malware ¢ Dsiff
P ety aladiuly cuses_tools Akl (e WDlaiul) Al 3ok e A 1dag
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PREFIX rdf: <http://www.w3.0rg/1999/02/22-rdf-syntax-ns<#
PREFIX owl: <http://www.w3.0rg/2002/07/owl<#
PREFIX rdfs: <http://www.w3.0rg/2000/01/rdf-schema<#
PREFIX xsd: <http://www.w3.0rg/2001/XMLSchema<#
PREFIX n:<http://www.semanticweb.org/noura/ontologies/2020/7/untitled-ontology-7#<
SELECT ?attacker_uses_tools
WHERE { ?x rdf:type n:Sniffing.
fx n:uses_tools ?k.

fk n:tool_name ?attacker_uses_tools.

}

(A=0) JSal b daimge ais) daiis

"malware”
“Wireshark”
"dSniff"
"Debookes”

Sniffing aga¢ll uses_tools Adall ce daiul) dayii :(A—e) il
5 cpgiieal o blia maly i Sl Llawall e Al Closles pen ) asngd) 138 Cangy

iy 6y Cleall Juality Jsaall Jiaas sldie) @ilily Jhe cdpaddll Cilslaall 3y

Loy

1 AUl Sy aladnia) attack has goal aadall e 2Deiu) A8all DA e 138
< ¢ 19O e e 1SR

PREFIX rdf: <http://www.w3.0rg/1999/02/22-rdf-syntax-ns#>

PREFIX owl: <http://www.w3.0rg/2002/07/owl#>

PREFIX rdfs: <http://www.w3.0rg/2000/01/rdf-schema#>

PREFIX xsd: <http://www.w3.0rg/2001/XMLSchema#>

PREFIX n:<http://www.semanticweb.org/noura/ontologies/2020/7/untitled-ontology-7#>
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SELECT ?ATTACK_GOAL
WHERE { ?x rdf:type n:Sniffing .
?x n:attack_has_goal ?k.

?k n:goal_name ?ATTACK_GOAL.

}
(1-0) JSal b D) dass

“steal personal information, such as login credentials, account details and credit card numbers.”
“collecting sensitive infarmation from victims or installing malware on their machines”

Sniffing asa¢ll attack_has_goal il oo aMaiul) daii :(4-0)Jsil)
Pod gl oda (guiat lllaiag
Ak Ty 0 n iy 58 s |

- Anlady) aslay Joaldh aodiieal)l (OS—Y

Ll ) 558l Cilasbeall 038 Juurg Das Caatiy il alill= ¥
oAl sal 4850 Amaall A8lay Culily Gl aay (55l iy Layy — ¢

(w attack_goal_achievement_requires iddall e Sainl) A (e dale Joass ag
p AN Slainy) Pla

PREFIX rdf: <http://www.w3.0rg/1999/02/22-rdf-syntax-ns#>

PREFIX owl: <http://www.w3.0rg/2002/07/owl#>

PREFIX rdfs: <http://www.w3.0rg/2000/01/rdf-schema#>

PREFIX xsd: <http://www.w3.0rg/2001/XMLSchema#>

PREFIX n:<http://www.semanticweb.org/noura/ontologies/2020/7/untitled-ontology-7#>

SELECT ?attack_goal_achievement_requires

WHERE { ?x rdf:type n:Sniffing .

¢A



?x n:attack_goal_achievement_requires ?k.

?k n:req_name ?attack_goal_achievement_requires.

¥
ORDER BY (?attack_goal_achievement_requires )

(\ .—o)ds;:m & ket ) da

"1- A hacker injects a piece of malicious code on a checkout page”

"2-Ausertypes in their credit card details on the checkout page”

“3-The script secretly “listens_in™ and sends this infarmation straight to the hacker”
“d-The hacker then uses the victim’s card details to steal their money”

Sniffing asagll attack_goal_achievement_requires PRI adlai) dag (Vo)
:Alll) Caall dalas ej;gj\ Jaa Jatun
Ayl AL ye VA aladil

Aulal) Gl s axe e s Al CWE-311

alaaiuly  exploits_ vulnerability 48all e Slain¥) Al PIA (e ade Joass ag
5 AN Dt

PREFIX rdf: <http://www.w3.0rg/1999/02/22-rdf-syntax-ns#>

PREFIX owl: <http://www.w3.0rg/2002/07/owl#>

PREFIX rdfs: <http://www.w3.0rg/2000/01/rdf-schema#>

PREFIX xsd: <http://www.w3.0rg/2001/XMLSchema#>

PREFIX n:<http://www.semanticweb.org/noura/ontologies/2020/7/untitled-ontology-7#>

SELECT ?attacker_exploits_vulnerabilities

WHERE { ?x rdf:type n:Sniffing .
?x n:exploits_vulnerability ?k.

?k n:vul_name ?attacker_exploits_vulnerabilities}
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(V)=o) JSal & Slain¥) daiis

"CWE-311: Missing Encryption of Sensitive Data”™
“use unmanaged switches”™

Sniffing asagll exploits_ vulnerability B e adlaia) da (VY o) s

Cilaglaall (el Jlae e asngll 138 sy cAuluall cililall 5018 sa asngll 13g) il Y,
oo i) PlA e 1 Je Jassy  .Confidentiality alidd) cblall 4 Jical)
f AUl Slainy) aladiuly impactsTechnicallmpact 283xll  scopes 48all

PREFIX rdf: <http://www.w3.0rg/1999/02/22-rdf-syntax-ns#>
PREFIX owl: <http://www.w3.0rg/2002/07/owl#>
PREFIX rdfs: <http://www.w3.0rg/2000/01/rdf-schema#>
PREFIX xsd: <http://www.w3.0rg/2001/XMLSchema#>
PREFIX n:<http://www.semanticweb.org/noura/ontologies/2020/7/untitled-ontology-7#>
SELECT  ?scopes ?Technical_Impact

WHERE { ?x rdf:type n:Sniffing .
?x n:attack_ID ?attack ID.
?x n:scopes 7K.
?k n:scope_name ?scopes .
?x n:impactsTechnicallmpact ?s.

?s n:lmp_name ?Technical_Impact.

}

() Y=0) ISl b WD) dagiig



scopes Technical_Ilmpact
"Confidentiality” "Read Data”

Sniffing asa¢ll scopes s impactsTechnicallmpact (i@lall oo daiud) A :() Y—0)Jsid)
b el 138 (e ibeall G35k

el ity ¢l aladiuls chttps o fan IS Al NSy a0 adlsall 345
NordVPN (e sl alasiinly clKuill (g)5all Ganilly cialadl 1,.8000)

1 AN Saiay) aladiul mitigated by A8lall e 2Slaiu¥) e @l e Juaniy

PREFIX rdf: <http://www.w3.0rg/1999/02/22-rdf-syntax-ns#>
PREFIX owl: <http://www.w3.0rg/2002/07/owl#>
PREFIX rdfs: <http://www.w3.0rg/2000/01/rdf-schema#>
PREFIX xsd: <http://www.w3.0rg/2001/XMLSchema#>
PREFIX n:<http://www.semanticweb.org/noura/ontologies/2020/7/untitled-ontology-7#>
SELECT ?Attack_Mitigated by

WHERE { ?x rdf:type n:Sniffing .
?x n:mitigated_by ?k.

?k n:mit_name ?Attack_Mitigated by .

(VY—0)Jall & Slain) daiis

“Use Encription”™

“regular scans on your computer networks using tools like MordVPH®
Visit HTTPS websites”

"Avoid public Wi-Fi™

Sniffing asa¢ll mitigated_by B e e Z\*ﬁ:(\ ¥-o)Jsdll
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e Bl DA e dgle Jians AT e3ally cddall ddae e sya Jadi 13 Gle SO LS

.Data properties g
Data Properties o.¢.¥
o e gag o Sl cluall 8y Jiay : Account Account_num xsd:integer

sl Glaa 8 agagall daadll Jiayg @ Account Money_amount xsd:long

& pnedl yme Jigyg ¢ E-commerce-with—Browser—Attack attack_ID xsd:string

.CAPEC Dla

- S A Bylaill a8 ge Jaily g4 : Merchant has_website xsd:anyURI
casaedl 20 A3yl Jiayg ¢ Attack attack_strategy rdf: Literal

dlal Jlay) lsie Jias :Bill Bill_address xsd:string

- olall Ll o850 Jiayg :Bill Bill_num xsd:long

Cla e daad Ji @3 jad) o @lial g Jias @ Bill Bill_price xsd:integer

05l

Jdlall gaanll dad iy @ Card CVV2 xsd:integer

L) A8y Aadla o lgil &yt Jiay @ Card Expire_date xsd:dateTime
psagll Can Caay Jia @ Attack_goal goal_name xsd:string

S il ) Y a) Jiws @ Technical_Impact Impact_name xsd:string

ozl

casnedl adds Al Caia g Jiag ¢ Mitigation_strategy mit_name xsd:string
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Caniall alai)saa Ll A5 Jiays ¢ Vulnerability observed examples xsd:string
. CWE bl Camiall ( CVE asap A Al

ccanal) ddasy e CadS) dsy,h Jiai g :Vulnerability detected by xsd:string

<anall Adads anl iy :Vulnerability vul_name xsd:string

canal) dasil Caay Jiag :Vulnerability vul _description xsd:string

bl Al Jela o g ¢ il au) Jiay : Person Person_name xsd:string
coaddll Cayme Jiag ¢ Person person id xsd:integer

il Ll 8,1 Jiwg : Order Order_id xsd:integer

.A8Uad) 3y Jiays @ Card PIN xsd:long

Jacyl o3 Al Aalul) sl Jiag : Purchases purchase_name xsd:string

Jachd o3 Al dalud)l e Jias : Purchases purchase_price xsd:integer

o) (adan (alllia ~ Jias @ Attack_goal_requirement req_name xsd:string
casngd)l ade i A Slagladll ol Jlas al Jiary :Scope  Scope_name xsd:string
E-commerce-with—Browser—attacks scoresExploitLikelihood rdfs:Literal
b e haugie o) (mitie ) adihe JWinl s da o asaed) 2l Adlaal Jiag

Jiwy : E-commerce-with—Browser—attacks scoresRequeredSkill rdfs:Literal

) Alangie s Amidie o) Aaiipe A Jb asaell ALAl aaledd) Lealing ) cllgall Ay
REX

3ak Jiay @ E-commerce—with—Browser—attacks scoresSeverity rdfs:Literal

ey Jla b psael

oy



casnedl 313 an) Jiayg @ Attack_tools tool_name xsd:string

(e syl anl Jias @ Transaction_phase transaction_phase _name xsd:string

Al 365 Jalye

SPARQL alaiinly Seind Gulsi (e legle llias i) cilasladl) (any o () €-0)JSa

sniffing asaell ady Ly «data properties g5 (0 Gl (any e

1 fs « capec—158 s CAPEC ¢laws b asagdl Cipen o) (VE-0)JSa (py Cun
B a0 o) Se paled) ) s caaled) (e midie Clea (g ki Y asagl)
Jia o dangie asmgdl 138 528 o LS L lenl) s3gs bl lgadiig o aodiiny jaaall dagide

REPRTN

attack D Requered_Skill Severity
"CAPEC-158" "Level: Low Adversaries can obtain and set up open-source netwark snifing tools easily.” "Medium®

Sniffing asa¢ll scoresSeverity y scoresRequeredSkill ¢@al) aMaia) dauis :() € —0) il

: M D) PIA (e agle Juani L aas

PREFIX rdf: <http://www.w3.0rg/1999/02/22-rdf-syntax-ns#>

PREFIX owl: <http://www.w3.0rg/2002/07/owl#>

PREFIX rdfs: <http://www.w3.0rg/2000/01/rdf-schema#>

PREFIX xsd: <http://www.w3.0rg/2001/XMLSchema#>

PREFIX n:<http://www.semanticweb.org/noura/ontologies/2020/7/untitled-ontology-7#>
SELECT ?attack_ID ?Requered_Skill ?Severity

WHERE { ?x rdf:type n:Sniffing .

?x n:attack_ID ?attack_ID.

?x n:scoresRequeredSkill ?Requered_Skill.

?X n:scoresSeverity ?Severity.}
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aladinly ¢ attack_strategy ce i) DA (e lgdle Jpanll (Ko asagdl Lailiul Ll
AL RPN

<#PREFIX rdf: <http://www.w3.0rg/1999/02/22-rdf-syntax-ns

<#PREFIX owl: <http://www.w3.0rg/2002/07/owl

<#PREFIX rdfs: <http://www.w3.0rg/2000/01/rdf-schema

<#PREFIX xsd: <http://www.w3.0rg/2001/XMLSchema

<PREFIX n:<http://www.semanticweb.org/noura/ontologies/2020/7/untitled-ontology-7#

SELECT ?attack_Strategy

. WHERE { ?x rdf:type n:Sniffing

X n:attack_strategy ?attack Strategy®

¥
i(Yo—0) JRil 8 Aaua ge Aaguilly

I attack_strategy "Sniffing attacks focus
on stealing customer information. These
attacks are executed behind safe and
secure channels. The attacks involve
constantly monitoring and capturing the
data transferred via packets in the
network. Special packet sniffers are used
for interfering with the data transfer and
extract information.

The attacker connects with one of the
switch ports, and it is possible that the
connection is wireless

The attacker runs a tool like nmap to
know network topology

The attacker identifies the victim

The attacker uses ARP spoofing , and
takes the physical address of the victim,
50 all data packets destined for the victim
become with the attacker and the
attacker steals sensitive information”

Sniffing asagd) dagilial () 0—0)Jsill
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U< ll DotNetRDF Assally slaiuy L «C# Zaw il 4aly Visual studio 2012 Y)Y

SPARQL 2Maiu) 32l alasiuly Laglshal) 8 23l Glegleall o oDlainl) e

DotNetRDF 4d:<al) 1. ¥

s -leie Dxiadlly ¢ RDF il 4S5 3)lals he) JaY cadila dLlS 5% e )l A
o3 aladin) (Says .« RDF @lidi jlae ae Jaladll aadindi 3y5edie culinlai daay dgaly
Db . Windows jsaiys alai 8 Gesell aadiall ilgaly o el a8 elsu Aol
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E-banking Risk Analysis
I [ Home | Services | Aboutus | Comactws | |

E-BANKING RISK ANALY 5|5 BY ONTOLOGY

Electronic banking services have spread widely. Attacks by unauthorized attackers have increased. This leads to
the need to secure the data exchanged between the bank and the customer Efforts have been made to analyze
attacks, know their causes and determine ways to mitigate them. But the analysis process needs to extract
knowledge from different sources, present it in a simple and easy-to-understand way, and process it quickly and
effectively. Here the need to rely on semantic techniques appears. Semantic techniques allow collecting
information from different sources. integrating and reusing it effectively using ontology. Risks analysis based on
ontology can make understanding the risks much easier and faster, so this facilitates escaping them.

E-banking_Services

Select ‘E—commerce by Browser |
Select ‘E—commerce by POS Terminal |

Shlial) Jalas abgal Lpauiyl) Aadial) 1()—1) g8l
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adsall Ladhy Al Services wlaadld) 1Y
sl e aladtiuly 4 JSIY) 3jlaill Claaa Jilas @
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Services — E-Commerce with browser attacks

o LS il aladinly 4SSV el gl (et ) Cileag)) il el
(Y=1)Jsal

E-banking Risk Analysis

“Home | Services | Aboutus | Comtactus |
= Xoh

E-Commerce with Browser Attacks

Communication Channel Attacks

Internet Banking Server Attacks

User Terminal Attacks

Attacks with very high and high severity

Attacks with high Likelihood

Attacks with Low required skilles

Attacks with high and very high severity, high likelihood and low required skilles

gl iaia aladinly 4u5g AN 35ladl) Lgd Gl AN cilaagd) ciliaaat:(Y-1)JSdl
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(¥=1)dSal 3 LS aaaall Ciial) (e Clangd) £l ek e Caia sl diey

Communication Chanel Attacks

Select DMS Spoofing
Select Man In the middle attack
Select pharming
Select Sniffing
Select bDOS
Select Dos
Select Phishing Attack
Select Web application attack
Select Malware threats
Select

social engineering

high_severity_attacks

Select Malware threats
Select pharming
Select Phishing Attack
Select SQL injection
Select Session Hijacking
Select pharming
Select Phishing Attack
Select SQL injection
Select Session Hijacking
Select DMS Spoofing
Select SQL injection
Select Session Hijacking
Select Sniffing

high_severity_high_likelihood _low_skills_attacks

Select SQL injection
Select Session Hijacking

e Bas (309 gl piuata Aalugy 4ig <Y 5yl cilana @ )8) ciladlatia) geilid +(¥—1)Jsal)

sl adiga (A gl A Jal) agad Julad Jla 1.4
daia LI JEY) 2 Man-in-The Middle Attack sl & dajll Sl Slaal & 13

(£=1) IS 8 LS apngdl 134 Jydas
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E-banking Risk Analysis

MAN-IN-THE-MIDDLE ATTACK

This type of attack targets the communication between two components (typically client and server). The attacker
places himself in the communication channel between the two components. Whenever one component attempts to
communicate with the other (data flow, authentication challenges, etc.), the data first goes to the attacker, who has
the opportunity to observe or alter it, and it is then passed on to the other component as if it was never observed. This
interposition is transparent leaving the two compromised components unaware of the potential corruption or leakage
of their communications. The potential for Man-in-the-Middle attacks yields an implicit lack of trustin communication
or identify between two components. MITM attacks differ from sniffing attacks since they often modify the
communications prior to delivering it to the intended recipient. These attacks also differ from interception attacks
since they may forward the sender's original unmodified data, after copying it, instead of keeping it for themselves.

ATTACK ANALYSIS

MITM Josh 3 Jad asad Jilad dadea :(£—1)JSdd)

((0-1) JSal b LS Qs dulee guilis el

Attack_Happens_at_phase

7-Merchent send information to payment gateway that send them to payment corporation network
8-payment corrporation process bill and communicate with the issuer to ensure that the card is valid
and the balance is sufficient.

ATTACK_GOAL
|stea| personal information, such as login credentials, account details and credit card numbers. |

attack_goal_achievement_requires

1-Packet detection
2-Packet injection
3-Session hijacking
4-SS5L removal




attacker_uses tools
Bettercap

BurpSuite
Ettercap
Hetty
MITMPROXY
PROXY.PY
malware

attack_Strategy

MITM targets the actual data that flows between endpoints, and the confidentiality and integrity of the
data itself, the common scenario involves: Two endpoints (victims) and a third party (attacker). The
attacker has access on communication channel between two endpoints, and can manipulate their
messages. As a result, the attacker has convinced both victims that they use secure channel, but in
reality it has access to all encrypted messages

attack_ID |[Exploit_Likelihood|Requered_Skill Severity
CAPEC.94|high Level: Medium This attack can get sophisticated since thew_ary
attack may use cryptography. high

Access Control
Authorization
Confidentiality
Integrity

Gain Privileges
Modify Data
Read Data

Employ encryption

Manage enterprise-wide certificates

Never click links or open attachments in unexpected or suspicious emails
Never utilize public WiFi for website use that is intended to be secure

Utilize a secure VPN to eliminate MITM exposure to ensure that all information is encrypted and
cannot be viewed

implement multi-factor authentication to make MITHM attacks extremely difficult and success unlikely
Verify TL5/55L setups

atlacker_exploits_\ruInerahilities
Select [CWE-290: Authentication Bypass by Spoofing

Select [CWE-294: Authentication Bypass by Capture-replay
Select |[CWE-300: Channel Accessible by MNon-Endpoint
Select |[CWE-593: Authentication Bypass: OpenSSL CTX Object Modified after SSL Objects are Created

sl giga B haausll B Jagl) asad Jalat quilis 1(0—1)Je)
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Bettercap, BurpSuite, Ettercap, Hetty, (s asaglls alill culsal andiny asleall ofs
MITMPROXY, PROXY.PY, malware
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.TLS/SSL
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[26] [27] [25] [24] .294,CWE-300, CWE-593
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5 Adagiyall Conuall Ll 5 casagll 3¢ Adagyall CWE claws a2y Ciuay (1-1) IS (ans

[25] .l 13gs Aagipall CVE dlay dliae btk apngll 138 Gugaal cualy Waaay o3 Al

[26] [27]

CWE-294
CWWE-294: Authentication Bypass by Capture-replay

A capture-replay flaw exists when the design of the software makes it possible for a malicious user to sniff network
traffic and bypass authentication by replaying it to the server in question to the same effect as the original message
{or with minor changes).

OBSERVED EXAMPLES

CVE-2005-3435: product authentication succeeds if user-provided MD5 hash matches the hash in its
database; this can be subjected to replay attacks.

(CVE-2007-4961: Chain: cleartext transmission of the MD5 hash of password (CWE-319) enables attacks
against a server that is susceptible to replay (CWE-294).

CWE-294 (e adaiul) dagii :(1-1)Jsal)

D JlEy) e
Services —> Vulnerability Analysis

o A el pe ] Rantial) el gl adlse Y Ll Ll Jpeasl Wi

(Y=T) S B mage 3 LS Leie IS el Gl wise (I JEYT Al e Al

[24]

10



" TT00L NAME

Select |CMET Blogs http-//news_cnet.com

Select  |CodeRed Center http:/fwww.eccouncil.org

Select |Computerworld http-/fwww.computerworld_com
Select |Hackerlournals http:/fwww.hackerjournals_com
Select |HackerWatch http-/fwww hackerwatch org
Select |Hackerstorm Vulnerability Database Tool http:/fwww hackerstorm.com
Select  |Help Met Security http:/fwww.net-security.org
Select |NWVD http-//nvd.nist.gov

Select |SC Magazine http://scmagazine com

Select |Secunia http-{fwww secunia.com

Select  |SecuriTeam http:/fwww.securiteam.com
Select |SecuntyFocus http-/fwww.securityfocus.com
Select |SecurityMagazine http-/fwww.securitymagazine.com
Select  |SecurityTracker http-/fwww securitytracker com
Select  |Securty watch http:/fsecuritywatch_com
Select  |Symantec http:/fwww. symantic.com
Select |TechMet http-//blogs.technet.com

Select  |Techworld http-/fwww techworld com
Select |US-CERT http-/fwww kb cert. org

Select  |WindowsSecurity Blogs http://blogs windowsecurity.com

i) Jalil el adlse oo aMatul dguiz(V-1) Sl
F(A=1)JSal 8 WS [24] L JS Ciiag g il Lol oy lgaly 2818 20 L

TOOL_DESCRIPTION TOOL_NAME

called Zaproxy is an intercept proxy designed for the security testing of web applications/Owasp-Zap
web application proxy built to identify vulnerabilities while browsing an application Proxy Strike
web application security reconnaissance tool Skipfish

is asecurity testing tool used to crawl a website and analyze page content to find links as

well as form parameters Vega
multi-threaded, multi-platform tool used to audit web servers Webshag
open source project used to scan and analyze remote systems to find vulnerabilities Websploit
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E-banking Risk Analysis
| Services | Aboutus | Comactws | |

CVE 2012-0158
CVE 2002-0671

SOME COMMON VULNERABILITIES

Click to see attacks can cccured by exploit these vulnerabilities

CVE 2019-19781

CVE 2018-8453

CVE 2019-11510

CVE 2008-3324

CVE 2001-1125

CVE 1999-0024

CVE 2021-36942

CVE 2007-5893

CVE 2008-3438
CVE 2007-5602

CVE 2008-2790

CVE 2003-0377

CVE 2017-11508

CVE 2008-2223

CVE 2004-0366

CVE 2008-5817

CVE 2008-2380

CVE 2008-6828

CVE 2009-1603

CVE 2009-1466

CVE 2007-4961

CVE 2008-0174

CVE 2008-3289

CVE 2005-3140

CVE 2009-2872

CVE 2002-1949

CVE 2008-4390

CVE 2008-6157

CVE 2004-1852

CVE 2009-0152

CVE 2007-5626

CVE 2007-5778

CVE 2008-0374

CVE 2009-0964

CVE 2007-4786

CVE 2008-1567

CVE 2008-4122

CVE 2009-1048

CVE 2014-1266

CVE 2007-4961

CVE 2005-3435

CVE 2009-3107

CVE 2005-3435

CVE 2009-2382

CVE 2009-2168

CVE 2009-1048

CVE 2009-3232

CVE 2005-0408

CVE 2009-2422

CVE 2009-3231

CVE 2009-3421

CVE 2009-1596

CVE 2009-2213
CVE 1999-1549
CVE 2001-1488

CVE 2005-0877
CVE 2003-0981
CVE 2004-0892

CVE 2001-1452

CVE 2003-0174

CVE 2000-1221
CVE 2021-36942

CVE 2001-1500

CVE 2000-1218
CVE 2001-1155

CVE 2018-8453

CVE 2019-11510

CVE 2019-19781

CVE 2012-0158

CVE 2005-2188
CVE 2002-0804
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