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Abstract

This study is based on the belief that Syrian banks should acquire the knowledge and skills required
for effective IT governance and management, to reduce the risks related with IT and monitor it
according to the latest international standards, in order to improve performance and achieve the
objectives in the best way possible.

The aim of the study is to assess the efficiency of the technical structures of Syrian banks and their
compatibility with the implementation of IT governance; Based on the key role of governance in
testing and evaluating operational activities and internal control systems and supporting the
administrative orientations for the effective use of information technology. It also aims to analyze
the gap between the feasibility of implementing the COBITS framework for the management and
governance of information technology in Syrian banks and the difficulties that prevent it. And to
identify the extent of awareness of the top administrative bodies concerned with the Syrian banks of
the importance of adopting a comprehensive framework for the management and governance of
information technology.

The study population consists of the Syrian banking sector, both public and private. Interviews were
conducted with stakeholders in the relevant departments (information technology - compliance
monitoring - internal audit) in the banks representing the study community, to obtain answers to the
questions prepared by the researcher through the approach between the requirements of the
framework COBITS5 and IT Environment in Syrian Banks. The researcher used the Process
Assessment Model (PAM) method according to the COBITS Framework Manual. Based on
dividing the implementation evaluations of a given procedure into six scores (from 0 to 5), the
researcher used Excel software tools to analyze the data and present the results.

The study concluded that the degree of efficiency of the technical structures of the Syrian banks and
their readiness to implement IT governance was 1.43 within an evaluation (1 performed) while the
optimum score is(5), which means that the measure exists partially, but does not necessarily achieve
its desired goal effectively and there are no proper control controls. The degree of application of IT
management is 3.23 in an assessment (3 Established) while the optimum score is(5), which means
that the relevant procedures are now applied according to specific processes and methodologies and
achieve their intended purpose in an acceptable manner, there is control over implementation and
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weaknesses or non-compliance can be detected but not necessarily effective. Controls are
reasonably designed but there are no performance indicators to ensure compliance. This clearly
reflects the accepted management of information technology among all Syrian banks within the
available capabilities, in conjunction with the weakness of the adoption of the principles of
information technology governance.

The study ended with a set of solutions and proposals, the first of which is the need to strengthen
the role of information technology governance in all Syrian banks, both private and public, through
the adoption of the implementation of the framework of COBITS, which requires government
support for government banks in many aspects. This will benefit the important sector and therefore
the national economy as a whole.

Key Words: COBIT 5 Framework - IT Management, IT Governance, Technology Structures at
Syrian Banks, IT Risks, IT Controls.
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