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Web Services Description Language (WSDL), developed by the W3C
Web Services Flow Language (WSFL), superseded by BPEL

Web template

WS-MetadataExchange

XML Interface for Network Services (XINS), provides a POX-style
web service specification format
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Service-Oriented Architecture

A completely service-oriented model
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Google J 4ladl & »35li) &3 Al JavaScript Ase sl dal Lds djae 4 V8 -
V8 asiys CH+ sl 43S a5 2008 ole 8 sdadll 7 siie zual & .Chrome
L ey el 2016 ple (85 el iy (8 A1 41 ) jaaal) 5585 A i
.bytecode interpreter 35S <ol aa e

zel Cudily ot Cusy Node.js add diaid luse il a3all e s npm -
23155 o oSa Lol G G Ll el 315 s adaii s npm Jaw = NodeJS
Jie aledd) w3 ) Lodash Jis ddavs saecbs Gl g npm daw (A a0al
.Grunt

JSON lily acai Glily sacld y miaiall 2 NodedS ze (S -

eiall s Jreall G daddll Agal g 73 salll udi aladind Balely o -

Judls (e Y camsill Ll 331 event-driven ¢l dids NodeJS aidiud -
lilaall

\WebAssembly acxi -

o C ) atiid Glipdt s p 4galy e addons CULLY) clasy 45l pg -
Go (Al ALE) Jresill ALE sde Glas LY lealadinl (S S N-API
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3 SNl 8 6 pilie las gl Jaend Sy s Cob+ dady 4y 53l 4y jaiaall dae il Cilagladl

Al CommondS @las € JS &y Jaly (pe ladan

Express 2-2-2

ol G i o Wiy Cun NodedS J bawsiay ulad s ajlas giw cus Jee bl o
g sy Al luall g axiall 3y 8 2elid NodedS e gstall s jall (8 die A0S 4 jul)
sl ol cilapdad ) olail ol aall (0 4y 8 A sana

@ Client €) HTTP server €) Express adds
recuests hands request features to
something to Express the request
and response
CLIENT NODE'S
browser, HTTP EXPRESS MIDDLEWARE
mobile app, SERVER APP STACK

etc.

© HTTP server
sends response

0 Your functions respond
to the request

Express alsiiul 41 g g 14-2 Jid)

1Y) A e Express framework - dwlu) & el (s pandli (Ko

Adalide g cciladiall 3axia g dadiall Lalal Cuy s Clipai agaail daladiol (Ko -

HTTP il Jle o)l dlag gll el Slaels ransy -

HTTP sk Lo oy dilide cilelya) hY adadinl 2i il amgll Joaa 2aay -

URL o) s

gl ) daiba gl e (3G USaalid HTML Cladia (ajay reansy -

10 ke Jdde yull 36 -

Async & Single Threaded L il as 55 el 30 e -

Sl T yal dpm gill dlae Jrad 4y g8l colapdatil) dae i dgals -
aillay e 3 ke 25 Middlewares m)x\ Gl Je S JS4 Express
Cua Alaia¥l g dhall sla 3500 A exiud (req, res) aaiuyly bl o< ) d.na.\
A aleal) Aass gl gl ol dda 5 5258 O (S

e S (sl i ey -

(req, res) Wl e &l juad o ja) LeiSay -

(req, res) 4ty cllall 3 ) 50 el leiSay -

el 8 A Adagus gl Clama ) il el dind gy -

-
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React 2-2-3

Agaly s Huadl A gie ciy S lils 2586 o (ReactS sl React.js aul Wayl 48 5 el
Facebook 4S i Jd (e W 3lis) &1 addial) dgaly clisSa ol axdiual Clgaly bl 4l
Jsaaal) Gl cilipk 5l SPA dadall Lol cliplail) ) ol 8 (ululS Laidl s aaii
&) Bale Lglipda L) callaty U DOM ) Al a8 agaii g Allall 5ol Jaié 432 React ¢

reall il (e Adgae @il 5 ) ALY g 5ill dilica) CliSa pladil

25y Hld) <l jaal)
il Sall sda w83 (e Components < sSall e GBS (0 React 258 oS -
GSay il Kall aal (e 2 React DOM 4Sa alaaicy DOM 8 (ure yaind
Props aub Co i L ) yay o ¢ sal
il L&l e L React b CUsSall o mpaill glislad) gl yhall - -
class-based il e 4duwll «lsdly functional components
.components
JSX & 5 e i gla b clld azy a8y a5 Aol g0 il ) U Sl (e g el 5y -
const Greeting = (props) => <div>Hello, {props.name}</div>
ESB plasinly G gaiall Ao Al @l Q) e BleYl o4 -
class ParentComponent extends React.Component {
state = { color: 'green' };
render() {

return (
<ChildComponent color={this.state.color} />
);
}
}

Eua Virtual DOM sl ool Y aiiaal) (A8 #3 g aladind & ddagale 5 Al 330 -
CEMAY) uaady 501 & bl JSe) cise 0383 5,80 <Ll React asi
LS asall 138 ey 3eliSy piiaial) & (s nall DOM yaady ol o3 cdaill)
GliSe i e Lay uad IS die Ll dadial) (mge & 5 LS duna ) el
S 130505 Y G pall 138 iy Jadd Jadlly s 1) de )l <l Sl React
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daiall (e s dadall Jadadis CSS daci wlua sale Jodl agall jisry celadl
APARE

@A gl JISET e IS components <t sSally Aalall sLall 5550 5k adiiug
AR Jads ) e oSl e oLl Bamkﬁs‘éj@)ﬁ\ Gilaalaill 2858 o
it a5 JSX o Caymy L aliiiul & React daie lgd 3585 ) saY1 abl (e
Lol el ae 0da daa yall 45 zad ) shaall e 3 ¢ 23 JavaScript XML -
ol g pilae JSG s HTML =

class App extends React.Component {
render() {
return (
<div>
<p>Header</p>
<p>Content</p>
<p>Footer</p>
</div>
);
}
}

paic i 2l React paic A4 sl (udi o toaaiall jualiall calad cang
<> paidall AKh S <Fragment> Aadd ¢ 22aa ¢ 3 ol odleld sl <div>
b giiaeS aisle)

W i si il ealiall Lliny decad) Attributes swsliall cilow (e de sene JSX i
Sland) maan 23l &y Cua o sSall ) daadall cileadl a8 Wall ¢Sy HTML
props < (sSall daud o

e ziaidl 4 HTML gae e 2l 8 L e React - sl 4l (Gt
<canvas> ciledlal (i i A€l clhbis e Facebook o sisy Jiall Juw
pdall e IS e Gilaie HTML (=8l pladl Jueadll PayPal s Netflix poaiu
.Jaanll
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React Native

A 55 Aaul s o3l & Huadl # gl Jiall Ciledl ikl pald dee ) 4 -
Android, Android-TV, i0S,) «lawki el addadiul 4 Facebook
daie aladiul e coyshall (S8 A e (MacOS, tvOS, Windows, UWP
bV oY aUail) ClISs) ae s ) Wis React

&y oS Virtual DOM ge dalsi ¥ L3l oLty React g W Llee (salae it -
Ji e 45840 JavaScript swdi ) ddls ke BA 0 DOM ae Jaladll
b oo el ) alaill ae JuaiVl iy o Aledll Sleall e 8 il (G shaall
fanas (el Jie e e e Aluludall i)

Cilanlail) daa p Glgals o Jeldilly Il Lal) o)) caleiy React wlisSe i -
skt @l iy sy S lila s React - i oail axdiall dgals zisal e 4laY)
LAY daall B =it o Sy cnoshall e ALS saaa 38 AlaY) iyl
& oml JSas Jaall

s e Jilu )l aladind 23 3 (40 Yy CSS 5f HTML 235 Y React Native -
O shall i React Native gl cus Ala¥) (el (35h dallad cuy S s
5 Android Al Kotlin sl Java die claly 4La¥l dme jll clegledll 48
g e ST el Jaay Lae jOS alail Swift sl Objective-C

React Properties

React is declarative

React is simple yet powerful
React is component-based
React supports server-side
React supports mobile support
React is extensible

ReactJ$S - duusi )l <) jaaal) gl gy 15-2 JSil)
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MongoDB 2-2-4
Al ilatie a0y | jaall ~le Gliaiall date Cilaiiuell 4 go Glly 3228 =dli p e 3 ke
.schemas 4 sl cilhbis 2 JSON
A )l palliadll
Ge baame Ygia Al aai of (Sas daa Jad JSE Gl Glle aed -
OisSE Sy caadindl J (4 4 e JavaScript il s Wayl Geatiy ol
Al aaall @l il (e 4 sdie dne pla Y cleadleiu)
5l 5 4031 &l i 5alh MONGODB s (A 83 52 sall Jsial) G jed oSy -
Ot (e Alilaiall Zowl) de gane ()5S Alilaiall il (10 Cle sane MongoDB Lisi -
ABlaid) 23wl ) 8 ABladl Zwll de sena siae Jery 5 bl e ST
ABLaiall Gesill Ao pane a5 Ayl of ABlaie A Qb die g gl 34 S S Al
A s el (S Al o O gy 450 Aa (g sl Jlsal) Llee ol jaly LA
)il IS el 8 diue ()5S bl sda (81 G sl Bel 3l Cillee anad o
aliall il 1SS 5l Jpentill &) g5 dameia 2353 e MoONgODB Jidi (Say -
Byl Q8 Alla 8 4l kil e
O ypan s daeadll 453150 ae GridFS oo clile QUa€ MongoDB aladiul (Say -
L)y A Baseie B ] e clilll Jilaial) gl
iuls s 5 aggregation pipeline geaill culil ba a5 mueaill ¢l Gl & by -
single-purpose uasll 4alal awaill 3,k map-reduce function il
.aggregation
(MapReduce Jix) aweaill oilla;s ldlain¥) & JavaScript ahasisl (S -
Lol i) bl sacld ) 5 e Ledla )
Lilay Cus | oY) 2all G e ganall a5 i) anall ) Cle ganall aci -
oty 20l anall ) Jgea sl 0 jmars ozl oY) quii i e Cle ganall (e sl 138
Ao yly e A8 i
MongoDB s Enterprise Servers Community Server <ljlaal sxe Ll -
Atlas
Go oS 230 W aa s skl il g At )l s ) lall ey S ma Ll -
AV Al Sl s clall dpan )l e Jaacil) el
axial Aalall o5 5 AY) clerall s MongoDB () Uswasll (e Stitch dsals e -
0S5 Androids JS ¢ IS eMaally dala cli€e ja 63 ) 4dLsYL serverless
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Glia 5 Ala¥) dae g )l aadiudl dgals o licl MongoDB Compass anéi ai -
L) (e 58 I3 axdiie Clgad y 858 Aliie Clgad dagls g jliie 5 Cilaiiae

MongoDB s e <l hag 5 1iclai MongoDB 2.6 laal e 1jlicl -
Sl 13 mausi o35 Ll 581 Jocalhost sall Cuadl 4uen ) DEBs RPM
st Gl dam Lulul) Aaal) pen e MONQoDB ala gaes Jadidl ol ity
Jsmall U8 (e gy yom IS e 65 5 al Le bl 300y 4S50l cVLasy) 48lS joaid
.system administrator

o} M

Expressive Query Language Flexibility
& Secondary Indexes

Ex

Strong Consistency

[ - | @
Enterprise Management Always On,
& Integrations Global Deployments

Scalability
& Performance

MongoDB - 4l & juaal) gda gy 16-2 JSAl)
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<lulw g clulas) REST API 2-3

Gl oY aild S5 aehadind o5 HTTP (e 4 A A gene 230y 3a (5 lene baal 58
Jaa =i RESTfuUl = «lala yy) Y Qi gé_ﬂ\ ool Al el gl claad PREGH aale s
laadll oda i Al e Yl e sl Aaail o il Q) AiSa) GsluY!

Lebiaai s Lol o raniiy ¢ouad Jiiad (B Lep Aaldll cugll 2lse cusll dexd 355 o) s
llaall (e Base 33350 Ao genae s Stateless Alall ane J5S 55y aladinly

landll a8 A ca ) e i snaSll Aadail (g ll Jedil) ApiSa) sl 13 sy
RESTful g5 (o cusll 4ead 4y ded ] Jypall 45,18 SOAP e diy iy
S HTML Gmihy 4 A seny laial ) capsall URI G Wasloa) sl ) Lkl (ga5
s AUyl Gl sdgl e gud SV JSsigll ATl Gawii g 5l JSON 51 XML
DELETE s PUT s POST s GET Jis alaaiud le us jSY1 5 k1 5 o0 A HTTP
Jaall A<l 5 dyg 1l 5 Joowil) AlEy Aabuadl y qsil) AEy ol 3l 8 REST (e a2l
Al alaxil 5 ¢ Jpandlfaniall Ly Jie 4 L) goalaall g Lal JOA (e clld (Bas 2y 48 65 gl
callall die Gl Giladaill acay clidall aie aUal aladiul g cgall (A A4
REST 4l e alaill Cagiat 25y s tsabuall s28 gLl cang s 83 g0 Al 5 pladia

REST APIIN ACTION

REST clients REST server

[ resource |
REST request @
_— e

HTTP method + URI

GET
POST Bl resource

PUT -
DELETE AN
REST response

Resource
representation
inXML/JSON

altexsoft

REST API Js 4l sy :7-2 Jsid)
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A Jexall ailiadl)
AUl Ay jlaral) ailiadll e REST s leaxall laaill 558 i
aSHn A eV b gl Jaladl 065 O Sy Gl el Sall clelas A el -
A 3elS 5 aadiuall
L Lagd Jeliill 5 s gSall (a5 08 dlaef acay e ) s sill 4046 -
Baa sall dgal gl Aol -
(k) S U1 in) 5 el a1 Al s oSl Juaed 418 -
Al U85 i (e AU KAl G JbaiV) 7 uag -
) ae grali all 258 85 (3 5k (e il Sl Ji AulSa) -
s bl Jals Juael sgay s b Qe (5 siwe o Jadl) daglia 8 Al -
bl M sall

A0 lazall 3 gl
O paall (Say LA o Gl Gl 2aad 358l o285 RESTHUI alai 235 208 Ziw aa i
Al Sy 3 gill o3 e Jandill JMA ey cedlaadl e 33 )0 clllall ey cuaig
Jall A Gaeil) 446 Adaliall s asill A8y oY) Jia Aot yo diiday e (allad
A i sall
fel WS (A L)l REST 258

.Client/Server Jwall/paaall 4 -

Statelessness 4l alail - -

.Cacheability < sall o jasll 46l -

Layered system il oUss - -

.Code on demand (¢_kia)) ikl aie oSl -

.Uniform interface 33~ sall 4gal gl -

sl Glad e REST (3ukas
RESTful APIs = & lexall REST 25 o 30 (Al cu sl dedd lipdal Aaa jy Slgal 5 (oo
AUl ol pally et )

http://api.example.com JisS bl URI Gi'pze -

(DELETE s PUT s POST 5 GET) il HTTP Gk -

AL Q) iy ealic saay hilug g 5 -
ol Dl Ay leal ) ol jlae 33 5 ¥ SOAP ) saiial)l cydll ciledd (u€e e
REST o LS .JsS5is5 s SOAP iy s lare slul 8 REST oY & .RESTfu
JSON URIs HTTP Jis sulas aadins RESTHuUl ik (S5 4313 aa 3 1 5lbea
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http://api.example.com

oo RESTul Ll per Lalall clipdail) 4oy clgals Cppshaall (e paall iy XML
dals) odle daia sall Ay jlenall 35l apany & Y oda ikl ey Silgals O e a2 )
(33 sall dgal gl 2 08

‘REST API Y 1

Leibboal 1505 aladll 5 agdll e REST ikt dna 5 4gal

) sall aladiu) Qg 5 3anall ikt alasi Jle 3,8l

L gall AN B S g HTTP JiS pala (e 83 bisay (el Jaadl 3 la) (S
LAY 5 anill Algu

daaas GilS o) g (Al Alinht e Jaall 2l odaadl Jde Jed) 0 Jaay 4)
Y ol sl Uapad

clallal) p ULl 2 iy 4@l HTTP $ok aladiul

@l Ot us @ise e Ll dial jal Lealadinl (Sary Gsal) e REST AP adiad
RN

de ULl #3gady Al QWH Gdd ) Jpa gl e 320Y) Gaeddiiaall Sy
SOAP U saiiasdll ) cilassy 1435 i

JSON Sl XML ety ilibal) Juude a5k oo 808 &35 sall gl

Cldl (e aaill QAuth @Y S5i5 0 aladiuly pleddl ) satial) djleally e
REST

:REST APl < s

@bl Gyl Al @l i gl cliphai sl callai Cua cstate Aladl ) lasy)
e 4 e ol A IV Gadll 4o aladiul e Osll Sy G gise Cy il
‘\J\AGJS:.L‘EAJ\ s cAgL@—\:\A ‘é.laﬂ\ ;\)ﬁd\ AN dﬁ‘\.\)ﬂ\ Y GABJP}A\ )m\.\aj\
Aila a5 S Jaandl Gl Jra Lae et Jaandl Bl e iyl

sl (b an AN (JEd) Juw e SOAP & Leia Jil REST (& dlealls gl
a0l clill) el A e @l (K1 dalall el e oSy ua REST
el g aadall G ddlall 48 45 4l
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WebSocket 2-4

Jaa & sl s TCP Juail yie ol 4l Jlail <l 68 8 g 5 g€ SWLal) J S5 0 58
il 5y WebSocket APl xs 55 &35 2011 ale 3 IETF 8 00 Lobe JsS555l 138
e Oasings OS| z3sai (b 7 Aadall (& 0l 535 ) DS @y s HTTP e iliy a5 W3C
sed S WebSocket awai o8 (SIS 635yl B (e a2 ) Je 5 4 4kl 8 TCP
O Juat¥) el ol S5l G Gl Gaaily (443-80) Blall e HTTP JsSsisn
dal Ge @lldy Qlladll 4l ¢ 2 handshake iailad) mlhias aladiol &5 6 ey

\WebSocket JsS5is 3 N HTTP JsSsisn (e Jsaill

WebSockets Handshake ws:// or wss://

open 80
|
G
- 101 - Switching
E Protocols
= ~
.‘_
—
e
close

WebSocket (& 4adlad) Llee g :8-2 Jil)

s lae il des ae Gl adday cusll (i o Jeléll WebSocket JsSsis o il
Al g ) e Ardl) i gl & bl 85 Jean Las olai¥) 2 N HTTP s 252 90

Zlendl g Y 5 Qllall Jrand) Js g o 5 el ) (5 sinall Jlas ) pasiall USas pesnaal 431 032 5
& IS5l 13 (e el laal 345 o3 1S gite JlalV) el ae ULl Wad Jilu )l o paiy
Lualle 5 ) sl Ciladiaiall alaas
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gla b adall oy & caadall ) dadlias cilb Jueed)l Ju WebSocket Juail (il
bl Jidl A riase 8 WS (Jand) ) dadlias Dl

Jeaad) culla

GET /chat HTTP/1.1
Host: server.example.com
Upgrade: websocket
Connection: Upgrade
Sec-WebSocket-Key: x3JJHMbDL1EzLkh9GBhXDw==
Sec-WebSocket-Protocol: chat, superchat
Sec-WebSocket-Version: 13
Origin: http://example.com

addal) dilacic)
HTTP/1.1 101 Switching Protocols
Upgrade: websocket
Connection: Upgrade
Sec-WebSocket-Accept: HSmrcOsMIYUKAGmMmM50PpG2HaGWk=
Sec-WebSocket-Protocol: chat

iy < e )

daa¥) Gt dulis ddassl o WebSocket wllb a8 4y ¥ dpladl HTTP clilh (uSe e
dlie "Origin" O sie siae dana o Gleddall @S ) g A sgme-origin policy
disdl e WebSocket Glia) Cleas quind @llyy (Jlai¥) ol ol dad sl J pual)
cilile plazinly Juat¥) dolias die USes 5% 8 5315 (Cross-site wll s 55 e )
ABlaal) dlaadl ST 51 3 J0aall ) gell aladinl Juad¥) ey HTTP 4abas sl ol ;) oy ys
Al Glily Ja xie \WWebSocket Jbsil ddaladl

WebSockets Pros and Cons

Pros Cons
e Full-duplex (no polling) e Proxying is tricky
e HTTP compatible e L7 L/B challenging (timeouts)
e Firewall friendly (standard) e Stateful, difficult to

horizontally scale

WebSocket Clivuy Clula) rmass 19-2 JSi)
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http://example.com

NGINX 2-5

Jalail) Jaf (e pating o) Say clas e elal 035 ot ¢ jaaall 7 gie (g addia o 3 e

What is Nginx?

Web server for reverse proxying,
caching and load balancing.

Nginx Tutorial
Edureka! DevOps Certification Training www.edureka.co/devops

Ll g bl e

i Designed for maximum performance !
and stability. ‘

Functions a proxy server for email
(IMAP,POP3 and SMTP)

Uses a Non-threaded and event —
driven architecture

NGINX 4als s 110-2 Jil)

Al Bl A (e andiall 138 ) jrae aal dasd (Say

Laodl aaladiin) oSy ol ey deall Cad g ay o < radll 7 giha s adde B -

ALl clalal)
Microsoft IS s Apache o JS <ala &) jiiay -

D85l 5 o sl A Qg5 (e Cppmny el g (5 ginall ailudt Gauen e Jany

iyl e Gl 3 SSY) Ca gl 8l gal
OSTHTTP JsS 550 DA e sl dadk s e NGINX pade dae (Y1 adidsy
HTTP, HTTPS,) <V S5l 0o IS e dS5 axdaS @lX aadie Ga
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5 Load Balancing des 0138 aslaainy dilal (SMTP, IMAP, POP3
Laii Cache

dedd Cugll aalsa (A derdindl mal jdl e £ 55 3sme 8 NGINX o) Jsdl LSy -
A jidl el

adlsall ST juall oda 4t Jaad Cua diel Jie e g Glaal) e 408 4 nginx e -
Ae puall 5 o gil) L8 Ca (g0 48 55 5

IBM, Google, Microsoft, VMware, a&ill s3a axdiud Al <S8l sl e -
LinkedIn, facebook

Why should we use Nginx?

Ease of
Installation Improves Offers_
and Performance Scalability

Maintenance

Reduces the On the fly

wait time for Loaq
users Balancing upgrades

NGINX aladia) el mas 111-2 JS&

Nginx Tutorial
edur“-‘ka! DevOps Certification Training www.edureka.co/devops

Redis 2-6

520 S Lgaladind Say Wy ¢ jaaall 7 gide 5800 6 il 350 ge Be Ay -
il Jla Y Jas S 6l Cache <iise ¢ 35S i iy

Al e i key/value ) 4w e Redis wiad -

NoSQL Jlb (e Gldaza 3aclE iias -
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Baaiall Cliarall Aghy ae i -

Al geasil) Alasiuly a3l 23 -

Strings, Lists, Sets, Sorted Sets, Hashes) <llazall &Uﬁi alife aedi -
(Bitmaps, Hyperlogs, Geospatial indexes

Redis: Architecture & redis

Reds Read Replca

CACHE
Redas Masier

cep ’-’__’..-"'."
/—“'
Cache
- F Updates
r

fag

Redis 4 oy 112-2 Jsil
‘Redis L) 3
Ll e -

Column Names 32e 3 claul Ll Ll s Schema <l b Ll Gul -

81,000 s~ 5 Al 8 SET Llee 110,000 sn) clbeall 245 3 fan day yue -
(Al A GET 4ulee

Glazall LlaY Lgacd dali (e faa dye -

Disk Persistence £ (33l 5 Caching <ésell (o 33l pexi -

i ¥ a5 Trusted Client 4 Gsisall daaall 5l (asdll J8 e Jseasll daacan -
External Access / Internet Exposure &bl s il J sea sl

vl d8abadl dlee dlae) (S -

e Cilgal sl Baie lelea Sy -

Glbaral) j@ldaexi Y -

‘Redis - Lalall alatiny) cVls aal J6l Jasl) o Tl
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What Can Redis Be Used With?

Redis aladiul c¥la (11342 JSi)

JWT 2-7

O Olaslaall aren J& 8 aelud 5 dial da gite 4puld 48,k 4 JSON Web Token
Ladie Auulie A0 ) )) sy (sm U (ol Bacluny JWT a5 (Sar .ol JSy (mine (b
Lsa amd 8 el lae JSON oY) Gkl aladial oy ol pud) cllall dadail) Jolas
Clead Lgaadiad Al byl Goal Wl JWT 208 dua duala alaie) Glly ol (50 axdiuall

el daa g Cilgal s el (B 2o lin e ccliplatll ol

AP 8 leall (yals il 8
A o LB LYY sl Ay paal) L) e g a8 Gl sl e JSON sl ga) Jand
A ) 5aY) Ganay

Aaiada (i aal A oL -

Aaadd) lllad) g cildlail) oL o5 -

.Compliance JUaYl o 5yl Uika -

s i Credentials dsasill slaic¥) 3 )5l a3 sy ¥ -

aliall JELY 5 2e) g8l aa AP AN ) J g sl 5 )la) LiSay -
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Ly doalall cliplal)

daay dgaly o Al Glhaadll p duldll @l el o) ) a
JWT AP| 4aia aladiuly
Asania agilsa g Gubill G peadiial)l ges ABalias Cuad

I3 e ) e JWT ol g dlaced) 3 3nadd) 5 ga 1) () oS

Db il iy il 6l e Jsagll Al ol oy 8 ey Bacluey Gubaill Gudi a1 Lexie

USER DATABASE

. I .~“
=Aae

2) Client prompts
for credentials

CLIENT APP
(Front-end application)

1) Accesses...

3) Credentials

7) JWT token 4) Credentials
sent back to client passed to API

WEB API

your API: requires users to
be authenticated in order to
perform some actions

JWT pladiad Aa ¢ 114-2 JS

AP el dgal sl laall cpali e JWT L 2ol Al G5kl
ctrdl) i gl il 8 ddli (el Vs e Al e glaall @ HLE AT i
cclipdail) Ay dgal s YA e bl YAl Cpalll cd Hhall o 28Rl JuaiV) (s s

Cleatall (Sl (g AR A yall &y gl S35
Bomaall gl alasin g oL&) e aelud
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WJWT Gaadai 4]

Glily Jaal Gadal) aladin e ) Ui Jsaall Jaady Yl Gubill addiie a0

L dalal) Jgaall Jeas alaic )

Laldll API o cGadaill addiie daaldll Jeaall Jaad clly e @3l 3

dae n dgaldl oomdl UGl aladiuly Jsaall dad & JWT ey bl Gadailly

Ol Jaliis Ul Yhoail g Y Ll 3l 1 el il JWT G 3m G el

bl

il miiaie ) Speal) Sa)ll salely @l aey Cliydail) Ay dgal 5 o s

03380 S (8 BaY darding o5 cdinua (o Bint JWT ey daead) Gaadai il o an

AT 3 e duadil) aaslaie] Clily (¢ seadiiaddl Gy O

b WS Al Lgin Jaady dauast ) o) ol A6 (e JWT 4 0S5
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https://owasp.org/www-community/attacks/csrf

<"form action="/transfer.do" method="post>

input type="hidden" name="CSRFToken">
value="OWY4NmQwODE4ODRjN2Q2NTIhMmZIYWEwWYzU1YWQwWMT
<"==VhM2JmNGYXxYjJiMGI4MjJjZDE1ZDZMGYwWMGEwWOA

[...]

<form/>
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https://www.veracode.com/security/insecure-crypto
https://www.veracode.com/security/failure-restrict-url-access
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https://www.checkpoint.com/defense/advisories/public/2016/cpai-2016-0928.html/
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:Leave Conversation List &ilaall 3 jilas

Use case diagram #laaicy) lla Llaa -

browser system

leave chat
list
<<uses>> \> remove user
from user list
Actor l
AConversation
Component

Aidaal) 5 il a)adiay) Al hia g gy 120-3 JSAY

LlaiuVL @l g alaall 3 5020 Jal e leave Ll o barally Gubaill jafiiae a i
AL AUail) ashy sl iy (alall React Gaki e AConversation osSalls
Adagiuall Baladl e D el 45 58
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Sequence diagram duludll bbaa -

Api WebSocket
% Load Balancer
ﬂ
l
|
|
|

Actor
T | | | | |
| | | | |
A
| | | | |
o | | | |
leave a —
hat list > \ \
| |
fetch convs member list—————— |
¢ — — — — — — list of members. — — — — — — — - |
| | |
| left conv |
| conv user list I
| |
| | fetch memb |
| | WS service Id |
| ~- - - -—-—- T T TWssemiceds L T T T T T T T T
| I |
| push conv |
| change |
|
N | | I
I | I
= |
fetch I ‘
fetch conv list
| |
list. |¢ — — — — — — convlist response— — — — — — —
display ! |
< ConuList Page — |
I | I
| |
| |
1 1 1 |

Lalaal) 3 jdlial Judeil) Jabadia a9y 121-3 JSA)

dany A 2 A Jeave Baladl 5 ae ) e Rl Gukill jaliee a5l @
AP daa ) e 13 Jusyy iaiall

ey Adlaall S jife Euaad Jal e DB cilihaall 3208 a0 AP| de2d Jiaii @
L Gukill e 3 jalaa

Gl e Jpasll daf e Redis dexd g APl dexd Jati o
A ) Enaatll Jla b a6 Glld ey g cdialall GS)LLJ saildl \WWebSocket
aidl ) Enaanll Jla )b e s & 68 Al WebSocket
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Actor

zie g ¢ Gubaill e g 5Al) daaad Jal e logout L e acally Gadaill el a5
&) JEYL React as8is « iiwall alall token J) cajze caday oUaill a8 el
.LoginScreen i 4l

browser

‘Logout 3 e 4K e Gukil (e g 5 Al

Use case diagram alasiuy) s ki

system

logout

/ foveut

<<uses>>

all devices

delete
Token Id

Gkl (ha gz g AN alalind) Alla Jabida g gy 122-3 JSAY
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Sequence diagram Juluill hhis

browser Load Balancer service websocket
;A4,0:.
|

\ [
! I

\

|
\ \

|
\ \
! \ |
o L |

A
user 10gout——p

date session

—_ T -
I I
I ! I
I ! I
!

Gbill) e g gAY Juuledll) abada i gy :123-3 Jsid)

AP| 4 ae JuaiVh méaiall o 8 logout L)) (e baaally aadivall old die
REICEEN

session ulall cuaad Jal e Glidard) 32el8 xe Joal 5l AP 4edi o
Aaddy Aualdll (g glial) Cunad Jal (g redis 4t ge JuaiVU AP 5 &3 (e s
\WebSocket

React daul 515 o_5u asiy 2 gheaiall ) dagiill Juasb AP asii 1l
LoginForm ¢sSall (i s
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Conversations
_id: Objectld
date_last_updated:
ISODate
messages:
Array[Message]
title_text: String
unread: Boolean
user_list: Array[user_id]

-lilall sacld Jalada

0.1

|
<Shared_File>

<Message>
_id: Objectld
0.>— message_time: ISODate
sender: String
message_text: String
shared_file: Object<File>
b
1
fileName: String
- fileSize: Number
fileType: String
— fileUri: String
Users

0.»— _id: Objectld
user_id: String
password: String
jwt_id: String
active: Boolean

created_date: ISODate

date_last_updated: ISODate

libyl) 3asd habia pua gy 124-3 JSA

|
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gl g a5l ra A Juadll

rdadia 4-1

algall Gmadd (38 85 ae cdanll Ay Chlolac) 5 cdariiusall CLED aaly oy el 1) Jeadl) 136 Caag,
Adaa 32kl L) Sl a¥) Jos e pe cdadiuall Cilna sl aal g Gkl gy )
sdaddiical) cililEl) 4-2
Oe (paiiuall dgaly) bl (m e Bhie Juad & i A MVVM zasalll e alaieV) g
Sl e Gadaill 8 Aeddiusall G aal (i je o3 385 cadaill 8 il Jlee ) 3l
rllEl) o2a aaf Lia S3i g ¢l

(React , Expo) (e JS Liexiiul 38 L) dgal sl (ady led -

NodeJS , Express , JWT) o« JS Leadin) a8 48lal) dgal gl oty Lad -

.(Passport , Passport-JWT , WebSocket, NGINX
.Redis s MongoDB Luaaiul s Clyhasall 3208 (ady la Wl -

:dead) iy 2lae) 4-3

Al alaYT oy k) S 8 cdail) 8 daddiua) Cilalaall aal A S OMA (e iy
NGINX paie g ccililbnll 32e18 ) ddbaY backend & frontend
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blob_storage

mongodb

nginx
redis
services
ssl

sSvuU
.gitignore

preparation.md
README.md

ALl gaadail) Ay prada g 11 -4 JSA)

cagiliolae JOA Gulaill (5 jafiua Ledaliy Al bl e s s blob storage als<ll e
A 3o ae ) 8 (385 A IS0 23 cildlall 38 At ddee (s el pe

e ganall (Ll dalall clibull saclal Lulul) clildl e s 5iay mongodb asall e
g create_svu_db_and_user.js 3 create_svu_collections.js
runmongo.sh

v (@ mongodb
create_svu_collections.js
create_svu_db_and_user.js

3 runmongo.sh

mongodb (& Al lilal) g gy 12-4 JSA)
laals NGINX axe dalall clld e ggay nginx sl e

galdll run_nginx.sh <laly aasall 1 e jalall routers nginx.conf
il & 8L
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v (@ nginx
.

routers_nginx.conf
G2 run_nginx.sh

NGINX ¢ dmlad) Clilal) g gy 13-4 JSil)

Redis «tlull saclsy 2 redis 2lssll o
SSL ol padilly Lalall i) Je 5 iay 55| Aladll @

G gen_certs.sh

G2l gen_root_ca.sh

G gen_root_key.sh

ssl Al il ra 5 14-4 JSA)

LY Joatilly die 2S5 Co gy Ailal) Zgal b (alall aladll 5 services 2aal o
La Jpatily dlie 2S5 o g5 cdpalaY) dgal sl paldll alad) 585 SVU sl @
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Backend dulall dgal o)l 8 i) g lalaal) aaf 4-3-1

v [ services/api

# config
> Wy lib
> A logs
B models
2 I node_modules
> B resources
& routes
> IR server
> @ wss_handlers
.gitignore
< package-lock.json
19 package.json
start_esm.js

LAl dgal ol A dpulud) clild) gy :5-4 JS&)

okl 48lal) dgal o)) (i Lgwladiin a3 Al i) g lalaall aal 5-4 (S8l xa gy
S Gaaly Al config.json Gubill pwd)ll Augill Gile e (555, o3 config -
il slaall 038 B4 JSEN e gy G galill lalacly Aalall e sledl)

"port": 18000,

"ws port": 18001,

"app root": "/svu/api

"app title": "SVU Application",
"app version": "1.0.0",

"app url domain": "localhos

"external server url": "https://localhost"

"pid file path": "/var/run/svu app.pid",

"login url": "https://localhost/",
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"wss server": ({

"ssl": |
"cert file": "../../ssl/certs/cert.pem",
"key file": "../../ssl/certs/key.pem"

I

"wss_port": 18001,

"protocols": ["svu-protocol"],

"wss handlers root": "wss handlers",

"allow origin": ["https://localhost",

://localhost:18001"]

{
"ssl": {
"cert file": "../../ssl/certs/cert.pem",
"key file": "../../ssl/certs/key.pem"
by
"security": {
"jwt header name": "",
"session duration": 3600,
"allow origin": ["https://localhost"]
by
"third party ocauth": ({},
"blob storage": {
"path": "../../blob storage"
by
"database": {
"host seed": "localhost:27017",
"login id": "svu db user",
"login password": "svu db pwd",
"connect retry millies": 5000,

"database": "svudb"

config.json <l (s gisa gy 16-4 JS&)




f? s At )l dleadl) Glile e alaall 1 g iy lib/utils
blobHelper.js
cryptoHelper.js
imageHelper.js
ws_backend_client.js

Gl Galall eail) Jasdl JalS Jainy (alal) Gl e s sias Logs

3cld e 325 gall collections dile seaall cilile e alaall 138 5 6isy Models

fsA s il Aalal) iyl
conversation.js
file.js
session.js
user.js

Linkty dalall 4 )l Node <lile 43 e alaall 1 (5 5isy node_modules

Gkl 4alall deal ol en 25 sl package.json <ale Galaii il

NAR S lgeadins Al sall @lile e 5 6isy resources/nar_images
s’ Jal e pddiay o (AalAl) dgal 5l 8 Clalall é‘"‘i e Alaall 138 e routes

225 AP @lexd dal (e caendinl ) REST @l s
blob.js
conversation.js
session.js
user.js

Gkl gty ) sl s 355 b 8 el o aaY ol 5 55 i

e dS Gl Lo S e gty Sun Al dgal gl (8 i)l alaall g4 5 server
sl Sldarall acliy angall (0 IS Legr Glah Lo S 2o Express s NodeJS

AUl i) e JS o alaall 138 (5 a0 Cua (S g
server.js
router.js
WS_server.js
database.js
config.js
app_logger.js
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Frontend dsle¥) dgal sll 3 cilalall 5 colaladl) aaf 4-3-2

~ [ SVU
2 TA .expo
A .expo-shared
> B assets
> IR components
m constants
= hooks
> Il navigation
» I® node_modules
> @ screens
> e
.gitignore
App.js
{-} app.json
F babel.config.js
(2 package-lock.json

02 package.json

LaalaY) dgal ol A Aulad) clilal) a9y 1 7-4 JS&Y)

: Gpadaill Al dgal sl Cpana Lgaladiinn) a3 ) il 5 colalaall aal 7-4 JSAN ma sy

LS W el L;_"d\ React Expo - daleiall cilalall 48 e alaall 138 5 g3y expo
Slaial Calide Je Jaall g caas) 93 jal gali jull

Lianlad acs deodtual) Ja gladll g Ggall 5 ) seall il e (6 63y gsSELS

s iy AY React Glinkd Geda sl e aadl 18 ey components
o Al dgalsll el e Leadiu Sl Components dawdll ol Sl
Gl

Leaals Custom Hook g 5 (e L 3Lai) &3 Gaabiad (aile e alaall 138 (6 5isy hooks
& ol Calal ey 3 useSVUSessionContext.js <aldl o @by e
CGadaill A8l 5 palall (aiga) 1) IS (s ol 5l Al
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G385 Wkt Lalall s NodedS - 4alall clild) 488 e (5 5iay node_modules
package.json <kl

s HomeScreen js aals Gukill Lulad) cileald) clile Je (5 5y screens
SessionScreen.js

Lpula) dadiall 4l AA (e ol ) 5 React 4iSe 8 i ) Caldl ey App js
SPA Dk e ikl
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rdadiiiouall Cilbina i) aal g AUALY Lgadly ) algall any (34 55 4-4
Ondaine il 48181 5 Apala¥) Cprigad 1) SIS 3 daadinall Cilima sl ae algall aal Lia (2 i
t e S ey s MERN Stack zased e s

MongoDB -
Express -
React -
NodedS -

:Signup Gubill gea Glua e J ganll @l 51591 4-4-1

o) RS e Sl o) RS e s alal) g IV ) Jaal el aiea o sk Al
el a gty of dal (e e Ll (g 5a3 (3 NAR 55 selai JAay) daua e S any g
sl Aadia e Jsaal) die el el 3l 53U G D JSEN 5 callanly

_;\VU

I 555@s55.com ]

Isl I Enter the text you see on tf ]

Signup &I_AaYL daldl) 3380 puia gy 184 JSid)
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Eun JSON Aipay Ldlall dgal sl ) Lol ) o edlinall clilull daa (o Sl ay g el 2ay
r Al JE (38 5 4 slaall Aalleall doSignup() el a s

doSignup =

payload = {

"userld"; userld,
"password": password,
"narToken": narToken,

T D ET

response = await apiCall(*/session/signup’, payload);

if (response.success) {
setSignuplnProgress(

}

console.log(response);

ity &) 00 Aliaal) i) dallas guda gy 19-4 JSid)

Dbl maat aay 5 Router 4 pall) aa sl DA (e EXpress qsé 4lall deal ol xie
O sp LS el e s e Jganll dal (e signup = dalal) dlead) dallesy osthaall
:5€SSioN.jS —alall (paia 3 g sall 5 (38 jall 2SI (38

router.post("/signup”, (req, res) => {
loginUrl = getConfig().get("login_url");
userld = req.body["userld"];
password = req.body["password"];
narToken = req.body["narToken"];

narText = req.body["narText"];

if (ICryptoHelper.validateEmail(userld)) {

return res.status(400).send("Invalid email sent as userld.");
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if (Ipassword || (password.length < 12)) {

return res.status(400).send("password length must be >= 12 characters");

narClear = CryptoHelper.decryptNaRToken(narToken);

if (userld.concat(":", narText) != narClear) {

return res.status(403).send("Robots are forbidden");

responsePayload = {
success:

message: Signup successful, should be redirected to login.’,

existingAccount = await findOne("users", { user_id: userld });
if (existingAccount) {

return res.json(responsePayload);

newAcount = {

user_id: userld,

password: CryptoHelper.genPasswordHash(password),

jwt_id: ",
active:

}

await insertOne("users", newAcount);

return res.json(responsePayload);

)

LAY dgal sl dga (e Gl ¢l A0 Aliaal) il dallas gua s 110-4 Jsal

Login Jsaall daady Lalall 32800 ) Jesyh React 88 ledll A
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‘Login luall I J 3l Jiss 4-4-2

DAl AalS 5 s STV a5l Jlaa) oy (Gudaill jalise Ji (e ISV dalee G oY) 2ny
p ) JSAIL e ge 8 LS e Al Jaaty el () Sl aia

VU

[u*...au.e l
9 [ Password l

Login Jsdal Juad 33U muda gy 111-4 Jl)

Eun JSON Arpay 4dlal) dgal sl ) Lo} o5 cdlanad) bl dsia (o S 2ay 5 elld 2ay
t Sl JRA 38 5 4 sllaall Axlladll doLogin() el a s

dolLogin = (userld, password) => {
if (/(userld && password)) {

return;

}

payload = {
userld: userld,

password: password,

}

try {

loginResponse = await apiCall("/session/login”, payload);
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sessionUpdateAction = {
type: "API_CALL",
newState: {
userld: userld,
expireTimeMillis: loginResponse.expireTimeMillis,
}
}

dispatchSessionUpdate(sessionUpdateAction);
playSound();

} catch (error) {

console.log('loginResponse Error: ${error}’);

}
h

Login Jsaal Jawds daldl) ddiaal) cligl) dAales gua g 1124 JSid)

Dbl past a5 Router 4 galdll 4asdl JMA (0 EXpress asi 4slall deal gl dic
Gay (e s WS el (adaill ) Jsaall Jal e login = alal) Lleal) dallaay o llaall

:S€SSIoN.js ildl (e 3 g sall 5 (38 jall 2 <)

router.post("/login", (req, res) =>{

userld = req.body["userld"];

password = req.body["password"];
if (!CryptoHelper.validateEmail(userld)) {

return res.status(400).send("Invalid user ID");

existingAccount = await findOne("users", { user_id: userld });
if (lexistingAccount || !existingAccount.active) {

return res.status(401).send("Unauthorized");

if (/CryptoHelper.validatePassword(password, existingAccount.password)) {




return res.status(401).send("Unauthorized");

jwtld = existingAccount.jwt_id;
if ('jwtld) {
jwtld = CryptoHelper.genRandomString(16);

await updateOne("users", { user_id: userld }, { $set: { jwt_id: jwtld } });

expireTimeMillis = ( Date()).getTime() + 3600000;
responsePayload = {

scope: "SVU",

token_type: "JWT",

expireTimeMillis: expireTimeMillis,

secretKey = fs.readFileSync(path.resolve("./config", appConfig.get("app:ssl:key_file")));
domainUrl = URL(appConfig.get("external_server_url"));
opts = {

expiresin: 3600,

audience: domainUrl.hostname,

issuer: domainUrl.hostname,

subject: userld,

jwtid: jwtld,

token = sign(responsePayload, secretKey, opts);

res.set("authorization", "Bearer " + token);

res.json(responsePayload);

});

AIA Agal sl Aga (oa Gaskl) ) J sl ety Aualil) il Aalas e sy 1134 JS
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:Create New Chat List suas d8alas L) 4-4-3

Fail) cilislaally Aa5Y (et )5 4 Al 83U el okl L) Jaall el e
cse s LS Gana dalae elily S (Gubill e g Al Laaal cpy) s ) Al
L AUl Sl

&
SVU
Cross-Platform Secure Web App

bubu@test.com, rere@test.com
BUBU

bubu@test.com, lala@test.com, rere@test.com
friends of mine

lala@test.com, bubu@test.com
Hi....

'ﬂ Logout |—_|y New

Gl (2 A 1) 3B a5y 1144 JSA)

form z3sei pea® Al daaal) Balaal oLl Aaldll 38Ul jels New L)l e &l xie
el palasB g S ) csbie Jaal gala I3V input Jial s maie e g ging
3yl GalasB s S a5l G glie JA) axy s Aialaall Ol sz Gald G cagre ddlall
Aalaall ey ) Sl s 30l 63 )5 e il L5 Balaall o) gie JA) 5 cagra Balaall ey

el o) Y e s e (53 50 e i ady st sall saaal
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Dalaally dalall dpap I dgal sl ) JEBYL React a8 daia dalaay sadl die s 43l S
clilall o) il Calise Jali s dpaill Jilas Hl) ol &slaall o3¢y (S jidall Sy LI (e S
Cullize 10 dad Glall aaa ket Y e

B Aalaa LAl Aalal) 3380l 3 ) e JUl JSED oy Eua

Basaa Aidlaa Ll Laldd) 338U g g 115-4 JS&Y)
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:Send New Message s Al Ju ) 4-4-4

Ay Gaati Al & idall dlialaa Lalall deal ) ) React Jais aaaall dalaall o)
Ul UKL rm e 5a LS el 5L 5 Aislae JAY dila) dapil) cilidlaally
Jﬁ
SVU
Cross-Platform Secure Web App

bubu@test.com, lala@test.com, rere@test.com

lala@test.com, bubu@test.com

#] Logout
cilislaal) daidly daldd) 3380 g g1 1164 JSY)

iy Aginall Baladdly dalald) 338U ) 3 il JESY) L1 clislaadl 038 (e sl e il e
Cus (dialaall 38 Wwwsw\@aw\)w\ Jil ) Jals paitall (S WIS e
-l L;Lﬂ\ JE Hu
e
VU
Cross-Platform Secure Web App

€ Back G Leave
see you there my friends ...

let me know if you want to go with me ...

rere@test.com
this is a nice file to watch ...
“305-SignalEncodingTechniques.ppt

this is a nice book to read ...

D Send

[3 Upload

I New message

Syrian Virtual University

cilidaall gaaly Laldl) 338U pua gy 117 -4 JSA
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oadd el dgall 8 AS liall clildl g £ gSall Gagealll ol g Gl S8 DA (e
S cilall g dpaill Jilo ) ae Jisall (adiill sl L dn g (5 ) dgall (8 Wl (G yall
aiie e ST 0 sa 5 A0Sl AasDlal) ae dialaall 2 (paia Lgn & LS

- Gdaill Anala¥) dgal ) cpaa Alla 1) Jla b dcalald) Alal) 18-4 JS&l JNA (e i | pual

sendMessage

payload =

. trim() | n ge <t.trim() .length <= 0)
setNewMessageText ("") ;

return;

t.indexOf (" \uD¢

payload.message.sharedFile = {};
payload.message.sharedFile.fileName C .name;
payload.message.sharedFile.fileSize
payload.message.sharedFile.fileType

payload.message.sharedFile.fileUri = JSON.

apiResponse = t i /conve ion Ve ge", payload);

setNewMessageText ("") ;
setDoc ( ) £
(error) {

console.log( a error )

Ggalay) Agal gl (padd Al Joan ) il ) gudase 118-4 JSl
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Pl o (ale S5 pai) suas Ay Je) 4l a) dallae Gulaill LAl dealsll & aig
(Sl G a9 g8 WS 'newMessage/' Jbual o REST AP plaaiul

router.post ("/newMessage",
id = uuidv4 () ;

messageTime = Date () ;

conversationId = reqg.body["conversationId"];

message = reqg.body["message"];

1l

existingConv = await findOne ("conversations",

_id: conversationId,

user list: req.user.userld,

s

projection: { id: 0, title text: 1, user list:

if (!existingConv | isEmpty (existingConv)) {

return res.json({});

if (message.sharedFile) {
tempFileURI = message.sharedFile.fileUri;

blobFileUri await BlobHelper.writeFile (tempFileURI) ;

message.sharedFile.fileUri = blobFileUri;

insOp = await updateOne ("conversations",
{ _id: conversationId },
{
Spush: {
messages: {
_id: id,
message time: messageTime,
sender: reg.user.userld,
message text: message.messageText,

shared file: message.sharedFile,




(insOp.result.nModified == 1) ({

conversationId: existingConv. id,

userList: existingConv.user list,

titleText: existingConv.title text,

}i

endPoint:

conversation:

"

console.log(err) ;

return res.json({});
{

return res.status (400).json({});

BALA) Aga) s (B Basan Dby P ) Lilsal gen Jalall ua gy 1194 JS)

‘Download Shared File &adl o cals Jiani 4-4-5
sondll Culall e sl o 4 L Gl Jasy Galall il ) J<al) g
Aol i e (1S L) 2al U (g 3 ) 5l ¢ ulinnall

downloadFile () {
console.log (" sharedFile.fileName

console.log (" Fil nentDire

dnldReqTokenUri

encodeURIComponent (s File.fileName)

encodeURIComponent (s dFile.fileType) / S dFile.fileUri
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regDownloadToken = it apiCall (dnldReqTokenUri) ;

console.log(regDownloadToken) ;

dnldReqUri = sV on.apiUrl olob regDownloadToken.fileDescrStr

result awalt WebBrowser.openBrowserAsync (dnldReqUri) ;

setDownloadResult (result) ;

console.log (JSON.stringify (result,

Lilaa o jldial) Cilal) Jaans Al o) g gy 120-4 JS&)

:Logout of All Devices 3 xa¥) 4lS e Gukill e 7 5 a0 4-4-6
dolaall o3 5 ccllly Aalal) 32Ul jelai | ogout L) o brall Gokill s a6 Laie
Alae aBi @y 2rag ¢y pall AalS5 4y (aladl g SV 25l O sie JB) il e callal
(sl el (Jsanall g aaddl) Canlall) 4 dalall 5 el AS e Gubaill e g5 Al

) S i ga g LS (S gl

Logout All Devices

If you proceed, your sessions on all of your logged in devices will be terminated.

If you want to logout enly on this device, just reload or terminate the browser.

)

\%)
Py
&)

Alal) 3 gl ABS o gkl (e g gAY Agal g gl g 12144 JSA)
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Al dgal gl o adaill (e g pall A1 5SS e g

doLogout = (userId, password)
if (! (userId && password)) {

return;

payload = {
userId: userld,

password: password,

loginResponse = : t apiCall (" 1 1D s", payload);

sessionUpdateAction = {

type: "API CALL",

newState: ini

dispatchSessionUpdate (sessionUpdateAction) ;

playSound() ;

“h (error)

console.log( 1

Aaala¥) Agal gl o pafieaall 53¢l A0S o gadiill (e g gAY gl gy 12244 JS&)
Al dgal sl e Gudaill e g AD A0 U 5 &I IS e g

router.post ("/logoutAllDevic

loginUrl = getConfig() .

userId = reqg.body["U

password = req.body["

responsePayload = {
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(!CryptoHelper.validateEmail (userId)) {

return res.status (400) .send("Invalid us

existingAccount it findOne ("users", { user id: userId });

(!existingAccount || !existingAccount.active) {

return res.status (401) .send("Unauthorized") ;

(!CryptoHelper.validatePassword (password, existingAccount.password)) {

return res.status (401) .send("Unauthorized") ;

it updateOne ("t s", { user id: userId }, { $set: { jwt id: "" } });

console.log( lc ed out on all «c for userId} )

return res.json (responsePayload) ;

LAla) dgal gl o bl e g g A gl g 12344 JSA

Gkl (8 dglaally (1Y) 4-5

Cun ol e DU dbeadl s e Jal e JWT 5 SSL Jslall (e JS Uie 5 piia 4 Lieadin) adl
Lo Lad ) cle) a1 Y JDA e o

:SSL

' AU aLadll Dev s shill (5 siue e g be g i A a3
S8l alaall avm 352 5all gen_root_ca.sh <alall JUA e iy Gals CA oL -

SSL_ROOT_CA HOME=~/.ca certs/root ca

SL ROOT CA HOME/root ca.pem ]]; then
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continue: " user answer

echo S$user answer

if [[ Suser answer !=

openssl req -x509 -new -nodes -key ${SSL ROOT CA HOME}/root ca key.pem

-sha256 -days 3600 -out ${SSL ROOT CA HOME}/root ca.pem

gen_root_ca.sh il (alidl) 36l mia gy :24-4 JS&)

ey Ly Aalall CA I U (e Axii 55 & ey skl aadiay alal) ~liall il 5 3
88l Aaall Gam 358 sall gen root key.sh <alddl A

SSL ROOT CA HOME=~/.ca certs/root ca

—e $SSL_ROOT CA HOME/root ca key.pem ]]; then
sure

user answer

SSL_ROOT CA HOME
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openssl genrsa -des3 -out ${SSL ROOT CA HOME}/root ca key.pem 4096

chmod 400 ${SSL ROOT CA HOME}/root ca key.pem

gen_root_key.sh cilally paldl) 348l i gy 125-4 Jid)

88| Aadl e 352 sl gen certs.sh caldl YA (e dad sall 328l Al 53

SSL _ROOT CA HOME=~/.ca certs/root ca

SVU_SSL_HOME=../config/ssl

! —e ${SVU_SSL HOME}/key.pem ]]; then
openssl genrsa -out ${SVU SSL HOME}/key.pem 4096

fi

openssl req -new -key ${SVU SSL HOME}/key.pem -out ${SVU SSL HOME}/cert.csr

SVU_SSL HOME}/cert.ext cat <<-EOF}$<
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N NAME # Optionally, add additional domains

1 # Optionally, add an IP address (if the

(you have planned requires it

openssl x509 -req -in ${SVU_SSL HOME}/cert.csr -CA
\ $SSL ROOT CA HOME/root ca.pem
\ CAkey $SSL ROOT CA HOME/root ca key.pem -CAcreateserial-

out ${SVU_SSL HOME}/cert.pem -days 825 -sha256 -extfile-

${SVU_SSL HOME}/cert.ext

gen_certs.sh cildl (aldl) 348l gy 126-4 J&)

Qs Chrome adse gaa Gkl (alall Flidall 5 dad sall 3ol Jaak L el 2y -
AgiaY) Aalil) e JiaY) JSaIL e g ey Galald) Gadaill Jaalis Ganai S

JWT
Gkl & Ly Al 331 @iy JSON Web Token i€l ahasiul U g i o o
Al 20y a5 el
o) 4 ALlal)l Ll Clegleall AllAs) e Gubadll eliee A9 e SU L3 -
(sl A8 5 55 SIY)
plaaiuly 428 51 5 (ald JWT 2l 58 ddlal) dgal sl 4 o5 cgnlaill jafiose 4y 0 @83l aay -
Jsaal Gulaill jaiie ) ale ) o5 &5 eadall il Public Key olxall Uil
.Client
a3l o sy Cus request el Jid (e Ju e lla S e a8 gl JWT D Jla ) o8 -
el aaliss Ao gy el old MR (e ddsia (e UL
oand il g A8aliadl daletall JSLELD) (e S s Wiy JWT AT Lialastin) IO e g
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2AaiaY) J glal)
lie 5 pia (e Letudai (ge LS Al <l shaall g Jolall aal (Y IS e (a0
Aast) U jlatind A e by Galdll Gkl efiial) o dobal)l clly)) d8lS e -
& ol g ol W el 5 dga e Sl e i) ells ol g3l ¢ il SSL
Al 4ga 5e Man in the middle attack —uaiidll
Caal o8 Glilaadl 3223 & SQL Injection a5 &y MongoDB - Lidlasin) -
.NoSQL DB 4ide
AR 12 AS S Al ull A -
r Y L Gl JWT J Lelasind - -
s e origin g e Gubill 4 REST endpoints 4 S ksl e
Headers <l s ;i
aalaY) Baulaill eals e JS e credentials dals cilaglae i baia 24 Y @
XSS ps2p e Alaall Gy (52 ¢ L) Adlall
fals Clagbee gl Lia a3 ¥ s cookies ) ahaainy Lilg dalall e @
Apad Bl Jatl o s dm leall e ) ¢ A Session Audall
=Y Gukill Jealy S8 8 JWT eolh dals claslae ol Lais 2 ¥ @
Al A ) Cal y alall
dgals ) 4r sasally paliadl Z) Al Jsedll (e el any Glil Gulill a5y @
Login Al Jsaal
(JalS U 4alal) dgal gl 8 A Cildaadll 488 855 -
Load Balancing Jesll &5 )) ga g Lie 5 pha 8 a8 M NGINX podal Laladiul - -
a A 3 Agleal) W el 53 ¢ 3 Throttling @il sn 1 sl s Router 4 sl
HTTP OVlaiy sany ¥ 3 g caily (S8 et b GO0 sy ¥ sed claagil) aal
e Y Lt HTTPS @laily i sy 43
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(iiesall y glatl) g AaiAd) = el Al Suadll

uaﬂ.q [ )
el a) Ge (o) (Say ¢ JalSie Balaa Bukal e e z3sad Gubill A (e Liedd
Jolall anl Gk ae das Mo (5 giar ol IS5 cagin Lad clalall ol s Ealadll
SIW 5 HIW calai¥) IS cdulal) s dpalel) Gadatll Jigal 5 DS i)

Future Enhancement il 55kl o

e Wl calalal) Ja g Balaal) Jaa ald Lilsa) (e g g piall 408 L IS 2a
Y G Ay cpul Jae A G ST ladd ady Cumy Gl ghaly i)
A Gady Lay oy Jsmall Jud il dlee Sie Jadi Cumy Ddlaall 5k -
.Media Chat
Mobile miaiall (e Situe L83 (ol sell e Jany Aland Cumy Gudaill jai -
Native App 'k o= usS of ! App
ial e daulul) @l jpgaill Jledll aladiul) dal e Guball leedl il -
il sall G Guaill 138 aladi) e SH Cumy (ldarall ae) 5 Lol
e s deadl 4l odind e Blial)l Gaay JieY) JSaIL Aalally dus sl
Lol Cle sandll o sgie aladin) 10SA) ae cdd (S il aamy Sl as sl
.Jazll (ea Grouping
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